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Executive Summary 
D1.1 defines the high-level technical requirements of the PUZZLE platform, alongside the requirements of 

the two use cases that will be used as validation testbeds – namely Cloud-based Network Media and 

Infrastructure Management and Activity Tracking & Personal Data Monitoring Services. In this context, it 

provides a high-level description of the PUZZLE pilots which will be further broken down in scenarios and 

user stories to be mapped to the specific functionalities and PUZZLE services (offered as part of the overall 

“Security-as-a-Service” Marketplace), in D1.2 [42]. The endmost goal is to enable the definition of a number 

of such user stories for validating the PUZZLE core pillars in edge and cloud native security for orchestrating 

and unifying the provision of appropriate security resources protecting both logical extremes of a business 

ecosystem, namely the edge and the network operating stacks. The core PUZZLE value propositions revolve 

around the fields of network security management, remote attestation, dynamic real-time risk assessment 

and enhanced and accountable knowledge sharing of operational threat intelligence data flows (through 

the use of policy-compliant Blockchain structures). 

In this context, this deliverable is the direct outcome of the consortium’s activities towards collecting and 

analysing the current cyber-security functional primitives, state-of-the-art requirements composing the 

security services of the PUZZLE Security Service Marketplace made available for small and medium 

enterprises. Therefore, the overall purpose of D1.1 is to provide a reference document for the PUZZLE project 

to be used as input to the definition of the specific use case requirements and scenarios as well as to the 

overall platform’s architecture definition, including the needs of edge and network security management and 

orchestration, optimal security policy recommendation as well as the underlying trust anchors – of remote 

attestation – and cryptographic primitives towards secure and trustworthy business ecosystems and services 

(that can greatly benefit the lifecycle of various mixed-criticality application domains and vertical sectors) , 

the functionality of the demonstrators and the metric against which those demonstrators will be assessed. 

The consortium has worked towards defining the proposed methodology and technical security and privacy 

requirements for realising the vision of the PUZZLE framework towards e enhancing the cyber-health of an 

SME business ecosystem based on a SecaaS marketplace offering a wide gamut of cyber-security tools, 

applications and services which enable them to dynamically monitor, forecast, assess and manage their 

security, privacy and personal data risks. Requirements, with a holistic view on how SMEs&MEs, that may 

lack the resources, can increase their cyber-security awareness and preparation, have been categorized as 

mandatory and desirable and in total 62 requirements (plus 15 requirements for the underlying component 

acting as a Root-Of-Trust) have been extracted – 52 mandatory and 10 desirable. 
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Following these activities, a mapping between the project’s technical requirements and the use case 

requirements will be conducted in the context of D1.2, identifying the exact needs of each use case and the 

specific PUZZLE functionality that will be tested in each scenario. That mapping will also allow the consortium 

to device the PUZZLE MVP which will include the minimum set of functional requirements (currently 

categorized as mandatory) to be considered as part of the implementation output of the project; the entire 

PUZZLE Security Service Marketplace. This will cover the needs of the use cases as well as other horizontal 

requirements that are necessary for demonstrating the overall PUZZLE concept. 
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1. Introduction 

1.1 Towards enhanced operational assurance for business ecosystems in the 
digital era 

Based on the Annual Report on European SMEs [37], 99.8 out of every 100 businesses belong to the Small 

(5.8%), Medium (0.9%) and Micro (93.1%) Enterprises (SMEs&MEs) category, produce 57 cents of every euro 

of added value and employ 2 out of every 3 employees, having a core role in the European Union’s (EU) 

economic growth and social development. This means that increasing the digital security, privacy and 

awareness from cyber risks, e.g., Distributed Denial of Service (DDoS), cross site scripting (XSS), malware 

and ransomware, sensitive data exposure, etc. to SME&ME organisations diminish the possible business 

losses because of poor cyber security planning, budgeting and deployment. Given that cyber criminals 

perceive SMEs&MEs as a lower-risk option that usually has shallow cyber awareness than a larger enterprise, 

makes them the most likely target of a cyber-attack. It is no secret that the majority of cyberattacks (86%) in 

SMEs&MEs are targeted, because the main motives, including financial gain (53%) and corporate espionage 

(47%), are concrete and apparent [38]. According to Gartner’s predictions for the future of privacy [39], the 

backup and archiving of personal data will represent the largest area of privacy risk for 70% of organisations, 

while in the upcoming years 75% of public Blockchain technologies and infrastructures will suffer “privacy 

poisoning” — inserted personal data that renders the Blockchain non-compliant with privacy laws. For 

instance, very recently iNSYNQ, a cloud hosting provider has been hit by the MegaCortex ransomware [40] 

crippling its cyberinfrastructure by preventing its customers from accessing their accounting data, while a 

new variant of the Ursnif trojan malware is spreading via phishing emails with malicious Word documents 

[41] and a new Trojan, dubbed Saefko, has been found for sale on the dark web with tools to steal credit card 

details, crypto wallets and more [42]. Unlike large enterprises, SMEs&MEs mostly have limited capabilities 

regarding cybersecurity best practices. In fact, 93% of SMEs&MEs that have experienced a cyber-incident 

reported a severe impact to their business. Almost all reported a loss of money and savings, while 31% 

reported damage to their reputation, leading to a loss of clients, as well as difficulty attracting new employees 

and winning new business. Most importantly, nearly 50% reported an interruption in service that damaged 

their ability to operate. 

Regardless of the industry and the size of the business, protecting the organisation from malicious online 

activity—activity that can cost enterprises millions of euros—should be one of the top priorities. Especially 

for SMEs&MEs associations where resources that can be allocated on security solutions are limited, having 
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access to a marketplace of services with a multitude of cybersecurity solutions provided as a bouquet of tools 

and processes is of paramount importance. Taking into account the continuous evolution and adaptation of 

cybercrime technologies as well as the huge number of enterprises, services and people that they affect, 

advanced methodologies and operational tools have to be developed tackling threats at their creation while 

the overall complexity in the threat management and remediation process needs to be minimized. Reduction 

of complexity has to be accompanied with the introduction of a high degree of automation, 

interoperability and usability in the provided cybersecurity management tools. 

The PUZZLE Consortium plans to design, develop and evaluate several cyber-attack scenarios and deliver 

cybersecurity services to SMEs&MEs through a marketplace easing the collection, curation, harmonisation, 

exchange and analysis of telemetry and monitoring data from distributed and centralised assets. The 

marketplace services will support the efficient processing of networking records and user access to systems 

and services, the extraction of advanced knowledge on top of the analysed data and the trusted exchange of 

the results / outcomes through the exploitation of Blockchain-based techniques for advanced cybersecurity 

situation awareness. 

To achieve this goal, PUZZLE will model such complex business ecosystems as a composition of multiple 

heterogeneous devices, cyber-physical systems and virtualized service graph chains. Each one of the sub-

components can have individual policies and security mechanisms. Such security policies and solutions need 

to be aligned with the trust requirements of the various mixed-criticality services that may be running as part 

of these environments. On the level of sub-components, the consortium will detect anomalies, attacks, and 

tampering by leveraging network security management mechanisms, orchestration tools as well as trusted 

computing and lightweight cryptographic trust anchors, as enablers for the secure configuration, 

deployment, operation, orchestration and verifiable computing of safety-critical programmable components 

running in SMEs&MEs and the secure communication and threat intelligence sharing amongst them and with 

other interested (and authenticated) stakeholders. Overall, PUZZLE will rely on the existing strengths and 

reputation of trusted computing while building in assurances to contribute towards the future of security 

and operational assurance. 

1.2 High – level Vision 
The vision of PUZZLE is to design and implement a novel highly usable cybersecurity, privacy and data 

protection management framework offered as a collection of security services of a marketplace targeted at 

SMEs&MEs. The ultimate purpose of the PUZZLE framework is to strengthen SMEs&MEs with cybersecurity 
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tools, services and applications which enable them to dynamically monitor, forecast, assess and manage their 

security, privacy and personal data protection risks. The latter will also enable them to increase their 

cybersecurity awareness through the efficient aggregation and processing of heterogeneous information 

flows collected by distributed agents and the establishment of online collaboration and knowledge sharing 

with other SMEs&MEs through policy-compliant Blockchain structures and smart contracts capabilities. The 

PUZZLE framework will incubate artificial intelligence mechanisms to extract insights from the aggregated 

information in the facilitation of analysis, recommendations and reports production. To realise its vision, the 

PUZZLE framework is going to identify and track the relationships among the cyber assets of each SME or ME, 

considering the available network, compute and storage infrastructure and use them to efficiently calculate 

individual, cumulative and propagated risks, as well as recommend and semi-automatically apply mitigation 

actions for tackling identified cyber threats. The PUZZLE framework is going to support assessment of 

vulnerabilities and threats in a collaborative manner based on the collection and homogenization of 

monitoring data generated by the agents while probing targeted assets and infrastructures by the various 

SMEs&MEs. These trusted resource management and monitoring agents are going to be applied over 

Cloud/Edge Computing, IoT and networking infrastructure, leading to the collection of cybersecurity 

incidents information in the various network parts. Anonymised data and knowledge sharing among 

SMEs&MEs is going to take place by exploiting blockchain-based technologies for secure data management. 

Advanced insights over the available data are going to be produced through the exploitation of machine 

learning, artificial intelligence and big data analytics approaches, leading to real-time identification of threats, 

anomaly detection and early warning mechanisms, pattern identification mechanisms, risk assessment and 

cascading effects analysis. Based on the calculated risks and the provided graph topology, the application of 

optimal and resilient defensive strategies -based on the available cybersecurity services in the marketplace- 

is going to be recommended by a multi-objective solving engine, ensuring a high cybersecurity, privacy and 

data protection management level, considering the type of the infrastructure used by the SME&ME. 

Automated or semi-automated defensive strategies with the human-in-the-loop and cybersecurity services 

to be deployed will be recommended to reduce the complexity at the front of SMEs&MEs. In this way, the 

PUZZLE services will provide the capacity to end users to easily manage threats, risks and attacks as well as 

increase their situational awareness regarding the appearance of new types of threats, vulnerabilities and 

risks and the applicability of the designed solutions in the enterprise environment. Special emphasis will be 

given on the usability and the raise of competitiveness of the PUZZLE Marketplace, by designing solutions 

that can be easily on boarded by external cybersecurity providers and can be seamlessly adopted by the end 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

users taking into account their preferences and feedback. All the provided services to end users will be made 

available through the PUZZLE Marketplace, while a Dashboard will ensure the management, selection and 

deployment of the recommended cybersecurity solutions. 

1.3 Scope and Purpose 
The goal of the PUZZLE project is to enhance the cyber-health of an SME business ecosystem based on a 

SecaaS marketplace offering a wide gamut of cyber-security tools, applications and services which enable 

them to dynamically monitor, forecast, assess and manage their security, privacy and personal data risks. The 

endmost goals is to enable SMEs&MEs, that may lack resources to target the integration of holistic security 

solutions, towards increasing their cyber-security awareness through the efficient aggregation and 

processing of heterogeneous information flows, collected by distributed agents, and the establishment of 

online collaboration and (threat intelligence) knowledge sharing with other business stakeholders. These 

requirements are grouped by type of the core functionalities and services envisioned in PUZZLE in the 

following fields: network security management, remote attestation, dynamic real-time risk assessment and 

enhanced and accountable knowledge sharing of operational threat intelligence data flows (through the 

use of policy-compliant Blockchain structures). 

The deliverable at hand provides an introduction to the project’s scope and vision, denoting the technical 

requirements that have been identified by the partners, and the use cases for the implementation of the 

envisaged PUZZLE platform. As described in the project’s DoA, use cases in Cloud-based Network Media and 

Infrastructure Management and Activity Tracking & Personal Data Monitoring Services, will provide 

environment and applications to validate the PUZZLE framework and its offered security, privacy and 

operational assurance services. As such, the overall PUZZLE design will be accompanied with the 

implementation of the appropriate edge and cloud native security and trust anchors for the secure 

operation of digital trust across a community of trust (in a complex business ecosystem). In order to achieve 

these goals, it is essential to first understand and systematically document the requirements of the PUZZLE 

design and its application to the use cases and then map them to the requirements coming from research 

related to the needs for a converging security and safety in complex business environments as well as with 

reliable and secure threat intelligence sharing. 

This deliverable (D1.1) defines the high level technical requirements of the PUZZLE platform. In this context, 

PUZZLE will investigate the adoption of key technologies in edge and cloud native application security for 

orchestrating and unifying the provision of appropriate security resources protecting both logical extremes 
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of a business ecosystem; namely the edge and the network operating stacks (Section 5.1.1.3). The PUZZLE 

framework will incubate artificial intelligence (through the adoption of advanced Deep Learning and 

Graphical Machine Learning classification mechanisms) to extract insights from the aggregated 

information in the facilitation of analysis, security recommendations and reports (Section 5.1.1.1). 

Information will originate from the monitoring and introspection of security information (Section 5.1.1.2) 

such as vulnerability information in the running service workloads, workload audits (e.g., host based forensics 

traces as well as network packet traces), context security, etc. All these operations will be facilitated through 

the deployment of programmable agents and trust anchors (Section 5.1.1.4) as enablers for the secure 

monitoring, collection, aggregation and verifiable processing and computing of such heterogeneous 

information flows (running within the target business ecosystem) and the secure communication and data 

sharing with backend centralized processing and threat intelligence extraction engines. In order to also have 

verifiable evidence on the correctness of the exchanged information, this process will be also secured by 

trust extensions leveraging root of trust capabilities of a novel TC-enabled middleware (using either Trusted 

Execution Environments (TEEs) or a combination of HW- and SW-based decentralized roots-of-trust such as 

using TPMs and DICE abstractions) that guarantees and simplifies the trust relationships between all layers 

in the entire OS runtime stack, thus, providing strong security and trust claims on the trustworthiness of all 

service function chains of a zone of heterogeneous, connected devices (like the assets comprising a business 

environment). Therefore, Section 0 clusters a basic set of technical requirements that must be met by the 

underlying root-of-trust that will be adopted in PUZZLE towards supporting the provision of efficient 

attestation variants and cryptographic protocols. To support all the above core services, the PUZZLE 

framework is going to identify and track the relationships among the cyber assets of each SME or ME, 

considering the available network, compute and storage infrastructure and use them to efficiently calculate 

individual, cumulative and propagated risks, as well as recommend and semi-automatically apply mitigation 

actions for tackling identified cyber threats (Section 5.1.1.5). Finally, reliable, secure and privacy-preserving 

extraction and sharing of threat intelligence knowledge (based on the processing of the data extracted from 

verified and authenticated data sources) will be supported through the use of policy-compliant Blockchain 

structures (Section 5.1.1.6). 

Overall, this document defines the parameters for the rest of the PUZZLE project and provides the necessary 

input to the architecture definition, including the needs of the security attestation primitives, the 

functionality of the demonstrators and the metrics against which those demonstrators will be assessed. 
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1.4 Interdependencies with WPs and Deliverables 
As a technical requirements deliverable for the project as a whole, D1.1 arguably relates (and serves as the 

basis) to all later WPs and deliverables. Within WP1, this deliverable will be linked directly to Deliverables 

D1.2 PUZZLE Demonstrators Requirements, Methodology and MVP, in which the compilation of the 

evaluation scenarios adopted by each demonstrator will be performed, and D1.5 PUZZLE Reference 

Architecture where the consortium will outline the specifications of the overall PUZZLE platform to be 

implemented towards meeting the requirements defined in this document. The current deliverable 

constitutes the baseline for Milestone MS1, as it will combine Tasks 1.1, 1.2, 1.3 and 1.5 (PUZZLE 

Requirements, Demonstrators, APIs and Reference Architecture) for the intended deliverable of the 

integrated requirements derived from the use-case scenarios. The deliverable will also be provided as input 

for defining the underlying business ecosystem operational models, data value chains and specification 

properties that these models should satisfy; the operational models will be refined to capture the specifics 

and constraints that are encountered in today’s security landscape in small and medium business 

environments, by mapping any additional low-level security or privacy requirements to the contextual 

setting of an SME&ME specification. The use case descriptions, and accompanying qualitative metrics, will 

also provide the narrative basis for the specific quantitative metrics to be defined in the risk-assessment and 

(secure and privacy-preserving) data sharing frameworks of WP2, WP3, WP4 and applied throughout WP5 

and WP6 in the creation and evaluation of the demonstrators. 

1.5 Deliverable structure 
Chapter 2 describes the background regarding the current trend in cyber-security as well as the state-of-the-

art in the security landscape of business ecosystems comprising of heterogeneous Cyber-Physical Systems 

(CPS) as well as a collection of (virtualized) service graph chains. Based on a combination of  key technologies 

in edge and cloud native application security for orchestrating and unifying the provision of appropriate 

security resources protecting both logical extremes of a business ecosystem: from network security 

management services to the use of advanced remote attestation and cryptographic primitives for verifying 

the correct configuration, operation and communication data plane (towards creating “communities of 

trust”) and the use of Blockchain and Distributed Ledger technologies towards advanced assurance and 

security/privacy-by-design services for exchanging threat intelligence information. This analysis focuses on 

the core technologies leveraged within PUZZLE: (i) orchestration models and strategies, (ii) specification and 

refinement of optimal security policies, (iii) data monitoring, collection and abstraction, (iv) programmable 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

data planes for packet processing, (v) runtime risk assessment, (vi) edge trust assurance services, and (vii) 

secure and accountable threat intelligence information sharing through the use of policy-compliant 

Blockchain structures. For the latter, the baseline Blockchain and (on- and off-chain) data management 

operations are presented with respects to smart contract establishment and analyse their impact together 

with the run-time risk assessment techniques that PUZZLE will bring forward.  

The overall methodology of the deliverable is presented in Chapter 3, where the methodology for deriving 

the project’s technical and business requirements is provided.  

Chapter4 outlines the envisioned use cases and also elaborates on the considered threat model. In this 

context, with the growing recourse to public infrastructures, IoT devices, and multi-tenancy for cost and 

efficiency reasons, the boundaries between different domains fails physical and effective isolation, making 

the security perimeter models largely ineffective and raising additional cyber-threats (Section 4.3.2). Then, 

this chapter also recaps the current practice and highlights the main limitations in terms of performance, 

visibility, security (Section 4.3.1).  

Chapter 5 serves with detailed lists of the technical requirements for functionality and security. Finally, 

Chapter 6 concludes the deliverable.  



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

2. PUZZLE Vision and Background 

2.1 Concepts & Current Trends in Cyber-security 
Several market forces, like the need for flexibility, externalization, outsourcing, and cost-effectiveness are 

driving towards the creation of multi-domain and complex business chains and the large usage of cloud 

resources, especially in the creation of mixed-criticality service graph chains. This approach undoubtedly 

leads to more agility in service deployment and operation, even though the tight integration among diverse 

business roles and the need to share infrastructure and data bring additional security and privacy concerns 

that have not been addressed in a satisfactory way yet. 

The general scenario depicted above can be further analysed by distinguishing two main trends. On the one 

hand, the availability of ever richer and more powerful cloud services has largely pushed the transition 

towards virtualization solutions, moving to the cloud even core and critical business processes in the name 

of increased availability, cost-effectiveness, and agility. The advent of 5G technology is expected to further 

accelerate this transition, by effectively integrating computing, storage, and communication resources in 

large pervasive environments. On the other hand, evolving business models and the large potential behind 

cyber-physical systems is fostering the transition from monolithic to modular architectures, spanning 

multiple administrative and business domains (Section 2.2). The success of industry-driven initiatives like 

FIWARE witnesses the need for common and standard APIs to dynamically compose complex business chains 

made of software functions and smart things from different vendors. 

From a cyber-security perspective, the rise of virtualization and edge computing technologies is progressively 

widening the business service ecosystem of multiple SMEs&MEs where valuable assets (servers, applications, 

virtual services, smart “things”) are deployed between the two logical extremes of a network; namely, the 

edge and the cloud. As a result, more and more business processes are built on distributed, multi-domain, 

and heterogeneous environments, stretching well beyond the traditionally safer enterprise’s networks and 

equipment therein. Unfortunately, cyber-security paradigms for network threats have not advanced at the 

same pace. 

 

2.1.1   The Virtualization Wave: Cloud, Edge and Fog 

The cloud paradigm provides a cost-effective solution to run elastic applications, but also raises many 

security concerns due to the hypervisor layer, outsourcing, and multi-tenancy [63]. As a matter of fact, the 

attack surface is increased by the larger number of components (Section 4.3): guest environments (virtual 
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machines), host operating systems (servers), hypervisors, management interfaces, shared storage and 

networks. Sharing a common infrastructure has the unpleasant side effect that an attack to the infrastructure 

affects many services and tenants (e.g., DoS on shared physical networks). 

Through private clouds can be set up and operated internally by single organizations, the real benefits come 

from outsourcing, when resources are rent from public infrastructures and there is no issue with hardware 

management. Tenant isolation should provide independent and secure execution sandboxes, leveraging 

technologies as hypervisors, network virtualization, and virtual storage. However, the shared infrastructure 

widens the class of local adversaries, also including other tenants and the infrastructure providers, raising 

new attack models (i.e., grey boxes, which involve tenants and their cloud providers) in addition to 

mainstream white (i.e., employees) and black boxes (i.e., external attackers) [63]. 

Software-based isolation introduces security interdependence in a multi-tenant environment: for instance, 

DoS attacks against the physical network affect all virtual networks of all tenants, while a compromised 

hypervisor is a potential source of eavesdropping and alteration for every hosted virtual machine or software 

container. In any case, full trust in the cloud provider is required, since the use of trusted computing, for 

establishing decentralized roots-of-trust (Section 2.3.1.4), are not broadly available yet. 

While chasing for interactive and low-latency services, fog and edge computing are usually seen as the cloud 

extension to support delay-sensitive applications, like the ones encountered in one of the envisioned use 

cases on the provision of cloud-based network media and management services (Section 4.2.1). Lightweight 

tasks are run at the network edge, on local devices or network equipment (base stations, radio network 

controllers, access points), while deep processing is left to large cloud installations. 

Fog computing clusters virtual resources from a heterogeneous set of devices deployed in the environment, 

owned by different entities. Most security issues with fog computing come from the hostile, uncontrolled, 

and unreliable environment. According to recent industrial efforts towards standardization [64], fog 

computing needs a management framework for deployment of software and node-to-node communication. 

This software backplane has a similar role to cloud management software (and interoperability is also 

expected to allow fog/cloud interaction), and will also be responsible to implement trust, confidentiality, and 

integrity services (e.g., root-of-trust for trusted execution environments, encrypted communication 

channels); clearly, it also represents the Achille’s heel of a fog infrastructure that, if compromised, directly 

affects security and trust of all applications and users. 

Lacking any form of physical or virtual perimeter, fog nodes are more exposed to tampering, physical damage, 

spoofing and jamming than cloud servers, similarly to what happens for IoT devices; however, the attack 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

surface is larger for fog nodes, because they are prone to injection of flawed information and malware, 

service manipulation, data leakage [65]. Yet, compromised fog nodes are far more threatening than IoT 

devices, since they usually have more resources available, private data and privacy concerns, and trust 

relationships with a larger number of other nodes and remote instances. Mobile fog nodes are likely to take 

part into different federations over time, so they are more prone to get compromised and to be used as 

Trojan horses in multiple infrastructures. Multi-ownership of such devices brings also severe trust issues, 

introducing addition challenges for privacy and data leakage. Definitely, the nature of the fog paradigm 

naturally leads to the threat of rogue and untrustworthy infrastructures. 

Edge computing targets similar applications as fog computing, but with different architectures and business 

models (the infrastructure is owned by a single operator and does not include user’s devices); in addition, 

edge computing explicitly leverages telco infrastructures to provide mobile edge services like radio network 

information, location, bandwidth management [66]. Edge computing has security concerns similar to the 

cloud. However, distributed resources co-located with peripheral network installations usually have less 

restrictions and control for physical access than traditional data centers, hence the risk of tampering is not 

negligible. Resources will also be limited and subject to exhaustion, due to space constraints and the cost for 

capillary installations, so DoS will be more likely than in the cloud. The large number of installations in 

multiple locations will also complicate management, will probably require more human resources (with 

different capabilities and security skills) and will increase the risk of wrong, poor, or missing configurations. 

Exposing APIs and service access points increase the attack surface and the potential impact of an attack. As 

a matter of fact, such services give access to sensitive information about the physical and virtual 

environment, including positioning and network traffic of other users. The integration of edge computing 

with the legacy Operations Support System of the whole network also brings the risk that successful 

intrusions and privilege escalations lead to control of large infrastructures and regional or national 

communication services. 

Finally, edge computing is expected to run orchestratable services, by dynamically composing several 

applications together (e.g., for Network Function Virtualization). Orchestration tools are often designed to 

dynamically select and load software images from specific repositories. In this case, external software may 

run inside the security perimeter with all related security risks. 
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2.1.2   PUZZLE Mission and Underlying Technologies 

Considering the above, PUZZLE’s mission is to define a sound methodological (aligned with existing state-of-

the-art frameworks), technological (aligned with cyber-security enablers, app-ized operations, secure edge-

cloud protection techniques) and organizational (aligned with current skill development stakeholders’ 

involvement) security service marketplace towards secure business ecosystems. The PUZZLE approach will 

enable real-time protection and implement a continuous security improvement process. Importantly, secure 

and trusted technology features will be provided, to enable rapid and flexible relationships with external 

collaborators, such as the dynamically changing of various business sectors, multidisciplinary engineers from 

a maintenance and safe operation technicians and system administrators and end-users. 

Therefore, PUZZLE strives to address some of the most challenging open issues in cybersecurity research in 

the ICT domain that based on its use cases will transform the current security landscape of small and medium 

business ecosystems. PUZZLE will have to address critical threats to allow concepts such as trusted and 

verifiable computing (at the edge of the SMEs&MEs), network security management, security service 

orchestration and Blockchain technology to realize all their business and economic potential for the 

aforementioned industrial areas. A challenging security threat that PUZZLE will tackle is zero-day/novel 

attacks, where the threat model is crafted to bypass current intrusion detection signatures. The fact that 

zero-day threats exploit an unknown/new vulnerability raises a challenge of preventing the malicious 

behavior produced by the attack without any previous knowledge/experience of similar behavior, by a formal 

security attestation mechanism that will reject any unauthorized instruction execution at the device level. It 

is also important to note that not only prevention must be done on-the-fly, but the root cause of the attack 

must also be identified, and remedial actions promptly triggered. 

PUZZLE will investigate the adoption of key technologies in edge and cloud native application security for 

orchestrating and unifying the provision of appropriate security resources protecting both logical extremes 

of a business ecosystem, namely the edge and the network operating stacks. The PUZZLE framework will 

incubate artificial intelligence (through the adoption of advanced Deep Learning and Graphical Machine 

Learning classification mechanisms) to extract insights from the aggregated information in the facilitation 

of analysis, security recommendations and reports. Information will originate from the monitoring and 

introspection of security information such as vulnerability information in the running service workloads, 

workload audits (e.g., host based forensics traces as well as network packet traces), context security, etc. All 

these operations will be facilitated through the deployment of programmable agents and trust anchors as 

enablers for the secure monitoring, collection, aggregation and verifiable processing and computing of 
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such heterogeneous information flows (running within the target business ecosystem) and the secure 

communication and data sharing with backend centralized processing and threat intelligence extraction 

engines. In order to also have verifiable evidence on the correctness of the exchanged information, this 

process will be also secured by trust extensions leveraging root of trust capabilities of a novel TC-enabled 

middleware (using either Trusted Execution Environments (TEEs) or a combination of HW- and SW-based 

decentralized roots-of-trust such as using TPMs and DICE abstractions) that guarantees and simplifies the 

trust relationships between all layers in the entire OS runtime stack, thus, providing strong security and trust 

claims on the trustworthiness of all service function chains of a zone of heterogeneous, connected devices 

(like the assets comprising a business environment).  

To support all the above core services, the PUZZLE framework is going to identify and track the relationships 

among the cyber assets of each SME or ME, considering the available network, compute and storage 

infrastructure and use them to efficiently calculate individual, cumulative and propagated risks, as well as 

recommend and semi-automatically apply mitigation actions for tackling identified cyber threats.  

At the same time, Blockchain technology features combined with lightweight cryptographic primitives and 

smart contracts will secure all involved business stakeholders when exchanging threat intelligence 

information in a secure, accountable and privacy-preserving manner. As importantly, PUZZLE will also 

unleash the potential of run-time risk assessment and security policy enforcement solutions in order to 

support a holistic, system-wide security hardening approach. Risk graph calculation combined with prediction 

engines and constraint solving techniques will be used to detect, prevent and even proactively reject by 

design, any cyber-attacks that have compromised the operation of cyber-physical processes of a business 

ecosystem,, causing reduced operational capacity, low product quality, or in the worst case lead to financial 

damage or cause of human lives. 

Enabling those promising capabilities above – and addressing the associated challenges of doing do – has not 

been sufficiently researched and validated and is one of the primary goals of the PUZZLE project for 

enhancing the cyber-health of an SME business ecosystem based on a SecaaS marketplace offering a wide 

gamut of cyber-security tools, applications and services which enable them to dynamically monitor, forecast, 

assess and manage their security, privacy and personal data risks. The endmost goals is to enable SMEs&MEs, 

that may lack resources to target the integration of holistic security solutions, towards increasing their cyber-

security awareness through the efficient aggregation and processing of heterogeneous information flows, 

collected by distributed agents, and the establishment of online collaboration and (threat intelligence) 

knowledge sharing with other business stakeholders. These requirements are grouped by type of the core 
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functionalities and services envisioned in PUZZLE in the following fields: network security management, 

remote attestation, dynamic real-time risk assessment and enhanced and accountable knowledge sharing 

of operational threat intelligence data flows (through the use of policy-compliant Blockchain structures). 

In this context, PUZZLE will investigate the adoption of key technologies, in the fields of trusted computing 

and lightweight cryptographic trust anchors, as enablers for the secure configuration, deployment, 

operation, orchestration and verifiable computing of safety-critical programmable components running at 

the edge and the secure communication and data sharing amongst them and with other interested (and 

authenticated) stakeholders acting as data seekers. 

2.2 Analysis of Current Cyber-security Functional Primitives Marketplace for SMEs  
A core driver for the technical work of PUZZLE is the usage of the microservices architecture paradigm and 

its composition into an end-to-end application using service chaining and orchestration mechanisms. 

Microservices is opposed to monolithic approaches and is an architectural style that comes from Service-

Oriented Computing which tends to be transposed in the networking area and the Network Functions 

Virtualization (NFV) ecosystem1. In [12], microservices are defined as a cohesive, independent process 

interacting via messages. It can be seen as the evolution of Object-Oriented Programming and design 

patterns in a context of decentralization. Decomposing a monolithic architecture into a microservice-based 

one can solve several issues and bring dynamism, modularity and code reuse under distributed settings. 

Indeed, a microservice architecture shows benefits for continuous integration via gradual transitions, without 

having to reboot the whole system after adding new features. Each microservice is supposed to be built with 

a small amount of code, thus, the scope of a bug is limited, the isolation is improved by design and upgrades 

can be deployed independently minimizing downtimes. Scaling is also improved: bottleneck or resource 

intensive components of an application can be specifically scaled up without changing other components 

instead of duplicating the whole application.  

However, as pointed in [13], two important issues should be considered in order to guarantee interoperability 

in a context of huge technical heterogeneity: the design of inter-microservice communication and 

microservice management. The first can bring too much communication overheads that can lead to the loss 

of the performance benefits compared to a monolithic approach. The second is more important for 

microservices and can follow one of two methods: choreography or orchestration2.  

 
1 https://www.redhat.com/en/topics/virtualization/what-is-nfv 
2 https://solace.com/blog/microservices-choreography-vs-orchestration/ 
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Choreography uses a decentralized approach for control and monitoring and often adopt event-based and 

publish/subscribe mechanisms to make microservices cooperate together while keeping them independent. 

Behavioural programming of microservices constitute a way to design a choreography but these techniques 

still are at an early stage of maturity. Another way is to make microservices learn independently in order to 

make them adapt in a non-deterministic manner. This can be done using machine learning but is more 

complex to develop. 

Orchestration, on the other hand, uses a centralized approach and is widely adopted because it brings more 

control and makes monitoring easier to obtain an overview of network activity. This approach requires one 

or several central logical units that oversee the whole infrastructure to coordinate the microservices. Control 

communications often rely on REST [14] (e.g., Open API) or other client/server structures, while scheduling 

and queuing mechanisms are usually conjointly used. This architectural style for management is easier to 

understand and to develop, making it more popular when compared to choreography. Nevertheless, if the 

orchestration is not properly designed, it can lead to unequally distributed responsibilities among services 

and thus make some more centralized than others resulting in compromises in privacy and resiliency that are 

not compatible with the expected microservice added value. 

NFV environments can profit from the microservices architecture paradigm. NFV does not only concern the 

replacement of physical components by virtualized ones but also relates with the optimal management of 

NFV resources [15]. In [16] and [17], the authors develop a modular and scalable architecture based on 

lightweight virtualization. Combined with the orchestration provided by Docker3 that simplifies the 

management and thus allows distributed deployments to set up a very dynamic system. Moreover, the 

application of distributed logic in [17] makes it possible to deal with microservice failures. The results are 

used to validate the proposed architecture for a deployment of on-demand services on different layers of 

architecture. 

Microservices orchestration is different from services in classical architectures. For example, in [18], the 

authors develop TeNOR, a tool for orchestrating NFV based on the microservices architecture paradigm. 

TeNOR makes it possible to achieve an effective placement of NFV based on two approaches: a deterministic 

solution based on an Integral Linear Programming (ILP) model, and a stochastic approach for learning 

iteratively. 

 
3 https://www.docker.com/ 
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Concerning automatic orchestration frameworks, in [19], the authors propose improvements of 

orchestration in the execution plans generated by the compiler. This is in order to avoid errors and failures 

and to effectively increase reliability. A specific language is introduced based on the data flow whose 

specification includes the implicit declarations of equivalent microservices and their execution models.  

Finally, in [20], the authors compare the performance of the two approaches to using monolithic or 

microservice NFV using an analytical model. The number of functions needed to perform a service in both 

approaches is compared. To compare CPU performance, single and multiple CPUs are used to run the 

Intrusion Detection System SNORT4. The tests highlight the effectiveness of the approach to find the number 

of instances needed to maximize the performance based on a microservices architecture paradigm. 

The microservices architecture paradigm can have different meanings and be applied at different levels. For 

PUZZLE, different options for implementing microservices have been explored. As surveyed in [21], 

different microservice-based architectures are currently proposed. One can classify microservice 

architectures into two main solutions: OpenNetVM5 based and Click-based. There are also a few attempts to 

explore other paths such as NetBricks6, where the authors try to eliminate virtualization to improve 

performance but ensure packet isolation with a memory-safe language, titled as Rust7.  

One of the solutions which is the most interesting for the orchestrating mechanisms at the network layer in 

PUZZLE is OpenNetVM, a high-performance NFV platform offering a packet processing framework based on 

DPDK8 on which network functions can be isolated within Docker containers. It provides an infrastructure for 

simply developing and deploying network functions (NFs), as well as efficiently managing and optimizing 

these NFs and their chaining. 

In the direction to advance the state-of-the-art, PUZZLE will deliver a collection of cybersecurity services 

containerised and executed as microservices, adapted for edge and cloud environments. These 

microservices can be orchestrated and chained to improve the security, privacy, resilience, reliability and 

high availability of SMEs&MEs business activities. The PUZZLE framework includes both distributed and 

decentralised as well as centralised microservices either monitored through agents acting as probes or 

executed and deployed with controlled manner in SMEs&MEs private infrastructure. The decoupling in 

container-based microservices will improve the benefits that can be obtained from the convergence of edge 

 
4 https://www.snort.org/ 
5 https://github.com/sdnfv/openNetVM 
6 https://netbricks.io/ 
7 https://www.rust-lang.org/ 
8 https://www.dpdk.org/ 
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and cloud computing. These include providing improved security service orchestration and management; 

improved optimisation, CPU usage, energy consumption and operational costs; as well as, giving SMEs&MEs 

better control of sensitive data and compliance with GDPR directives. 

2.3 Towards Integrated and Pervasive SME&ME Cyber-security Awareness 
As aforementioned, PUZZLE argues that in relation to both host- and network-based threats, most of the 

rigidity of current security paradigms coms from two main factors: i) the need for physical isolation of 

enterprise’s assets from the outside world, and ii) the presence of multiple standalone appliances placed at 

exchange points, each dealing with specific security aspects (e.g., firewalling, intrusion detection/prevention, 

virtual private networking, antivirus, deep packet inspection), as pictorially depicted in Figure 1. Because of 

this typical fragmentation, each appliance has only a partial view of the whole context, and enforcement of 

security policies may also be limited in effectiveness. 

 
Figure 1 The complexity and multi-vector nature of recent cyber-security threats against business ecosystems require a 
transition from current narrow-scope silos to a more integrated multi-vendor layered and open architecture 

To effectively tackle multi-vector attacks, a broad range of data from heterogeneous sources should be 

collected, fused, and processed with fine granularity. The likelihood of detection increases with the deep of 

knowledge, so raw data would be better than distilled knowledge, but management of large amounts of 

information may be overwhelming. In this respect, the evolution of the legacy cyber-security paradigms 

towards more integrated and collaborative frameworks is desirable, where a common and pervasive 

substrate feeds several detection algorithms in a fine-grained programmable way. At the conceptual level, 

the most disruptive innovation should come by going beyond the traditional “verticalization”, where multiple 

discrete appliances cope with specific security aspects (e.g., firewalling, intrusion detection/prevention, 

anomaly detection), in favour of horizontally-layered architectures, which decouple distributed context 
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monitoring from (logically) centralized detection logic, as shown in Figure 1. This visionary perspective 

somehow aligns to the same evolutionary path already undertaken by software-defined networking. Such 

evolution would be properly addressed by a multi-tier architecture that decouples a pervasive and shared 

context fabric, where the environment is monitored and security actions may be enforced in a capillary way, 

from centralized business logic, where detection and mitigation algorithms are implemented and leverage 

big data and other advanced techniques. In addition, a presentation layer facilitates the interaction with users 

and other security systems. 

A more technical conceptual view of an innovative cyber-security marketplace for SMEs&MEs is represented 

in Figure 2. It shows specific operations and information present at the three layers identified above; the left 

side concerns data collection and fusion to build wide situational awareness through identification of cyber 

threats and attacks, while the right side shows the translation of remediation strategies and 

countermeasures into proper local configurations. 

 
Figure 2 Conceptual Information Workflow for Enhanced Operational Assurance in Business Ecosystems 

Taking into consideration the main technological gaps and current evolutionary trends, the main objective 

for the PUZZLE project is i) to provide better awareness about cyber-security threats of business ecosystems, 

referred to each single internal component (i.e., each specific application) as well as the service as a whole 

(i.e., the entire service graph), and ii) to facilitate (possibly automate) the detection and reaction to 

sophisticated cyber-attacks. Specific challenge will be the ability to detect vulnerabilities, threats and 

attacks not only from the canonical input/output channel of the services, but also internally to the service. 
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PUZZLE explicitly addresses the following security concerns that are often underestimated in current 

approaches: 

• placement and configuration of the security appliances become part of the security service graph chain 

to be deployed to the business ecosystem from the PUZZLE SecaaS Marketplace;  

• security and isolation of the internal (virtual) network potentially rely on third-party segmentation 

mechanisms, which means that potential vulnerabilities, breaches, and threats of the virtualized 

resources (including software containers and network links) are not visible to owners of the virtual 

services;  

• security appliances may increase the attack surface: attacks can target any functions of the service, 

including NAT, firewalls, IPS/IDS, hence vanishing the protection and leading to a misleading perception 

of security;  

• security appliances as antivirus and intrusion detection must be replicated in each virtual function of 

the service graph, hence yielding excessive overhead and computing requirements. 

Therefore, PUZZLE will design, develop and evaluate several cyber-attack scenarios and deliver cybersecurity 

services to SMEs&MEs through a marketplace easing the collection, curation, harmonisation, exchange and 

analysis of telemetry and monitoring data from distributed and centralised assets. The marketplace services 

will support the efficient processing of networking records and user access to systems and services, the 

extraction of advanced knowledge on top of the analysed data and the trusted exchange of the results / 

outcomes through the exploitation of Blockchain-based techniques for advanced cybersecurity situation 

awareness. 

2.3.1   Relevant Technologies and Approaches 

2.3.1.1 Orchestration of Security Enablers “As-A-Service” 

In this section, a short overview of mechanisms applied for orchestration of cloud applications and network 

services is provided. The objective is to present relevant technologies in both areas, taking into account that 

they are related to the scenarios considered within PUZZLE. Cloud orchestration mechanisms are applied for 

deployment and runtime management of cloud applications over virtualized infrastructure. In this case, 

application requirements are mostly considered without strict guarantees for the reserved networking 

infrastructure and the fulfilment of network-oriented requirements (network-agnostic applications 

deployment). Network service orchestration mechanisms are applied for the deployment and runtime 
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management of virtualized network functions that are provided to application service providers on behalf of 

telecom operators. It should be noted that evolving activities are also in progress with regards to the design 

and implementation of APIs facilitating the interaction among these orchestration domains. 

Security is a paramount requirement for edge and cloud computing architecture as security breaches can 

make a complete organization to come to a halt (IIoT, sensor devices, Raspberry Pi hubs, cloud-enabled 

microservices), data breach can lead to privacy issues and also control of the underlying edge and cloud 

computing infrastructure. Each computation process or communication requires to be secure and auditable 

through a strong security framework which supports assignment of identities for every workload and device, 

attestation of identities, rotation of secrets, blocking invalid identities from communication channels and 

information that helps better auditing. Traditional methods of network isolation strategies pose difficulty 

with scalability and mobility of user devices and applications as network policies and user-specific edge node 

security management require manual intervention from administrators and are prone to human errors.  

This is the key enabler in PUZZLE to adopt alternative security approaches in edge and cloud settings based 

on their characteristics. For example, the heterogeneity, volatility, geographic dispersion, and potential 

resource scarcity characterizing edge and cloud computing services pose diverse security objectives and 

functional requirements. Therefore, all these aspects are challenging the current orchestration systems such 

as Kubernetes (K8S) [1], and do not allow the direct adoption of resource, service and security management 

mechanisms applied in traditional cloud settings [2], where these aspects are in general better understood 

[3]. Some best practices for K8S security provision are the: i) support of Role-Based Access Control (RBAC); ii) 

usage of namespaces to establish security boundaries; iii) separation of sensitive workloads; iv) K8S metadata 

concealment feature securing cloud metadata access (i.e., kubelet admin credentials; data storage 

credentials, etc.); v) creation and definition of cluster network policies; vi) audit logging enablement and 

cluster-wide pod security policies (i.e., hosts are secure and correctly configured, control network access to 

sensitive pods, minimise administrative access to K8S nodes). At the same time, edge- or fog- specific 

orchestration suites that have recently emerged come with their own limitations and security principles. 

EdgeX Foundry [4], for example, targets secrets management, user access control and resource access for 

external services. With security service enabled, the administrator of the EdgeX is able to initialize the 

security components, set up the running environment for security services, manage user access control, and 

create JWT (JSON Web Token) for resource access for other EdgeX business services. There are two major 

EdgeX security components. The first is a security store, which is used to provide a safe place to keep the 

EdgeX secrets. The second is an API gateway, which is used as a reverse proxy to restrict access to EdgeX REST 
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resources and perform access control related works. Current EdgeX security features are: i) secret creation, 

store and retrieve (password, cert, access key etc.); API gateway for other existing EdgeX microservice REST 

APIs; user account creation with optional either OAuth2 or JWT authentication; and user account with 

arbitrary Access Control List groups (ACL). KubeEdge [5] which builds on Kubernetes and Docker supports a 

security model which is application-oriented rather than infrastructure-oriented. KubeEdge supports several 

security mechanisms through SPIRE [6], including: i) an identifiable edge node and workloads executing on 

the edge node (i.e. edge attestation techniques); ii) a method to verify the authenticity of the node and 

workloads executing on the node (i.e. workload attestation techniques); iii) automated certifiable rotation of 

security credentials; iv) single point of failure (SPOF) limitation (in case of security-related events); v) 

auditable security information about node and workloads in the environment; vi) access limitation of user 

workloads to framework components and cloud; vii) secure device provisioning; and viii) device identity 

management and access control through Automated non-root CA certificate hierarchical deployments. 

The main components that are envisioned to be offered for the Orchestration of Security Enablers “As-a-

Service” include: i) Trusted Resource Management Agents; ii) a Cybersecurity Services Policy-based 

Recommender; and a Cybersecurity Services Deployment Manager. All these components will interact in 

order to identify a set of cybersecurity services lying at the Cybersecurity Services Marketplace. The 

Cybersecurity Services Marketplace (Task T4.1; D4.1 and D4.2) consists of a central point for managing 

cybersecurity services ready to be deployed at cloud and edge level. The Cybersecurity Services Policy-based 

Recommender will take into consideration several objectives including:  

✔ Security and Privacy Configurations by modelling the scope of data protection, authentication and 

ownership constraints to prevent data access from unauthorized entities and restrict data movement 

between service segments based on national and EU data restriction directives (e.g., GDPR 2016/679 

and cybersecurity act 2016/1148). Data owners and service providers (e.g., FOGUS and SUITE5) may 

also denote if data can be shared, and if yes, between which entities and services, and to what extent. 

✔ Cloud QoS Configurations by modelling the optimization strategies that must be taken into account 

when assessing the required resources of the services and the underlying infrastructure. These 

configurations include guarantees on service (or segments), response time, latency, throughput, 

energy consumption, availability, fault-tolerance and bandwidth according to the number of CPUs, 

RAM and storage required to be efficiently executed.  
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✔ Edge QoS Configurations, although the management of underlying infrastructure is a task left for the 

Cybersecurity Services Policy-based Recommender, users may opt to manually denote hardware 

specificities, minimum device resource requirements and what enforcement mechanisms are, first 

supported, and second, must be followed for optimal execution (e.g., when latency guarantees are 

not met, then scale service compute dimension) on enabled edge devices such as sensors, Raspberry 

Pi hubs, gateways, etc. 

✔ Audit Logging and Monitoring Configurations, modelling the scope, type and intensity of data 

collection, aggregation and sharing to assess the performance, scalability and security of their 

application. Monitoring handlers will allow users to define counters, timers, traffic interceptors and 

custom metric types to gather resource utilization (e.g., CPU usage, GPU usage, memory allocation, 

network traffic), application feature behaviour and performance (e.g., throughput, thread utilization, 

availability, latency) from single application instances, as well as, aggregated overviews of metrics 

across application service tiers and availability regions. 

The software to be developed for the Cybersecurity Services Marketplace adheres to some predefined 

principles regarding: a) its deployment; and b) its operation. As far as the software deployment is concerned 

a specific containerization technology will be supported (in the realm of Kubernetes/docker), so that they 

can be deployed as microservices/pods. Regarding the operation, the services need to come ready with a set 

of available implementation “hooks” that can be used by an external entity to manage their lifecycle. The 

hooks can be offered, for instance, through a REST interface. Some basic hooks will include, for instance, 

starting/stopping the service, scaling up/down the service, etc. This “management API” should be extensible 

to allow for the definition of custom hooks that perform application-specific actions. The Cybersecurity 

Services Policy-based Recommender will take into consideration the above-mentioned configurations as well 

as perimeter data sent by the Trusted Resource Management Agents and will produce the Cybersecurity 

Services Playbook (i.e., YAML file). This Playbook will include pod level descriptions (i.e., resources and their 

distinctive definitions), security level descriptions (i.e., access, identity management, etc.), Cloud and Edge 

QoS descriptions to drive decisions at the orchestration level (i.e., scale up, addition of more volumes, 

synchronisation between workers and master nodes). The Cybersecurity Services Playbook will be forwarded 

to the Cybersecurity Services Deployment Manager in the initial/configuration deployment phase, or the 

updated/enriched declarations when something needs to change during runtime. The Cybersecurity Services 

Deployment Manager is, in essence, responsible to “implement” (i.e., orchestrate/enact) the set of 
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cybersecurity services enabled by the Marketplace. The implementation consists of the initial deployment 

phase and the runtime management phase. The Cybersecurity Services Deployment Manager will take into 

consideration the Audit Logging and Monitoring Configurations in real-time while they are changing as the 

services are being executed in order to adopt to changes. The Real-time Monitoring and Complex Event 

Processing Agents will be responsible to log the related information and report back to the Deployment 

Manager modifications in the execution plan, resources re-allocation, as well as synchronization aspects 

between the workers and the master. The Cybersecurity Services Deployment Manager will extend the 

functionalities of Kubernetes and will be located (i.e., installed and operated) “inside” the organization’s 

infrastructure, i.e., in a location where it can interact the stakeholder’s edge and cloud infrastructure. The 

Cybersecurity Services Deployment Manager will take into account the recommendations (i.e., Playbook) 

produced by the Cybersecurity Services Policy-based Recommender and will trigger, download and install the 

declared services at the YAML file by the Marketplace. In the case where the services need to be installed in 

a “remote” location, i.e., in a location not managed by the cloud engine (for instance, a Raspberry Pi, etc.) 

then the Trusted Resource Management Agents will be utilized, and will be responsible to perform the 

communication between remote infrastructure and the centralized cloud engine. The Trusted Resource 

Management Agents will extend functionalities of KubeEdge and will be responsible to communicate with 

the Deployment Manager, consume high-level “declarations/descriptions” and perform the local 

management actions. Moreover, the agents can serve as remote “beacons” where they can report the 

remote infrastructure’s health back to the Deployment Manager.  

PUZZLE management and orchestration mechanisms will be multi-objective and will feature varying degrees 

of centralization and de-centralization in adaptive and optimal configurations: Specific decisions will be 

delegated to the edge and be based on local criteria, when real-time responses and runtime performance 

matter, and/or privacy and data governance constraints apply. Compared with the state of the art, this 

approach has the advantages of lower monitoring traffic overhead, better responsiveness, higher security 

principles in cross edge-cloud settings, quicker fault localization and isolation. This helps to deal with the 

inefficiencies of centralized service orchestration as the parameter space, the number and complexity of 

services, the number and hardware specificities as the devices and computing nodes are emerging. 

2.3.1.2 Decentralized Data Aggregation and Processing 

Decentralised and distributed data collection, aggregation and processing is part of edge computing in open 

IT architectures. Edge computing features decentralised processing power, enabling mobile computing and 
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Internet of Things (IoT) technologies. In edge computing, data is processed by the device itself or by a local 

computer or server, rather than being transmitted to a data centre. Edge computing allows large amounts of 

data to be processed near the source, reducing Internet bandwidth usage. This both eliminates costs and 

ensures that applications can be effectively used in remote locations. In addition, the ability to process data 

without ever putting it into a public cloud adds a useful layer of security for sensitive data.9 

Another emerging trend with the analogous scope of moving processing capability at the edge of the network 

is Fog computing [7]. Fog computing has been widely recognized as one of the most promising solutions in 

support to the deployment of Internet of Things (IoT) applications with specific privacy, security, latency 

and/or bandwidth requirements, which cannot be met by centralized cloud infrastructures and must thus 

rely on processing capabilities closer to things. Unlike ETSI MANO10 (Figure 3) and ETSI MEC11, Fog computing 

aims at managing resources owned by Fog providers operating at the very edge of the network (i.e., where 

things are located), mainly for the execution of business applications. The relationship between Fog 

computing and the 5G ecosystem is still quite fuzzy, even though some research works [8], [9] and projects 

[10] have already started analysing it, and even specifically adopting it for security analysis and orchestration 

[11]. 

 
Figure 3 The ETSI NFV MANO Architecture Framework and Specifications 

 
9 https://www.hpe.com/in/en/what-is/edge-computing.html 
10 https://osm.etsi.org/ 
11 https://www.etsi.org/technologies/multi-access-edge-computing 
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In the last years, industry has focused on edge computing, by providing AI software (e.g., Google TensorFlow 

Lite) and hardware (e.g., NVIDIA Jetson AGX Xavier) solutions well adapted to AI-based edge analysis and 

processing. Edge learning has been proposed, as a complementary service to existing Cloud Computing 

platforms, seeking to contest the challenges in deep learning applications. Edge learning includes different 

steps such as data pre-processing and preliminary learning at the edge of the network. In this way, the raw 

data from the sensors is processed on site, avoiding the time-consuming upload to the cloud.  

In PUZZLE, collected data will be realised by using monitoring agents and trusted resource management 

mechanisms (i.e., Edge Trust Assurance Service) that will consider Cloud, Edge Computing and IoT to detect 

and manage cybersecurity incidents in the various network locations and configurations. 

In complementarity to decentralised data processing and in the direction to solve complex learning and 

decision-making problems, Distributed Artificial Intelligence (DAI) approaches have been studied and 

developed for handling very large datasets. It consists of independent learning processing nodes, called 

agents, that are distributed for analysing sub-samples or hashed instances of very large datasets. 

Furthermore, the datasets can change during the process making it more adaptable and flexible. The authors 

of [22] investigate the use of DAI and propose a framework for DAIaaS provisioning for managing the 

heterogeneity, configurability of future Internet of Everything (IoE) and 6G mobile networks. These 

environments will have more stringent high bandwidth and latency requirements, involve high numbers of 

elements and devices, and largely adopt virtualisation, fog and edge computing. Zhou et. al. [20] investigate 

what is called Edge Intelligence and, in particular, the use of distributed training of Deep Neural Networks 

(DNN) at the edge to support AI-driven computation-intensive mobile and IoT applications. One of the 

challenges that the authors have identified is the provision of AIaaS that concerns how to perform model 

training and inference in resource-constrained and privacy-sensitive edge computing environments. 

In PUZZLE, DAI techniques will be investigated to determine how they can be integrated with the 

techniques presented previously (i.e., edge computing, distributed processing, microservices) in order to 

obtain scalable machine learning solutions for security analytics and decision support involving many users 

and remote devices. The far-reaching objective will be studying the possibility and benefits of introducing 

DAI services incorporating edge computing in the  PUZZLE Marketplace. 

2.3.1.3 Network Security Management 

Network security management allows an administrator to manage a network consisting of physical and 

virtual firewalls or other cybersecurity networking functions from one central location. Administrators need 
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network security management solutions to get a high level of visibility into their network behaviour, 

automate device configuration, enforce policies, monitor traffic, generate reports, and provide a single 

management interface for physical and virtual systems. Traditional Security Information and Event 

Management (SIEM)12 solutions always target large corporations that have the necessary human resources 

and expertise to configure and operate them, as well as respond to detected vulnerabilities or attacks. The 

security management can be outsourced but, in all cases, it largely remains inaccessible and unsuitable to 

most, if not all SMEs&MEs, due to the high costs and few perceived benefits. Many solutions now integrate 

features, such as analytics, that leverage cloud infrastructure and network devices (i.e., Network Interface 

Controllers (NICs), routers, etc.). 

In the context of PUZZLE, programmable NICs will be exploited that can adapt to the end-users 

requirements in terms of data aggregation, processing and offloading in relation to the backend cloud. This 

will leverage programmable data planes for packet processing. The reasoning behind employing such a 

programmable NIC is to act as interface between the edge/cloud infrastructure and the enterprise network. 

This will support PUZZLE’s ambition towards delivering and scaling SIEM functionality as a service in order to 

simplify and reduce the time to implement, administer, maintain and scale SIEM solutions, with respect to 

on-premises versions. This can make the services more scalable and accessible for SMEs&MEs but involve 

addressing a certain number of concerns, such as the service providers’ security and privacy guarantees, the 

impact on performance, the availability, the regulatory requirements and the dependency on single vendors. 

Nevertheless, mobile and network offloading platforms or software management to SIEM vendors allows 

benefiting from advanced features (e.g., analytics and up-to-date information) and integrated extra services 

(e.g., network traffic analysis, file integrity monitoring, endpoint detection and response, and vulnerability 

assessment). 

2.3.1.3.1 Existing Security Services Provision Tools 

Several top vendors provide cloud-based solutions adapted for SMEs&MEs. Gartner [24] identifies several 

vendors with offers that can be used by SMEs&MEs: AT&T Cybersecurity, IBM QRadar SIEM, ManageEngine, 

Rapid7 and SolarWinds SEM. None address the needs for a complete automated or semi-automated solution 

and real-time response to detected attacks without requiring dedicated personnel with the necessary 

expertise. The following descriptions resume the findings from the Gartner report. 

 
12 https://searchsecurity.techtarget.com/definition/security-information-and-event-management-SIEM 
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AT&T’s Unified Security Management (USM)13 is a solution resulted from the 2018 acquisition of AlienVault 

open source SIEM. It is now offered as open source AlienVault OSSIM, or more advanced commercial 

AlienVault USM. It can be delivered as a Software-as-a-Service (SaaS) solution or an on-premises software 

deployment. It packages several other security elements, such as: asset discovery, vulnerability assessment, 

an Intrusion Detection System (IDS) for network and cloud, and Endpoint Detection and Response (EDR). It 

can connect to the Alien Labs Open Threat Exchange (OTX) to gain additional Indicators of Compromise (IoCs) 

and threat intelligence sharing capability. Subscription-only licenses are based on the amount of data 

analysed (gigabyte per month). SMEs&MEs in financial and healthcare domains that do not require extensive 

database or application monitoring or advanced analytics can use this SaaS-based SIEM. USM does not have 

any User and Entity Behaviour Analytics (UEBA) capability, nor does it provide integrations with third-party 

UEBA solutions.  

IBM’s QRadar SIEM14 can be deployed on-premises virtual appliances or it can be cloud-based (called QROC). 

Licensing depends on event velocity, i.e.: number of events per second and flows per minute. Other 

capabilities are: vulnerability assessment, risk management, User Behaviour Analytics (UBA), forensics, and 

root-cause analysis. Security App Exchange allows obtaining and sharing curated content. QRadar’s relative 

ease of use and extensive out-of-the-box content for less-advanced security use cases makes it accessible for 

SMEs. QRadar has limited capabilities for forensics data collection from endpoints/hosts while it offers an 

Open API for integrating other solutions.  

ManageEngine’s core SIEM15 product is Log360, but also includes several other modules that can integrate 

with Log360 and address security and IT operations use cases. These include: change auditing and reporting, 

log management, and UEBA. It can be deployed on-premises on physical or virtual systems. Licencing is based 

on the number of event sources or assets in scope. A web-based, cloud-hosted log storage platform stores 

the data collected but it is not a SaaS-based SIEM tool. It is possible to create and manage incident workflows. 

SMEs&MEs with Windows-centric and AWS/Azure environments can use it to address IT operations, basic 

security event monitoring and threat detection use cases. Log360 has no support for security orchestration, 

automation and response solutions, File Integrity Monitoring (FIM) or Endpoint Detection and Response 

(EDR) products, UEBA features, or Enterprise Resource Planning solutions. It does not have any Open API for 

integrating other solutions. 

 
13 https://cybersecurity.att.com/categories/network-security 
14 https://www.ibm.com/products/qradar-siem 
15 https://www.manageengine.com/products/eventlog/security-information-event-management.html 
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Rapid7’s Insight platform16 is composed of InsightIDR (the core SIEM/UEBA), InsightVM (vulnerability 

assessment), InsightAppSec (application security), InsightConnect (SOAR) and InsightOps (log management 

for IT operations). The Insight Agent is an endpoint agent for gathering telemetry data. Licensing is 

subscription-based and is priced by the number of assets in scope (e.g., servers, desktops and laptops). It has 

strong native support for FIM and EDR. Rapid7’s SaaS-based SIEM can be used by SMEs with limited security 

operations resources and requiring only the deployment of endpoint agents or collectors on-premises. 

Bidirectional integrations with third-party detection, analytics and response technologies are limited, and 

there are no integrations with big data platforms. The InsightConnect product is required to enable additional 

integrations with response and bidirectional technologies. Reliance on agents for log collection limits support 

for OT/IoT. It does not support data masking for obfuscation for satisfying specific privacy requirements.  

SolarWinds’ Security Event Manager (SEM)17 SIEM solution includes core SIEM features that provide data 

management, real-time correlation and log searching to support threat and compliance monitoring, 

investigations and response. It is composed of the Manager and Console, and a multifunction endpoint agent. 

It has a subscription-based offer according to the number of data sources monitored (aka nodes) and 

workstations. It offers a large repository of threat detection rules and compliance content, as well as FIM 

capabilities included with support of a wide variety of operating systems (e.g., Windows, Linux, macOS and 

IBM AIX). SEM offers simplified SIEM and security monitoring capabilities adapted for use by SMEs&MEs. It 

lacks certain features often part of other SIEMs (e.g., case management/incident management functionality 

and support for monitoring cloud environments) but it is possible to leverage other products. 

In the context of PUZZLE, an open source SIEM tool namely Wazuh18 will be used to support agent-based 

data collection as well as syslog aggregation. More features will be added to link and enrich the collected 

data with other AI analytic capabilities, existing -within the Consortium- SIEM solutions (e.g., Montimage’s 

MMT) and network engineering mechanisms. Wazuh has been chosen because it is open source and it offers 

a distinct web UI and comprehensive rulesets for easy IT admin management. PUZZLE will offer SIEM services 

that can be applied to different contexts and environments (e.g., 5G mobile, Internet of Things, Bring Your 

Own Device) and, most importantly, accessible to SMEs&MEs without expert knowledge. In PUZZLE, 

Montimage’s MMT security monitoring and management framework will be adapted and extended to 

integrate and evaluate ML-based detection techniques and address the SMEs&MEs requirements for 

 
16 https://www.rapid7.com/products/insightidr/ 
17 https://www.solarwinds.com/security-event-manager 
18 https://wazuh.com/ 
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advanced security defined by the project. Montimage’s MMT is a very flexible framework offering the 

fundamental SIEM capabilities. It is based on dynamically deployable and configurable software probes that 

can perform pre-processing and local analytics, and a centralised analytics and management web-based 

framework. It allows capturing and analysing any type of structured data and triggering reactions that can 

consist in generating alerts, interacting with security and policy enabled orchestrators, or deploying new 

functions, detection rules and algorithms. It can be used as a SaaS security solution, or easily deployed in 

VMs or containers for an on-premise security solution. It offers Open APIs for integrating third-party data 

collectors or other analytic intrusion detection applications. MMT also integrates MMT-IoT for capturing and 

analysing IoT radio protocols, and considers Cyber Threat Intelligence (CTI) provided by the GUREW platform 

(that is being deployed by SISSDEN BV, spinoff from the SISSDEN H202019 project created by three SMEs 

including Montimage) that captures malicious traffic and aggregates information from Open Source 

Intelligence and commercial datasets. 

At the same time, in the direction to detect suspicious activities and create alerts when they are detected, 

Intrusion Detection and Prevention Systems (IDPS) are currently used by large or medium sized organizations 

in an attempt to defend against attacks that aim to gain unauthorized access and/or harm computing nodes 

of a network. IDPS play a significant role in an overall effort to ensure the safety of the data and the 

infrastructure. The prompt cyber-threat detection is a required for the protection and the prevention of 

serious attacks on communicating systems with important impact on the welfare of organisations and 

individuals. What is called as legacy systems (including firewalls, IDPS, SIEM) became popular to protect 

systems designed with clear network and hardware-based boundaries. Even though they have evolved from 

being rule-based (i.e., detection of known attacks) to anomaly-based (e.g., detection of suspicious 

behaviour), in many cases they are largely ineffective and un-adapted for dealing with encrypted, virtualized, 

programmable and dynamic networks that are being used in advanced ICT systems and 5G and beyond (B5G) 

mobile networks.  

Current state-of-the-art solutions are divided into two broad categories regarding the detection technique. 

Those categories are: (i) signature-based and (ii) anomaly-based. Most commonly deployed, open source 

signature-based approaches, such as Snort20, Suricata21 and Zeek/Bro22, rely on predefined patterns of known 

traffic or threats, inspect the underlying network or host(s) for suspicious activity based on the existing 

 
19 https://sissden.eu/ 
20 https://www.snort.org 
21 https://suricata-ids.org 
22 https://www.zeek.org/ 
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knowledge and if such activity is detected, either passive (e.g., alerts) or active (e.g., automated traffic 

blacklisting) actions are being taken. The advantage of those solutions relies on their simplicity and the very 

low rate of false positives (if the applied rules are carefully chosen). Generally, signature-based packet 

inspection works extremely well when it is applied on unencrypted traffic. However, signature-based 

intrusion detection approaches cannot be employed to detect zero-day attacks due to lack of prior 

knowledge regarding the behaviour of the attack and therefore inability to extract its corresponding 

signature. Moreover, when the network traffic is encrypted, signature-based approaches can only be applied 

on packet/flow metadata, either for detecting suspicious activity, although the results are less accurate or 

for traffic classification and network analytics purposes. 

On the other hand, anomaly-based detection is capable of raising alerts or taking actions when unknown but 

potentially suspicious behaviour is met. Such approaches firstly involve a training period, where the system 

is fed with a normalised baseline before being deployed. Then, real-world activity is being compared against 

the baseline and a classification model detects and prevents a malicious activity, when an unordinary event 

appears. A benefit that led the researchers and security specialists to adopt anomaly-based solutions is the 

effectiveness against zero-day attacks. Unfortunately, a major disadvantage is the higher (compared to the 

signature-based solutions) rate of false positive alerts.  

Unluckily, most of the ready-to-be-deployed anomaly-based IDPSes (such as Cisco Firepower NGIPS23, AT&T 

USM, etc.) are commercial solutions. This raises a twofold problem: (i) there are no open source solutions 

that can be deployed and extended as necessary in the context of this project; and (ii) security divisions of 

those large companies do not release the datasets used to train their systems, thus it is extremely difficult 

for open source communities and/or research organisations to find adequately large, labelled datasets of 

mixed traffic (i.e., benign and malicious flows) to train and test new models, techniques and solutions. 

On top of that, the constantly higher rate of encrypted connections further favours the adoption of anomaly-

based techniques over signature-based approaches, as the latter underperform when dealing with encrypted 

traffic, as previously mentioned. However, encrypted traffic limits the effectiveness of the proposed 

approaches when attempting to determine and differentiate between normal and abnormal behaviour, 

increases the difficulty in establishing an accurate norm and also widens the scope for potential exploitation. 

In their work, Shone et al. [25] thoroughly describe the most common difficulties regarding the 

implementation and adoption of generic, widely-accepted anomaly detection techniques. They even propose 

 
23 https://www.cisco.com/c/en/us/products/security/ngips/index.html 
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a system that combines different deep learning techniques and is tailored to intrusion detection over 

encrypted traffic. In another work, Amoli et al. [26] propose a machine-learning-based approach to detect 

zero-day, fast-spreading attacks and mitigate them, without the need for prior knowledge. One more work, 

regarding the classification of encrypted network traffic has been released by Anderson et al. [27]. However, 

their analysis was based on a collection of millions of TLS encrypted flows from commercial sandboxes and 

very large enterprises. 

PUZZLE envisions to extend the state-of-the-art with a hybrid solution that utilizes both approaches by 

exploiting their benefits. For instance, the internal network traffic or each host of an enterprise can be 

protected by having intrusion detection agents running in a decentralised manner (either by having 

software-defined switches or by running software agents directly on each host); a method that is used (but 

is also combined with a centralised aggregation and monitoring point) by the open source security platform, 

named Wazuh. Furthermore, the ingress traffic of the internal, local network of an enterprise can also be 

monitored using anomaly-based techniques to provide another layer of protection and security against 

potentially malicious events. The collected data regarding zero-day exploits can be used to (i) update the 

trained models with newly available information (in a federated learning manner) and/or (ii) extract new 

signatures (if possible) and update the corresponding decentralized agents. 

2.3.1.3.2 Intrusion Detection and Classification 

Machine Learning (ML), AI and Deep Neural Network methods for intrusion detection and cyber-threat 

analysis at the network layer are currently used to improve network security management. Deep Packet 

Inspection and behaviour analysis techniques are not considered very effective towards new emerging 

threats and zero-day attacks. Therefore, novel methods are needed to deal with dynamic adaptation, 

encrypted traffic analysis, end-to-end security, multi-layer / multi-domain / multi-source analytics. Improving 

network security management that is accessible for SMEs&MEs requires advanced analytics and security 

awareness that can help automate what can be called zero-touch security management. Existing Intrusion 

Detection and Prevention Systems provide a certain level of security but target systems with well-defined 

boundaries require more static firewall-type protections. At the same time, the advancements in ML/AI 

cybersecurity analytics need to adapt with the new emerging environments that are virtualized, dynamic and 

complex. 

The authors of [28] address one of the main challenges that SMEs&MEs are facing: lack of scalability and 

autonomic self-adaptation. They have evaluated several ML techniques used by IDSs and conclude that 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

feature selection approaches can lead to better classification precision and performance. Nevertheless, there 

are various issues that exist with the use of ML techniques. These include: lack of high quality datasets for 

training and evaluating the solutions; difficulty in determining the reasoning involved in the detections and 

reactions (i.e., ML/AI explainability); cost in computational resources; lack of adaptability (e.g., using ML 

algorithms for categorizing normal user behaviour can produce many false positives if the behaviour changes 

remain legitimate); adversarial ML attacks that disrupts the results; and evasion techniques that escape 

detection or negatively impact the security functions. The authors of [29] analyse the literature concerning 

the use of ML for network-based intrusion detection. They consider the following techniques: Decision Trees, 

k-Nearest Neighbours (kNN), Artificial Neural Networks (ANN), Support Vector Machines (SVM), K-Means 

Clustering, Fast Learning Networks, and Ensemble Methods. This study further confirms the gaps that affect 

ML-based IDS, i.e.: the lack of high quality datasets containing different attacks; uneven detection accuracy 

for detecting different or rare types of attacks; and the many resources required. They also identify the need 

for lightweight IDS for IoT networks. 

ML/AI derived intrusion / anomaly detection is a hot topic in research and includes addressing issues in 5G 

and NFV-based environments. Many papers propose the use of ML for the detection of anomalies. For 

instance, Lam et. al. [30] analyse user generated traffic (e.g., HTTPS, SMTP, SSH) using Convolutional Neural 

Networks (CNNs) by converting the data extracted into images. They assume that anomaly in images is more 

random whereas benign images are more regular. This assumption is only valid for very stable systems. The 

authors of [31] provide an overview of the use of AI/ML for security of B5G; while [32] identifies new 

vulnerabilities and attack capabilities offered by AI. Generative Adversarial Networks (GANs) are identified 

as a means to generate fake datasets to test security measures. Furthermore, in previous work, PUZZLE 

partners have implemented and tested different techniques (e.g., Naive Bayes classifier, Decision Trees, 

Random Forests, Support Vector Machines, Multi-Layer Perceptron) for the detection of anomalies in BGP 

announcements. At the same time, Change Point Detection (CPD) approaches for anomaly detection in SDNs 

[33], [34] have been considered for their reduced complexity and increased agility.  

Different modelling and mathematical approaches can be applied for each one of the aforementioned 

methodologies on multiple data sources (Section 2.3.1.2), leading to many possible combinations. Table 1 

reports a thorough classification taken from the literature; reference to scientific papers for each approach 

can be found in the original article [67]. The information in Table 1 may be very useful in the design of the 

PUZZLE architecture. As a matter of fact, depending on the complexity of the approach and desired properties 

(indicated respectively by the “Approach” and “Comments” columns), it indicates the types of data that should 
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be collected (i.e., “Data” column). This may be useful to identify suitable technologies to collect such data at 

design time, as well as to give indication about the supported detection mechanisms at exploitation time. 

Table 1 Classification of Multiple IDS Techniques [67] 

Type Approach 
Methodology 

Attacks Data Comments 
AD SD SPA 

Statistic-

based 

Statistics ü ü  B 
Audit data, user profiles, 

usage of disk and memory 
Simple, but less accuracy 

Distance-based ü   U Audit data, network packets 
Real-time and active 

measurement 

Bayesian-based ü ü  B 
Audit data, priori events, 

network traffic, user profiles 

Optimal statistical (probabilistic) 

model  

Game Theory ü   U 
System’s events on incidents, 

log events, byte sent 
Self-study, control is poor 

Pattern-

based 

Pattern 

Matching 
 ü  K 

Audit records, signatures of 

known attacks 
Simple but less flexible 

Perti Net  ü  K 
Audit records, user defined 

known intrusion signatures 

Simple concept and graphic 

depiction 

Keystroke 

monitoring 
 ü  K 

Audit records, user profiles, 

keystroke logs 
Using user’s typing pattern 

File system 

checking 
ü ü  B 

System, configuration, users 

files, log files, applications 
File integrity checking 

Rule-

based 

Rule-based ü ü  B 
Audit records, rule patterns 

from user profiles and policy 
Not easily created and updated 

Data Mining ü ü  B 
Audit data, knowledge base 

for association rule discovery 
Automatically generated models 

Model/Profile-

based 
ü   U 

Audit records, user profiles, 

network packets, AP profiles 

Varied modeling/profiling 

methods 

Support vector 

machine 
ü ü  B 

Limited sample data, binary 

data 

Lower false positive rate, high 

accuracy 
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Type Approach 
Methodology 

Attacks Data Comments 
AD SD SPA 

State-

based 

State-

Transition 

Analysis 

 ü  K 

Audit records, state-

transition diagram of known 

attacks 

Flexibility, detect across user 

sessions 

User intention 

identification 
ü   U Audit records, user profiles High-level task pattern 

Markov 

Process Model 
ü   U 

Audit data, sequence of 

system calls or commands 
Probabilistic, self-training 

Protocol 

analysis 
ü ü ü T 

Audit records, log files, 

normal usage (Model) of a 

protocol 

Low false positive rate, less 

effective 

Heuristic-

based 

Neural 

Networks 
ü ü  B 

Audit data, sequence of 

commands, predict events 
Self-learning, fault tolerant 

Fuzzy logic ü   U 
Audit records, network traffic 

(TCP/UDP/ICMP) 
Configurable, scalable, flexible 

Genetic 

algorithms 
 ü  K 

Audit data, known attacks 

expressed as binary patterns 

Heuristic and evolutionary 

learning 

Immune 

systems 
ü ü  B 

Audit data, sequence of 

system calls 
Distributed, high overall security 

Swarm 

intelligent 
ü   U 

Network connection data, log 

file data 

Bio-inspired computing 

intelligence 

 

In the frame of the PUZZLE project, the consortium will further explore different techniques and adapt them 

for the PUZZLE SMEs&MEs marketplace cybersecurity services, namely: i) test the performance of statistical 

CPD approaches in more general frameworks; ii) compare their performance with that of GAN and other ML-

based anomaly detection methods; and, iii) explore their joint use in hybrid anomaly detection (centralized 

using GANs and distributed using CPD). With respect to GANs, they can be used to detect anomalies by 

approaching it as a classification problem [35] and use the discriminative GAN model to this end. 

Furthermore, they can be employed for data augmentation (using the generator network) to overcome the 

limitations of the training of ML-based anomaly detectors [36]. GANs can be also investigated to generate 
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new adversarial samples to increase the size of the available datasets, but also to deal with imbalanced and 

of low quality data-related issues. Montimage’s MMT will also introduce novel techniques for behaviour 

analysis based on an optimised (e.g., using DPDK and microservice chaining) hybrid solution integrating ML, 

GAN and CPD techniques. It will be adapted for IoT and NFV environments. On the other hand, it will not 

provide FIM and workflow/case management, but can provide the possibility of integrating third party 

solutions if required. 

2.3.1.4 Scalable Trust Establishment and Edge Trust Assurance Services 

PUZZLE will include the provision of secure, robust, and efficient run-time behavioural attestation and 

verification methods to check the internal state of a (potentially untrusted) business ecosystem towards 

establishing its trustworthiness and providing verifiable evidence on the integrity of the collected/exchanged 

data. The endmost goal is to establish “edge device communities of trust”. To do so, PUZZLE will develop 

and instantiate assurance agents for attestation and system assurance. At a high level, the framework will 

enable SMEs&MEs assets to establish and maintain trust during the entire system life-cycle. Typically, this 

stems from establishing roots of trust in components, and using these roots of trust to establish and maintain 

trust relationships. Once a trusted community is materialised, secure community communications can be 

established and used to provide trusted community-wide system updates. Thus, using the concept of a 

trusted community, verifiable evidence on the monitored and traced data can be produced so as to have 

guarantees on their correctness and integrity when passed to the SIEM and IDS mechanisms. 

 

 
Figure 4 Scalable Trust Establishment and Edge Trust Assurance Services 

This is considered as one of the main goals towards “security and privacy by design” solutions, including all 

methods, techniques, and tools that aim at enforcing security and privacy at software and system level from 

the conception and guaranteeing the validity of these properties. PUZZLE will leverage advanced crypto 

primitives, namely Direct Anonymous Attestation (DAA) [68], whereas for security and operational 

assurance, it will enable the provision of Control Flow Attestation. 
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The reason behind employing attestation mechanisms as a means of operational assurance is twofold: First 

of all, one of the main challenges in managing device and network security in today’s heterogeneous and 

scalable infrastructures is the lack of adequate containment and sufficient trust when it comes to the 

behaviour of a remote system that generates and processes mission-critical and/or sensitive data. An 

inherent property in PUZZLE is the codification of trust among computing entities that potentially are 

composed of heterogeneous hardware and software components, are geographically and physically widely 

separated, and are not centrally administered or controlled. By leveraging the artefacts of traditional security 

infrastructure (such as digital signatures, certificates and assurance statements) coupled with advanced 

crypto primitives (such as run-time property-based attestation) and building upon emerging trusted 

computing technologies and concepts, PUZZLE will convey trust evaluations and guarantees for each network 

entity. 

This high level of trustworthiness which will not only include integrity of system hardware and software but 

also the correctness and integrity of the generated data flows will, in turn, reduce the overall attack vector 

and allow for the more effective operation of the PUZZLE security framework. This will allow the secure 

configuration, deployment and operation of distributed, scalable service graph chains. 

In the paradigm of Trusted Computing, relevant to the PUZZLE Security and Trust Establishment service, root 

of trust will be bootstrapped from a small, dedicated piece of secured hardware, the Trusted Platform 

Module (TPM), onto a more complex computer system. Today, TPMs are very widespread as the major 

computer manufacturers are integrating them into servers, desktop and notebook computers. Still, the idea 

of using TPMs also in edge/fog devices only recently gained attention. 

Due to size requirements some edge/fog devices might emulate the functionality of a TPM in software [69], 

[70]. This might lead to security risks and a higher power consumption caused by CPU-intensive cryptographic 

operations. 

To construct trusted business ecosystems, the following mechanisms are vital in order to establish trust: a) 

secure identity provisioning; b) secure key management and distribution to support secure 

communication; and c) attestation methods, to enable one node to prove its trustworthiness, including the 

software installed, to another node, and d) secure update mechanism. In this context, TPMs are mainly used 

for secured boot, remote attestation, and secured communication [71]. Secured identities are essential for 

implementing cryptographic measures used to protect against digital threats. These include measures to 

prevent unintended software updates on computers in automation systems as well as protection 

mechanisms for stored data and communication networks. To protect industrial automation systems, 
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secured identities are fundamental for the entire chain of security measures. They apply secret keys and 

cryptographic processes that use secret keys. As it is rather easy for attackers to extract secret keys from 

software key stores, several companies provide hardware-based security solutions [72]. 

TPMs are standardized hardware components that can secure certain critical functionalities by offering the 

following features: 

• Protected capabilities: abilities to execute commands with access shielded locations (e.g. protection 

and reporting of integrity measurements and secured key storage); 

• Integrity measurement, storage and reporting. 

The capability to record the current system state is a distinctive feature of the TPM. This is achieved by 

cryptographically hashing a software component and storing the resulting measurement value in a specially-

protected Platform Configuration Register (PCR). PCRs are reset at platform boot. PCRs can only be written 

to via the non-invertible, non-commutative extend operation. For each call, a PCR with index i in state t is 

extended with measurement x by setting: 

𝑃𝐶𝑅_𝑖(𝑡 + 1) 	= 	𝐻𝑎𝑠ℎ(𝑃𝐶𝑅_𝑖𝑡	||	𝑥)	

Thus, the TPM’s PCRs can potentially be used to exactly describe the software executed on a machine by 

following a transitive trust model, in which each software component is responsible for measuring its 

successor before handing over control [73]. For the TCG’s technical realization to work, each calling code 

needs to compute a hash value of the expected next executable code and to extend a PCR with the result, 

before control is passed to that subsequent, and thus measured code. In the simplest case, this is done 

starting from the firmware, covering boot loader, kernel, and system libraries etc., up to application code 

and configuration files. Ultimately, the exact configuration of the platform is mapped to a set of PCR values; 

a so-called chain-of-trust is established. 

Considering the complexity in current business ecosystems, a TPM cannot guarantee perfect security; 

however, it can, with the chain-of-trust, provide strong evidence that certain expectations on the 

comprising devices behaviour may be fulfilled. A device may thus be trusted if the deciding entity accepts 

the provided evidence (e.g. PCR values signed under a key protected by a certified TCG-compliant TPM) as 

credible and sufficient for a given situation and environment. 

2.3.1.4.1 Cryptography Subsystem, Keys and key Operations 

Using these features the following core services can be realized with a TPM and may be considered the basis 

for most trusted computing usage scenarios. 
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• Secured Key Store: Software functions (e.g. secured communication protocols) can use the TPM as 

a secured key store. The software executes the cryptographic operations, whereas the hardware 

stores the keys. 

• Binding: This operation encrypts data using a key that is managed by a particular TPM. Only one 

specific TPM is able to decrypt the data. 

• Sealing: Similar to binding, sealing limits the decryption of data to a specific TPM, and to a specific 

platform configuration (hash stored in the PCR registers). Thus, only if the systems integrity is as 

expected at the time of encryption, the data is decrypted. 

• Secured Boot: In a feature often also referred to as ”Secure Boot”, a TPM can support a secured boot 

mode by assessing the integrity of software that is running on a device. Here, the TPM serves as root 

of trust for measurement and at each stage of the boot, the TPM-assured current state measurement 

is compared with the (signed) expected hash of the current system configuration. Only if the 

calculated hash matches the expected configuration, boot is allowed to continue. This process is 

extended into the operating system. One way to implement a secured boot mechanism in is by 

employing TPM Sealing at several intermediate steps of the boot process. 

• Measured Boot: In contrast to secured boot, measured boot does not check the validity of the 

measured hashes of the current stage, but just stores them in the PCRs of the TPM. After booting the 

TPM can reliably report this configuration. Then the system can base certain decisions on this 

information. For example, it could only allow certain functionalities if a there is a specific 

configuration, or it can use the measured boot configuration for remote attestation. 

• Remote Attestation: Here, a platform authenticates its hardware and software configuration to a 

remote entity. A remote system can then determine the level of trust based on the identity and 

integrity of the attestee. Architectures for remote attestation basically consist of integrity 

measurement and the remote attestation protocol. A TPM can be used to perform and store the 

integrity measurement and to sign the resulting PCR values with a key which can be related to a so-

called Endorsement Key issued by the TPM-manufacturer, thus proving the report comes from an 

authentic TPM. The decisive feature here is specific signature keys (AIK - Attestation Identity Keys) 

which are always under the protection of the specific TPM are used. To protect privacy, AIKs can be 

blinded either by a Privacy Certification Authority (PrivacyCA) [74], with the drawback being that the 

PrivacyCA needs to be trusted by all users of the Remote Attestation. The advanced cryptographic 
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protocol of Direct Anonymous Attestation [75] replaces the PrivacyCA instance by a cryptographic 

evidence that a given AIK is from a certain, potentially very large, group of trusted TPMs. 

Overall, remote attestation is a means of integrity verification of software running on a remote device. It is a 

mechanism, typically realised as a challenge-response protocol, which enables a trusted party (verifier) to 

obtain an authentic, accurate and timely report about the software state of a potentially untrusted remote 

device (prover). The verifier then checks whether the reported state is trustworthy, i.e., whether only benign 

software is loaded on the prover. 

2.3.1.4.2 Analysis of Present Day Attestation Functionalities 

Direct Anonymous Attestation (DAA) is a platform authentication mechanism that enables the provision of 

privacy-preserving and accountable authentication services. DAA is based on group signatures, which give 

strong anonymity guarantees [76]. The key security and privacy properties documented in [77], [78], [79] are: 

• User-controlled Anonymity: Identity of user cannot be revealed from the signature.  

•  User-controlled Linkability: User controls whether signatures can be linked.  

• Non-frameability: Adversaries cannot produce signatures originating from a valid TPM.  

• Correctness: Valid signatures are verifiable, and linkable, where needed.  

In a nutshell, DAA is essentially a two-step process where, firstly, the registration of a TPM is executed once, 

and during this phase the TPM chooses a secret key (SETUP). This secret key is stored in secure storage so 

that the host cannot have access to it. Next, the TPM talks to the issuer so that it can provide the necessary 

guarantees for its validity (JOIN). The issuer then places a signature on the public key, producing an AIK <cre>. 

The second step is to use this <cre> for anonymous attestations on the platform (SIGN), using Zero-

Knowledge Proofs [80]. These proofs convince a verifier that a message is signed by some key that was 

certified by the issuer, without knowledge of the TPM’s DAA key or AIK <cre> (VERIFY).  

On the security side, there exist different kinds of attestation, particularly static attestation and dynamic 

attestation [81]. Static attestation allows the attestation of static properties and configuration of a remote 

platform. The most prominent example is the attestation of the integrity of binaries [82]. As the name implies, 

dynamic attestation deals with dynamic properties of the runtime. For instance, it is concerned about the 

execution and data flow of programs, and not the static integrity of binaries. Naturally, attesting dynamic 

properties is significantly more challenging than attestation of static (already known) properties. Hence, the 

majority of research has focused on static attestation including industry effort in the Trusted Computing Base 
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introducing secure and authenticated boot loading mechanisms of operating systems. However, given the 

continuous attacks on dynamic properties such as zero-day exploits which corrupt program’s control flows, 

static attestation alone cannot be considered a viable security solution in the long-run, and needs to be 

enhanced with advanced dynamic attestation mechanisms. 

There does not yet exist a comprehensive design nor an effective as well as efficient implementation to 

enabling dynamic attestation. The most prominent approach in this context is Control Flow Attestation [82], 

[83]. Control Flow Attestation is one of the most important dynamic properties at the software layer since it 

captures diverse instantiations of software exploits that hijack a program's control flow. PUZZLE will develop 

automated and scalable behavioural-based attestation techniques focusing on the attestation of properties 

of software and hardware for fog-based environments. For this, it is planned to adopt and extend static and 

dynamic attestation techniques so that both static and run-time properties of a remote platform can be 

attested. 

2.3.1.5 Blockchain Technology for Reliable & Secure Threat Intelligence Sharing 

As aforementioned in Section 2.1.2, another important value proposition of PUZZLE towards enhancing the 

cyber-health of business ecosystems, besides the integration of advanced security and trust extensions, is 

the reliable and secure threat intelligence knowledge extraction and sharing with all requesting stakeholders. 

This enhanced and accountable knowledge sharing of operational (threat) intelligence data flows will be 

achieved through the use of policy-compliant Blockchain structures. 

Business ecosystems usually suffer from a few aspects like traceability, compliance, flexibility and 

stakeholder management, and non-real-time data sharing. Blockchain, which was first introduced in 2008 

as Bitcoin (bitcoin.org/en) for digital currency transaction in the web, is a decentralized and distributed design 

for digital information storage, verification, traceability, notification and cooperative operation. It can 

improve trust and transparency in order to optimize supply chain management. It can offer a distributed and 

decentralized traceability and verifiability of goods including visibility, ownership of assets and dynamic 

streamline to transportation and logistics of the supply chain.  

Distributed Ledger Technology (DLT) is a digital system for recording the transaction of assets in which the 

transactions and their details are recorded in multiple places at the same time. Unlike traditional databases, 

distributed ledgers have no central data store or administration functionality. In a distributed ledger, each 

node processes and verifies every item, thereby generating a record of each item and creating a consensus 

on each item's veracity. A distributed ledger can be used to record static data, such as a registry, and dynamic 
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data, i.e., transactions. This computer architecture represents a significant revolution in record-keeping by 

changing how information is gathered and communicated24. 

Research activities on DLT are strictly linked to the various activities and initiatives launched by the European 

Commission to develop a common approach on Blockchain technology for the EU in the international arena25. 

The core premise behind DLT is safe decentralisation, consisting in the replacement of top-down, centralised 

platforms, products and services, with bottom-up, decentralised ones (Report on ‘Blockchains for Social 

Good’, 2016). DLT offers the possibility of introducing new forms of human collaboration and processes, 

changing the way the society is organized, by enabling decentralized education, decentralized data 

governance and open innovation. DLT allows large groups of people and organizations to agree on and 

permanently record information without a central authority (Declaration, Cooperation on a European 

Blockchain Partnership, 2016). Recent Covid-19 crisis clearly demonstrates how much decentralised and 

trusted technology can become a game changer.  

SMEs can obtain many benefices from DLT as for instance: decentralisation that removes middlemen, 

transparency, immutable records that can’t be changed once they are created, efficiency, reducing costs and 

using effective encryption technology so it can improve security26. SMEs can apply DLT technology in different 

domains: transfer of money; make and receive payments; cloud storage based on DTL; smart contracts 

(guaranteeing full transparency and security). The first blockchain to use smart contracts was the Ethereum 

blockchain27. 

PUZZLE will adopt DLT as an integral part of its threat intelligence and SaaS-based marketplace for 

knowledge sharing and cybersecurity situation awareness, facilitating the response to incidents and the 

trusted exchange of information. The endmost goal is the use of Blockchain’s immutability, traceability, 

decentralized cooperation, auditability and smart contract-based automation features while merging it with 

lightweight crypto primitive and trusted hardware; PUZZLE technology modules will provide a decentralized, 

trust and secure SME&ME data management platform for all stakeholders and parties. Specifically, PUZZLE 

will design a security context broker providing trusted ledger-based operation, smart contract, secure 

search engine, secure information and attestation data exchange engine via a Blockchain ledger, and a 

trusted Blockchain wallet for crypto operations, verification and (key) migration. The main challenges of the 

above designs are mainly on usability, efficiency and security. Usability can be captured by developing 

 
24 https://searchcio.techtarget.com/definition/distributed-ledger 
25 https://ec.europa.eu/digital-single-market/en/blockchain-technologies 
26 https://thedatascientist.com/sme-benefit-blockchain-technology 
27 https://ethereum.org 
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effective software interfaces to combine Blockchain, smart contracts, trusted hardware and crypto 

primitives, while efficiency requires the aforementioned combination to be scalable, offer real-time 

robustness and convenient for online supply chain operations. The security must be also maintained while 

embedding building blocks into building blocks. 

2.3.1.5.1 Popular Blockchain Platforms and Related Applications 

Table 2 summarizes the pros and cons of three standardized types of Blockchain. It can be seen that public 

Blockchain provides the best accessibility and full immutability. However it seems that it may not be the best 

candidate for a business ecosystem with limited number of parties and partners. At the same time the ledger 

information may not be of benefit to become fully public. As for a private Blockchain, it appears to be a 

perfect match for the SME&ME context, as it requires access control over authenticated parties, it is highly 

efficient and with fast transaction. It has a drawback; a decision making process on how to make the 

information public. A naïve way could be expanding the membership list to enable more and more parties to 

access the ledger. This, however, will harm the “private” feature of the Blockchain. Accordingly, the hybrid 

Blockchain may provide better flexibility and adjustability on security, privacy and regulation. It seems to 

offer a middle path between public and private Blockchains and can be applied to consortium-based 

collaborative supply chain context. PUZZLE may consider developing the Blockchain on its hybrid mode – 

placing metadata and published data on public ledger while permissioned access control is set for the private 

ledger where more important and valuable data are stored. 

Table 2 Comparison among Three Different Types of Blockchain 

 Public Blockchain Private Blockchain Hybrid Blockchain 

Access Anyone Authenticated users Mixed users 

Authority  Decentralized  Partial decentralized Mixed  

Transaction Speed Slow  Fast  Adjustable  

Consensus  Permissionless Permissioned  Flexible  

Efficiency  Low High Flexible  

Data handling  
Read and write access 
for anyone 

Read and write for 
authenticated users Mixed  

Immutability  Full  Partial  Flexible  

Table 3 presents a brief comparison for the current popular Blockchain platforms related to efficiency, 

security and other user-driven requirements. In order to combine all the (future) security technologies 

together in the PUZZLE framework, a Blockchain candidate needs to be identified that has to be capable of 
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supporting the following features: (1) support smart contract design, deploy and execution; (2) possible 

support for a hybrid Blockchain approach including a permissioned access control; (3) fast and efficient 

transaction time – enhancing efficiency for supply chain parties in real-time; (4) offer a crypto layer for 

signing, user authentication, data confidentiality and most importantly trusted hardware support (e.g., TPM). 

Among these platforms, it is observed that Hyperledger Fabric and Quorum could be the best candidates. 

Despite those candidates though, several challenges will remain in order for the PUZZLE project to address; 

how to achieve the functions related to secure data sharing, remote attestation, smart contract-based event 

record and monitoring, and trusted Blockchain operation. 

Table 3 Comparison with current popular Blockchain Platforms 

Feature  Ethereum Hyperledger 
Fabric  R3 Corda Quorum Ripple  OpenChain 

Industry focus Cross-industry  Cross-industry  Financial 
service  Cross-industry  Financial 

service  
Digital Asset 
Management 

Ledger type  Permissionless  Permissioned  Permissioned  Permissioned  Permissioned  Permissioned  

Consensus 
algorithm  PoW, PoS 

Raft, BFT, and 
Pluggable 
support 

Raft, BFT  
Majority voting 
Raft, BFT, 
PoAuthority 

Probabilistic 
voting, UNL 

Portioned 
consensus  

Smart contract 
support  

✓ 
 

✓ 
 

✓ 
 

✓ 
 

✕ 
✓ 
 

Programmable 
And open 
source   

✓ 
✓ 
 

✓ 
✓ 
 

Smart contract 
support under 
development  
✕ 

✓ 
✓ 
 

✓ 
✓ 
 

✓ 
✓ 
 

Transaction 
confirmation 
time  

around 12 
seconds  Instantaneous  Instantaneous Instantaneous Around 3-5 

seconds  Instantaneous 

Trusted 
hardware 
support 

N/A 
TPM access via 
PKCS11 
Wrapper  

N/A 
TPM integration 
supported 
(plug-in) 

N/A N/A 

Signature 
schemes   

Secp256k1/BLS 
signature Secp256r1 N/A Secp256k1 secp256k1 Secp256k1 

Identity  Pseudo-
anonymous Identified  identified identified Pseudo-

anonymous Identified  
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Feature  Ethereum Hyperledger 
Fabric  R3 Corda Quorum Ripple  OpenChain 

Data 
confidentiality  ✕ ✓ 

Within 
transaction 
group 

Using private 
channel ✕ N/A 

User 
authentication 
support  

✓ Via digital 
signature  

✓ Enrolment 
certificate  

✓ Enrolment 
certificate 

✓ Address from 
public key 

N/A ✓ 

Governance  Ethereum 
developers  

Linux 
foundation  R3 Consortium  

Ethereum 
developers and 
JP Morgan 
Chase  

Ripple labs CoinPrism 

2.3.1.6 Risk Assessment & Collective Cyber Threat Intelligence 

In the face of the increasing vulnerability and threat landscape (Section 4.3), it is imperative to ensure the 

correct and safe operation of all mission-critical business processes because, by their very nature, the 

internal physical and cyber (data and computing) assets—of an ecosystem or application domain—may not 

always be in trusted custody. Towards this direction, organizations must perform risk management so that 

they can identify and assess risks in order to keep them at acceptable levels. Thus, risk assessment serves as 

the foundation on which organizations can start building a well-rounded cybersecurity strategy. However, 

the emergence of dynamic and hyper connected ecosystems, and the rapid changes and innovations that the 

world is currently experiencing, pose the need for more agile risk assessment methods and full-fledged tools. 

2.3.1.6.1 Risk Assessment Frameworks and Tools 

The cybersecurity risk assessment domain is a well-investigated field and several tools and standards have 

been established so far. The Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE [84]) 

framework was created by the Software Engineering Institute (SEI) at Carnegie Mellon University to help 

organizations perform information security risk assessments. OCTAVE comes in different variations to cover 

a wide spectrum of businesses and consider the constraints of different areas. Among others, OCTAVE Allegro 

primarily focuses on information assets and the analysis process aims to document how they are exposed to 

threats, vulnerabilities, and disruptions. In addition, Threat Assessment & Remediation Analysis (TARA) is an 

engineering methodology to identify, prioritize, and respond to cyber threats through the application of 

countermeasures that reduce susceptibility to attacks. It is part of the MITRE Mission Assurance Engineering 

(MAE) portfolio and its objective is to identify and prioritize high-risk adversarial Tactics, Techniques, and 
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Procedures (TTPs) that an asset may be susceptible to, to identify and prioritize countermeasures (CMs) 

effective against those TTPs and to recommend CMs that can reduce the susceptibility of an asset to attack.   

Factor analysis of information risk (FAIR) is a taxonomy of the factors that contribute to risk and how they 

affect each other. FAIR is also a risk management framework that can help organizations understand, analyze, 

and measure information risk. FAIR seeks to provide a foundation and framework for performing risk 

analyses. Much of the FAIR framework can be used to strengthen, rather than replace, existing risk analysis 

processes like OCTAVE. COBIT (Control Objectives for Information and Related Technologies) is a good-

practice framework by ISACA for IT management and governance. The framework defines a set of generic 

processes for the management of IT, with each process defined together with process inputs and outputs, 

key process-activities, process objectives, performance measures and an elementary maturity model. The 

framework is business oriented and its version for information security aims to improve integration of 

information security, support risk decisions and increase risk awareness and eventually reduce information 

security incidents. 

NIST Risk Management Framework (RFM) tries to integrate security and risk management activities into the 

system development life cycle (SDLC). NIST provides an effective framework for selecting the appropriate 

security controls for a system-the security controls necessary to protect individuals and the operations and 

assets of the organization. It provides emphasis on the selection, implementation, assessment, and 

monitoring of security controls, and the authorization of information systems. The methodology considers 6 

discreet steps and each one is supported with NIST special publications, like SP 800-30 that describe how to 

conduct the risk assessment process.  

All the aforementioned frameworks offer a well-rounded approach for managing cybersecurity risks. 

However, these frameworks aim to steer the risk assessor to conduct an offline procedural assessment which 

is based on multiple rigid steps that do not meet the requirement of modern ecosystems for performing 

evidence-driven assessment in a dynamic manner. Nonetheless, the principles of the aforementioned 

standards undoubtedly serve as the basis for building more dynamic approaches. 
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3. Requirements Elicitation Methodology 
The intention behind requirements elicitation is to identify quality user requirements that can be 

implemented into research and innovation (including software development) projects. This chapter provides 

a comprehensive description of the available methods for eliciting stakeholder requirements (Section 3.1), 

in a defined environment, and the approach adopted in the context of the PUZZLE project. 

The complete picture of PUZZLE – both as a research topic and a practical specification – was developed with 

the methodology described in Section Error! Reference source not found. which allowed us to extract the 

PUZZLE functional and technical requirements documented in Section 5. Using this methodology will also 

enable us to map these different technical and Functional Requirements to the specific use cases needs and 

the extracted scenarios (to be documented in Deliverable D1.2 [42]) as well as design the project’s MVP which 

will describe the demonstrator of the project (based on the overall PUZZLE framework) that will be delivered 

comprising the core security services, targeting SME business ecosystems, including network security 

management, remote attestation, dynamic real-time risk assessment and enhanced and accountable 

knowledge sharing of operational threat intelligence data flows. The PUZZLE MVP will also be defined in 

Deliverable D1.2 [42]. 

 

3.1 Requirements Elicitation Framework 

The “Minimum Viable Product” (MVP), in terms of functional requirements, is a term coined by Frank 

Robinson in 2001 and describes an agile and lean approach towards product planning and design. A Minimum 

Viable Product is typically a version of a product with just enough features to satisfy early adopters, while its 

main goal is to provide feedback for future product development. It can be used for gathering insights early 

during product development; doing so is often less expensive than developing a product with more features 

and wait to receive feedback at the end of product development. Because MVP tests potential business 

models on customers to see how the market might react, the process is especially useful for new/start-up 

companies who are more concerned with finding out where potential business opportunities exist than with 

executing a prefabricated, isolated business model. 

For the PUZZLE project, a Research & Innovation Action which expects to reach a Technology Readiness Level 

(TRL) mark 7 at its end, the need behind the design of an MVP is different to that of a lean start-up; with the 

MVP definition PUZZLE attempts to facilitate the shared vision of the consortium. The consortium has 

showcased the clear aims of the project since the proposal stage and there was firm consensus on the 
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essential characteristics of the PUZZLE framework - based on a combination of the aforementioned key 

enablers specification (i.e., network security management and orchestration of security-functions-as-a-

service, distributed attestation enablers, risk assessment and management and use of DLTs for enhanced, 

reliable and secure knowledge extraction and data sharing) and the needs of the demonstrators. 

In this context, the generation of an initial MVP is essential for the smooth deployment and implementation 

of the project. This fact derives not only from the resources and time limit constrains for the implementation 

of the overall framework but is directly related to the general PUZZLE concept that calls for the need for 

deliveries to follow a strong iteration looking for engagement of all the partners. As such, opting for an 

incremental MVP strategy seems a very justifiable and logical decision, which will set milestones and 

continuously test the outputs against the customer’s reception. 

The two envisioned use cases demonstrators play a crucial role in the process of defining a successful MVP. 

In the early stages of WP1 work, they provided their insights - each on their respective domain, as they 

described in detail which processes currently employ and any challenges they might face and that must be 

protected by the PUZZLE methodology. The interaction with the demonstrators helped create a clear 

definition of the scope and purpose of the project, by fleshing out the actual value of the proposed solution 

for the end users. Through this process of sharing by the demonstrators and analysis by the technical, 

research and academic partners, the consortium figured out the question “What Problem You’re Solving”. 

Furthermore, by recognizing existing gaps, PUZZLE also aims to design added value services towards 

providing end-user organisations with competitive advantages. 

The MVP of the PUZZLE platform, which shall include all mandatory requirements covered by the use cases, 

as well as the desirable that are covered by all use cases, will be derived based on the procedure depicted in 

(Figure 5) for sorting out initial functional technical requirements as mandatory and desirable (Section 5) and 

mapping those technical requirements to the use case needs. 

3.1.1.1 PUZZLE Requirements Definition Process 

The collection of an initial set of high-level requirements that PUZZLE should offer to the users, sets the 

foundations for the design and development in the upcoming project activities. 

The consortium, following the initial vision already discussed during the preparation of the project’s DoA, 

worked towards better shaping the PUZZLE value propositions: After agreeing on the core services (Section 

Error! Reference source not found.), an analysis on the State of the Art for each one of the identified project 

innovations was performed, for which more information can be found in Section Error! Reference source not 
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found.. Given the research and innovation nature of PUZZLE, such a SotA analysis allows the consortium to 

“Figure out Competitors” and “Understand the Current State of the Market”. This material will be leveraged 

by Work Package 7 related to “Dissemination, Communications, Standardization, Exploitation and Training”, 

as well, for constructing the future exploitation pathways regarding the outputs of the project and to define 

the go-to-market strategy for the framework itself and for its individual assets (more information will be 

documented in Deliverables D6.4 and D7.3). 

As a next step in the definition of the PUZZLE functionalities and services, the consortium identified the 

stakeholders - in the context of SME business ecosystem - as well as the concrete set of actors and entities 

and their goals (Section 0) for understanding “For Whom” they are developing. 

Towards this direction, a prerequisite is the collection and prioritisation of requirements. Requirements, in 

the context of PUZZLE, are collected (on one hand) in the form of technical requirements stemming from the 

technical partners in the consortium who will be responsible for the design and development of the overall 

solution. On the other hand, requirements definition is also driven by the project’s demonstrators in the form 

of use cases or user stories. After collecting all requirements, the partner responsible for the requirements 

elicitation will prioritise them, with the help and consent of the consortium as a whole. 

 
Figure 5 Methodology for the Definition of the PUZZLE Functional Requirements 

Coming later in the project’s lifecycle, but forming an integral part of the MVP definition, is the “Build, Test 

and Learn” cycle which has been foreseen during the development of the core technical Work Packages 2, 3, 

4 & 5 as early and advanced versions of all the project’s modules, as well as the PUZZLE framework itself, as 

a whole. All technical partners will have the opportunity to develop their modules following an iterative 
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process as well as test their modules in early and mature trial sites (demonstrators), in order to maximise the 

value added to each module, as well as the overall PUZZLE framework. 

Overall, the requirements definition process, as described in this section, is expected to end up with a 

concrete and holistic description of the main platform of PUZZLE coupled with a detailed identification and 

analysis of the technical, functional and security requirements of the comprised architectural components 

(more details on the PUZZLE Reference Architecture can be found in D1.7 [43]). This set of functional 

requirements, in its core, is oriented towards representing the overall vision of the consortium and process 

adopted for product development (considering also user expectations), deliver actual value and validate the 

methodological ideas and hypothesis.  

3.2 Methodological Framework 

Given the clear aims of the project at the proposal stage, there was a firm consensus on the essential 

characteristics of PUZZLE – based on a combination of personalized cyber-security functions per target SME, 

enhanced operational assurance and detection capabilities, and automated orchestration of advanced 

security deployments as well as dynamic real-time risk assessment. This entails the investigation advanced 

network security management and remote attestation primitives for verifying the correct configuration, 

operation and communication of heterogeneous devices (towards creating “communities of trust”) and the 

use of Blockchain and Distributed Ledger technologies towards advanced assurance and security/privacy-

by-design services for protecting SME business ecosystems; (including Cyber Threats Management, Network 

Security, System Security, Trusted Hardware/Edge Devices Security/IoT Security. This shared vision helped 

the identification of the desirable characteristics that were organized into functional and security/privacy 

requirements. 

A requirement is a statement which translates or expresses a need and its associated constraints and 

conditions with the purpose to transform (through their analysis) the stakeholder, requirement-driven view 

of desired services into a technical view of a required product that could deliver those services.  

Eliciting requirements is the steppingstone towards fleshing out the business value behind the PUZZLE 

framework. Because the requirements serve as the foundation for the solution to the identified needs, it is 

essential that these are complete, clear, correct, and consistent. It is of utmost importance for the person 

or organization who is responsible to elicit requirements to be in a position to actively engage all affected 

stakeholders. 
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Eliciting requirements is not generally considered as a strictly one-off activity. For instance, requirements 

may be elicited in interviews or requirements workshops during the elaboration phase of a project. Later, 

when those requirements are used to build and verify model(s) or product(s), gaps in the requirements may 

be discovered. This will then require eliciting details of those newly identified requirements.  

The following sections describe the methods used for eliciting stakeholder requirements in PUZZLE project. 

3.2.1.1 Extracting Technical Requirements 

The methodology selected and used for the PUZZLE project is an agile methodology, which in principle is 

iterative while some of the basic concepts it relies on promote understanding between the business, 

technical and scientific needs of a project by laying out clear expectations at the beginning and at each 

milestone (software release) achieved by the project [45]. 

PUZZLE approach for the specification of system requirements starts with interviewing the technical partners 

of the consortium. One-on-one interviews were conducted with the use of online tools. The result of those 

interviews were raw requirements. Raw requirements are requirements that have not been analysed and 

have not yet been written down in a well-formed requirement notation [46]. PUZZLE system architects collect 

the raw requirements and then run an iterative internal process in order to produce clearer outcomes. At 

this point the technique used is brainstorming, across ad-hoc calls. Thereafter, outcomes of brainstorming 

are compared with the technicality of the system and are linked to one or more of the defined value 

propositions of the project. This process leads to the production of the desirable and necessary technical 

requirements which are listed in Chapter 5. 

However, the requirements derived from interviews can sometimes be ambiguous since the system 

architects may misinterpret the stakeholder’s needs, or the stakeholder may not understand a question or 

lack the technical knowledge to answer it. Therefore, in addition to requirements gathering, a document 

analysis in the form of State-of-the-Art analysis through a thorough industry and literature review has 

been conducted by PUZZLE partners, in order to validate the requirements as well as identify standards and 

constraints which underline the attempt to lift the quality of the produced requirements. 

Requirements gathering was constantly reviewed and looked over by the corresponding WP1 focus group. 

Gatherings of WP1 focus group took place in the form of dedicated teleconferences between specific 

partners or the entire PUZZLE consortium. Among their duties it was to also provide valuable feedback on 
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the interview participants, since the prosperity of user requirements elicitation depends heavily on the 

knowledge and maturity of the stakeholders. 

Based on the underlying principle of securing SME business ecosystems, towards the evolution of such 

safety-critical “Systems-of-Systems” from local, stand-alone systems info safe and secure solutions 

distributed over the continuum from cyber-physical end devices, to edge servers and cloud facilities, the 

other requirements would be based on the project’s demonstrators and any additional features that partners 

would add to such a security- and privacy-by-design architecture. While the ‘desirable’ requirements might 

not form a core part of the project, they were included for completeness, to encourage open research 

questions and to lead to further independent or collaborative work by the partners which could later 

contribute to the impact of the project.  

The second split is for clarity in dividing the requirements between functional aspects of the PUZZLE as a 

framework and the security and privacy services it is used to enable. These were further divided into lists 

according to technological level, from the basic technical building blocks up to the concerns of deployment 

and wider adoption. The lists of requirements were then collated and formalised so that they could be 

systematically mapped to the requirements of the use cases to be demonstrated.  
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4. The PUZZLE Ecosystem: Key Actors, Goals and Use Cases 

During the project, two diverse Use Cases (namely Cloud-based Network Media and Infrastructure 

Management and Activity Tracking & Personal Data Monitoring Services.) will be implemented which will be 

used to evaluate the PUZZLE approach in different business domains, and again various threats and risk 

(Section 4.3), providing not only feedback to the overall implementation, but also towards describing the 

functional requirements and business needs which have to be tackled by the PUZZLE technology features 

(Section 5). As such, the overall PUZZLE design will be accompanied with the implementation of a wide gamut 

of efficient security tools and resources as well as cryptographic trust anchors, covering security, resilience 

and operational assurance at both logical extremes of a business ecosystems, namely the edge and the 

network layer. The goal is to test the core PUZZLE pillars of network security management, remote 

attestation, dynamic real-time risk assessment and enhanced and accountable knowledge sharing of 

operational threat intelligence data flows (through the use of policy-compliant Blockchain structures), in 

the envisioned PUZZLE industrial Use Cases [42]. In this context, the Use Cases provide valuable input to the 

architectural definition of the overall PUZZLE platform (D1.5 [43]), while they also form the basis of the 

evaluation of both the framework itself but also the extracted demonstration scenarios [42]. 

The different use cases will be executed as a set of scenarios and user stories [42], which would require a 

PUZZLE platform instantiation to operate as planned. To this extent, it is noted that the user stories that 

relate to each Use Case will not necessarily be presenting an evident and explicit use of all the PUZZLE key 

technologies and services, as in most cases this is a backbone operation not visible to end users; nevertheless, 

the successful execution of these user stories, and the unproblematic operation of each scenario highly 

depends on the proper operation of the methods infused by PUZZLE into the Use Case. As such, each user-

story scenario will be accompanied by a user-story confirmation and an initial mapping to the PUZZLE 

technology features that will confirm its validity only if the technology requirements for each feature will be 

completed. This reflects an initial mapping of the core PUZZLE security and privacy-preserving services that 

are needed towards resolving the pressing challenges identified in each one of the application domains 

targeted in PUZZLE - these might be updated and further shaped in D6.1 [49] when compiling the exact 

evaluation and demonstration plan per Use Case.  

The reader can refer to D1.2 [42] for this initial mapping of each use-case scenario to the technical 

requirements of PUZZLE that will drive and benchmark the technology readiness per user-story throughout 

the project’s duration. 
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Table 4 The PUZZLE Use Cases 

UC 
ID Use-case Title Focus on PUZZLE feature Responsible 

Partner 

1 

Cloud-based Network Media 
Infrastructure & 
Management Platform for 
Multimedia Services 

Network Security Management, Remote Attestation & Edge 
trust Assurance, Risk Assessment & Optimal Policy 
Recommendation, Efficient Monitoring, Security Service 
Orchestration, Threat Intelligence Sharing 

FOGUS 

2 

Cloud-based Activity 
Tracking Infrastructure & 
Synthetic Personal Data 
Monitoring 

Data Privacy & Integrity, Property-based Attestation, 
Reliable and Secure Extraction and Sharing of Knowledge 
based on Policy-Compliant Blockchain Structures, Risk 
Assessment & Optimal Policies Recommendation, Efficient 
Data Monitoring 

S5 

 

4.1 Stakeholders and their goals 

One of the primary objectives of PUZZLE focuses on diffusing the scientific and technological knowledge 

generated in the context of the project and ensuring both a mid– and long-term relationship with 

stakeholders. Stakeholders will be incorporated in the development and further engaged in the Innovation 

Contest and PUZZLE Workshops, to ensure that all relevant actors participate in the co-creation and building 

of an open, cyber-resilient and collaborative innovation ecosystem.  

A stakeholder in any particular research and innovation project is any part that has an interest in the success 

of the project and of its results. Each stakeholder, while sharing a common interest in the execution and the 

results of the project, can and will have slightly different perspectives. The identified stakeholders of the 

PUZZLE project are presented in Table 5 below. 

The identification of project stakeholders is closely related to the dissemination activities planned in WP7, as 

the stakeholders below are considered as intended Target Audiences for PUZZLE. The project members will 

promote the project results to the stakeholders with appropriate mechanisms in a timely manner, ensuring 

that the target Audiences for the project’s exploitation and market uptake are early engaged. 
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Table 5 PUZZLE Stakeholders 

Stakeholder Name Stakeholder Description 

Enterprises 

This stakeholder role includes SMEs&Mes, private enterprises active in the 
cybersecurity domain, whose activities apt to the value propositions of PUZZLE: 
- Infrastructure / Network providers. They provide the virtual and physical hardware 
that can be exploited by the PUZZLE paradigm to undertake cybersecurity services 
from the security services marketplace. 

Security Solutions Providers 
& Vendors 

They develop, extend and provide innovative cybersecurity services. They consult 
their clients on sophisticated security, privacy, accountability and mitigation 
mechanisms and decision support applications. They belong among the direct 
projected beneficiaries of PUZZLE, as they are aspired to develop their own services 
to be incorporated in the overall PUZZLE Security Services Marketplace. 

Standardization Bodies 

These include all the standardization bodies and working groups that focus on the 
core pillars targeted by PUZZLE: network security management, remote 
attestation, dynamic real-time risk assessment and enhanced and accountable 
knowledge sharing of operational threat intelligence data flows (through the use 
of policy-compliant Blockchain structures). Towards this direction, PUZZLE will 
involve the technical committees of the relevant standard bodies, notably, ISO, IEC, 
ETSI, ENISA and the Trusted Computing Group (TCG) : 
• Trusted Computing Group (TCG) (https://trustedcomputinggroup.org/) is 

producing a wide range of standards related to trusted computing 
technologies and their deployment in enterprise systems, storage systems, 
networks and embedded devices. There are specific working groups targeting 
core functionalities, as the ones envisioned in PUZZLE, in the context of 
attestation, trusted platform modules, and trusted network communications; 

• ISO TC 307 (https://www.iso.org/committee/6266604.html) is working on 
standardization of Blockchain technologies and distributed ledgers. Target 
working groups include: (i) ISO/TC 307/JWG 4 on Blockchain and Distributed 
Ledger Technologies and IT Security techniques, (ii) ISO/TC 307/WG 2 on 
Security, Privacy and Identity Management, and (iii) ISO/TC 307/WG 3 on 
Smart Contracts and their applications. 

• ETSI Technical Committee on Cybersecurity (TC CYBER) 
(https://www.etsi.org/technologies/cyber-security) is a major trusted centre 
of expertise offering market-driven cyber security standardization solutions, 
advice and guidance to users, manufacturers, network, infrastructure and 
service operators and regulators. ETSI TC CYBER works closely with 
stakeholders to develop standards that increase privacy and security for 
organizations and citizens across Europe and worldwide. 

Industry Associations & 
Technology Clusters 

Industry Associations are organizations that support companies and employers of a 
particular type of industry and protect their rights. 
Technology Clusters are research-based consortia with participants from various EU 
Member States and associated countries. They foster cooperation with public 
administrations, international organisations, and key associations worldwide. They 
organise and participate in events for knowledge exchange. 

Research and Scientific 
Community 

Includes universities, engineering schools, research centres, industrial R&D 
departments, etc. They perform state-of-the-art research & innovation and 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

Stakeholder Name Stakeholder Description 

disseminate their efforts, procedures and results to the wider community. They aim 
at the continuation of the research & innovation results and they may also exploit 
results in training and mentoring activities. They are direct contributors and 
facilitators (also as part of the PUZZLE consortium) to the project outcomes. 

Decision and Policy Makers 

They include the European Commission, governmental and international ministries. 
They establish regulations, policies and recommendations with which the various 
initiatives need to comply. They directly influence the research activities, and 
benefit from the fast, direct and expanded adoption of these guidelines, which also 
facilitate and strengthen international collaborations. 

 

4.1.1   Actors Definitions and their Roles 

This section proceeds with a high-level identification of the actors envisioned to interact and benefit with the 

PUZZLE Security Service Marketplace. This set of entities are the ones that are also related to the functional 

requirements that are documented in Section 5. A more detailed mapping of these actors in the context of 

the envisioned use cases (Section 4.2) will follow in Deliverable D1.2 [42]. As depicted in Table 6, three types 

of interaction activities are identified within PUZZLE, when it comes to the different actors and their way of 

using the framework or reaping the benefits offered by the framework. 

Ø Direct interaction with PUZZLE means that the SME/ME and/or person who in his/her role directly 

interacts with the components and services of the PUZZLE framework. It could be the person that 

is responsible for defining the assets of the target business ecosystem, to be secured, so that then 

the appropriate PUZZLE components and services will be deployed – as part of the optimal security 

policies to be recommended by PUZZLE. Or it can the person (e.g., system administrator of the 

SME/ME) that requests (threat intelligence) information coming from the components of the 

framework. Or, finally, the person or entity that wishes to register and provide its own set in the 

overall security marketplace; 

Ø Indirect interaction can be split in two further sub-categories: end beneficiary and observer. On 

the one hand, the end beneficiary is a person who in his/her role works in or interacts with the 

business ecosystem where the PUZZLE framework is deployed. In this case, the person does not come 

in direct interaction with the PUZZLE services (transparent to the target business ecosystem), 

nevertheless, s/he benefits from the features of the framework in an indirect way. On the other hand, 

the observer is an external beneficiaries who is his/her role observes and/or measures the outcomes 

of the work and/or results produced by the components of PUZZLE framework. In such a way, an 
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observer can verify the conformity of the total solution against given standards, or advertise 

enhanced performance in certain areas, as a results of the inclusion of the PUZZLE framework in the 

solution. 

Considering these types of interactions and the target groups of SMEs&MEs as the main actors and 

beneficiaries of the PUZZLE security services, these can interact with the PUZZLE framework in the following 

ways: 

Ø The SMEs&MEs providing information regarding their network assets (hardware / software), and its 

network environment and map; 

Ø The PUZZLE client having the cyber risk assessment process executed with input the client’s network 

environment and corresponding assets; 

Ø The recommender computing the optimal security policy (security services / software, and optimal 

configurations); 

Ø The deployment manager installing the appropriate services (monitoring agents, firewalls, etc.); 

Ø The client providing and receiving new threat information via the Blockchain infrastructure; 

Ø The client having access to different security-related information via the dashboard & visualizer 

component. 

In this case, the SME&MEs clients will need to have access to: 

Ø All PUZZLE’s functionalities and also PUZZLE’s host, in order to make the appropriate requests to start 

using the marketplace; 

Ø The different security services provided by the SecaaS Marketplace; 

Ø Threat Intelligence information from the through the underlying policy-compliant Blockchain 

structures. 
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Table 6 Definition of PUZZLE Actors 

Actor Name Description – What is this Actor doing in PUZZLE 
Main PUZZLE 
components 
to use 

Direct or 
Indirect 
interaction 
with PUZZLE 

SMEs&MEs - 
System 
Administrator 

Includes any SME&Me that wishes to use any of the 
PUZZLE services from the SecaaS Marketplace, as 
aforementioned.  

All 
Components  Direct 

Security Service 
Provider/Vendor 

Includes any organization or entity which provides, 
produces, develops a cybersecurity-related tool, such 
as a Firewall, WAF, IDS, IPS, etc., and they want to 
provide this tool to PUZZLE. Such tools will be 
accessible via the PUZZLE SecaaS Marketplace, and 
PUZZLE will configure them and deploy them within 
the PUZZLE client SMEs&MEs environment if after the 
PUZZLE risk assessment process their deployment 
was considered necessary in order to counter specific 
vulnerabilities found in the SMEs&MEs or to ensure a 
certain level of security. The tool providers will 
require to have access to certain APIs in order to 
configure their tools to operate properly within the 
PUZZLE framework, or at least to have access to 
specific required API configurations which they need 
to develop for that purpose. 

All 
components Direct 

Infrastructure 
Provider 

Has a relation with PUZZLE in the case that the PUZZLE 
framework will be hosted not on the original host. 
The goal of this stakeholder is to provide a host for 
the PUZZLE framework to operate on, therefore it 
provides the infrastructure for the PUZZLE server to 
operate. This stakeholder will require to have access 
to the PUZZLE framework as a set of components, and 
more specifically the different hardware 
requirements, virtual machines, and anything related 
that is required for the host provider to deploy the 
PUZZLE framework. 

All 
components Direct 

CIO 

SMEs&Mes or other indirect users that may opt in to 
only use the PUZZLE’s Secure Information Exchange 
(S.I.X) component with the purpose of acquiring any 
threat intelligence (zero-day, new threats, 
vulnerabilities, etc.) from any other SMEs&Mes which 
has agreed on the secure and pruivacy-preserving 
sharing of such information. Such an actor does not 
use PUZZLE for other purposes other than to acquire 
the aforementioned threat intelligence, therefore 
skipping the core functionalities of PUZZLE, which 
include a cyber risk assessment, monitoring agents, 
and deployment cyber security services. The goal is to 

Blockchain Direct 
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Actor Name Description – What is this Actor doing in PUZZLE 
Main PUZZLE 
components 
to use 

Direct or 
Indirect 
interaction 
with PUZZLE 

have access to new information regarding threats and 
vulnerabilities via the S.I.X. component, so that it is 
ready to counter them. 

Personnel /Worker Works in an environment where PUZZLE is deployed 
without interacting with it. None Indirect / End 

Beneficiary 

Internal Operator 
Works in the environment of the use case before and 
after PUZZLE is deployed. Interacts directly with the 
PUZZLE platform to perform necessary operations. 

Remote 
attestation, 
Blockchain 

Direct 

External Member 
/Partner 

Belongs to an external entity and receives 
information collected inside the use case 
environment and shared through the Blockchain of 
PUZZLE (S.I.X Component). Such users could include: 
EU cybersecurity decision makers (EC, ENISA 
(especially, contributing to the proposed Coordinated 
Vulnerability Framework Disclosure), European 
Cybersecurity Competence Center, etc.), 
standardisation organisations, CERTs, ECSO 
(especially, the proposed EU Cyber Capacity Building 
Board) and others. 

Blockchain Indirect / End 
Beneficiary 

Cyber Security 
Experts 

Has an interest of acquiring new information related 
to threats (zero-days, new threats, etc.). The main 
connection with PUZZLE is to request access to the 
Secure Information eXchange component so that 
they can have information regarding new threats. 

Blockchain Indirect / End 
Beneficiary  

Consultants for 
Security 
Assessments  

Third party complementing PUZZLE functionalities in 
any case that PUZZLE cannot solve any cyber security 
issues that appear after its cyber risk assessment. This 
consulting actors will then step in and provide 
consulting services in order for the SMEs&Mes, of 
interest, to solve the issues detected by PUZZLE. This 
stakeholder will need to access information related to 
the SME/ME that it is assigned to provide consulting 
services for, any additional specifically information 
outputted by PUZZLE. 

Risk 
Assessment, 
Blockchain 

Indirect / 
Observes 
and/or Inspects 
the System 
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4.2 High-level Introduction of the PUZZLE Use-Cases 

4.2.1   Reference Scenario 1 – Cloud-based Network Media Infrastructure and Management 
Platform for Multimedia Services 

Fogus Media is a user’s experience management platform for multimedia services developed by FOGUS. 

Fogus Media’s general goal is for anyone who is developing applications to experiment with their applications 

and create differently configured experiments, in order to test their applications’ behaviour and performance 

in different environments. Fogus Media’s target audience is focused to, but not limited to, the following: 

● Mobile application and web developers that care about the instant and long-term opinion of their 

customers about the provision of their media services. 

● Multimedia service providers that believe in the potential of customer experience management 

(CEM) and invest on exploiting human-related and network-related factors that affect the way that 

their content is delivered and perceived. 

● Research centres that cope with challenges in the Quality of Experience (QoE) ecosystem and seek a 

solid testbed in order to apply their experiments and measurements. 

The testing of the extremely wide variety of applications that are being developed becomes increasingly 

difficult, as the variety of them results in a variety of outputs. This output variety makes the testing of each 

different application a challenge for the developers, and they have to additionally develop testing 

environments. This is one of the motivations of Fogus Media: To provide an experimentation environment 

where different developed applications can be tested. By providing a full experimentation platform, the 

different clients of Fogus Media are able to have a consistent environment for testing purposes. 

Fogus Media is a holistic platform with a multi-layer architecture, ensuring proper management of the 

performed experiments from the different clients. The context of the application domain of Fogus Media is 

the following: Fogus Media as a service, from the client’s perspective, is practically a web service, as it 

includes processes such as user registration, log-in, web forms where the client provides the different 

experiment configurations and the application that they want to perform experiments on, and generally all 

the results are accessible via the web portal of Fogus Media. At a lower level, Fogus Media consists of a 

network of computers (virtual machines and physical machines), which cooperate to manage experiments, 

provide the infrastructure to execute these experiments, provide appropriate performance outputs/ insights 
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for the client’s application of interest, and lastly provide an access point (the web portal) from which the 

information is accessible by the client. 

Fogus Media Tool ensures proper testing management and automation, ease of use of the tool through the 

web portal, as well as useful and insightful metrics being presented related to the executed experiments. 

4.2.1.1   Main Actors in the Context of PUZZLE 

For the Fogus Media Use Case the involved stakeholders are put in the category of an SME/ME client to the 

PUZZLE Marketplace. More specifically, as sub-categories within the SME/ME, the stakeholders/ actors 

involved in the Fogus Media Use Case are (Table 4-3): 

● IT Administrator/ Maintainer of Fogus Media Tool: These actors include the IT administrator who is 

responsible for maintenance and management of the different involved components of the Fogus 

Media Tool. 

● Fogus Media Tool/ Service Provider: These actors include the person responsible for providing the 

Fogus media tool as a service to clients. 

4.2.1.2   Benefits of PUZZLE Security Service Marketplace 

This Use Case does not have any implementation of cyber security solutions or services. Therefore, PUZZLE 

will be used as a holistic cyber security solution, and provide all the cyber security services which will solve 

any vulnerability and protect against any potential threat, resulting in a more secure tool and service. In the 

following, the components of PUZZLE are listed, and for each component a short description of the way it 

will contribute towards the security of Fogus Media is described. 

✔ SecaaS Marketplace: This component may provide all the provided security services which are to be 

installed after the whole process of PUZZLE is executed for Fogus Media. This includes strong 

authentication mechanisms, Firewalls, WAFs, IDS, IPS, anti-spyware, and security breach response 

mechanisms. 

✔ Agents: The Monitoring and Trusted Resource Management Agents may provide secure and detailed 

logging mechanisms, encryption of data channels and storage, and traffic monitoring, ensuring a 

proper and holistic process for Fogus Media. 

✔ Edge and Cloud Analytics: These two components cooperate to provide different levels of analytics 

data to the following components of PUZZLE. They may assist in the provision of behaviour/pattern 
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analysis, anomaly detection, AI-based phishing detection, AI-based IDS/IPS, as well as support 

security breach response mechanisms with the analytics data that they provide. 

✔ Cybersecurity Situation Awareness: This component executes the Cyber Risk Assessment which 

outputs the different types and levels of risks found in the environment of Fogus Media Tool. This 

will assist in having a clear picture of what is wrong, what vulnerabilities exist in the infrastructure, 

different potential threats, etc. in the Fogus Media Tool’s involved hardware and software 

components. Additionally, it provides Cyber Range & Gamification mechanisms, allowing for 

personnel training, which will assist in preparedness of the personnel in the context of cyber security 

threats and incidents. 

✔ Deployment manager: One of this component’s useful functionalities is attestation mechanisms for 

malfunctioning or malicious devices, changes and newly installed software (through the Trust 

Assurance sub-component). This will assist Fogus Media Tool in ensuring that there are no changes 

happening to the configurations of its components, therefore adding one additional layer of security. 

✔ Dashboard & Visualizer: This component provides valuable visual information which contributes to 

proper responses for security incidents happening to Fogus Media Tool, as well as real-time 

protection through early warning, and real-time alarms of incidents. 

✔ Secure Information eXchange (S.I.X.): This component provides knowledge sharing for early 

warnings and new threats, which will assist Fogus Media Tool on staying alert and prepared for new 

and upcoming threats to its environment (network and assets). 

 

4.2.2   Reference Scenario 2 – Cloud-based Activity Tracking Infrastructure & Synthetic Personal 
Data Monitoring Services 

Personal activity data span from various aspects of an individual’s life – actual physical activity, occupancy 

behaviour and preferences, social media activity and more. With the widespread adoption of Internet of 

Things technologies, these data can now be captured, stored and analysed to create value and extract insights 

for both individuals and organisations.  

Driven by this potential, Suite5 has developed the S5 Personal Activity Data Analytics Suite (ATracker), a 

cloud-based analytics engine for activity data. The ATracker is a data handling information environment for 

data collected in an automatic or semi-automatic manner from various data sources, such as wearables, 

smartphone applications, smart home sensors. Using this information, the ATracker creates information-rich 
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user profiles and aggregated user Personas, with the use of Data Analytics and Machine Learning (ML). 

Among other data sources, the ATracker collects data through APIs from various IoT devices (e.g., Apple 

Healthkit/Home compatible devices, Google Fit/Home compatible devices, Fitbit, Nike+, Garmin Smart 

devices, etc.), social media platforms (Twitter, Facebook, Google+, etc.), smart home hubs and third-party 

applications. 

The personal and sensitive nature of activity data raises security and privacy concerns. These in turn, create 

requirements to be considered in the design of the system’s infrastructure, communications, handling of data 

in-transit and at-rest, as well as in the necessity for real-time traffic monitoring at edge and cloud level for 

the timely identification of possible threats and attacks. However, as in any cloud-based analytics engine, the 

development and deployment of services requires continuous integration and testing efforts, making it 

challenging to develop on top of the analytics functionalities also its own cybersecurity services. Additionally, 

IoT devices, wearables and third-party applications have been accused of infringing basic security 

requirements, such as the encrypted transmission of passwords, while the diversity in operating systems and 

the integration of third-party components is a nightmare for system security and trustworthiness 

assessment. Finally, system performance and scalability aspects, as well as the handling of big data volume 

are important for the uninterrupted operation of a cloud-based system that continuously collects data and 

uses resources for their analysis.  As the current implementation of ATracker has been focused on the data 

collection and analytics services, the security, privacy and performance aspects have stayed on the side lines 

and only some basic provision for access control and secure communications has been deployed. 

 

4.2.2.1   Main Actors in the Context of PUZZLE 

The Suite5 - ATracker Use Case falls in the category of SMEs/MEs acting as a client to the PUZZLE 

Marketplace. More specifically, the ATracker Use Case will involve the following Actors from the ATracker 

side, with distinct jurisdictions during their interaction with the PUZZLE Framework. Of course, these Actors 

communicate and make decisions together, whenever their combined expertise is required: 

● ATracker Application Owner: This Actor is responsible for the registration and management of the 

ATracker application in the PUZZLE Framework. 

● ATracker Application Developer: This Actor has knowledge on the technical background of the 

ATracker and is the main responsible for the registration and management of the ATracker 

infrastructure and components information to the PUZZLE. 
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● ATracker Security Administrator: This Actor has expertise in cybersecurity and is responsible for the 

monitoring of the ATracker and taking the appropriate response actions to any incidents. This Actor 

is the main recipient of the PUZZLE cybersecurity analytics results and insights. 

● ATracker DevOps Engineer: This Actor is involved mainly in the deployment of services to the 

ATracker Infrastructure. 

 

4.2.2.2   Benefits of PUZZLE Security Service Marketplace 

By leveraging the PUZZLE services, the ATracker aims to upgrade the level of security and reliability of its 

overall infrastructure and offered services, without the need to develop its own security services. Indicatively, 

the ATracker can benefit from the PUZZLE cybersecurity assessment services that will scan the infrastructure 

and detect any vulnerabilities and misconfigurations that leave room for exploitation to attackers or do not 

care for the preservation of users’ data privacy. The real-time and batch monitoring and intrusion detection 

services of PUZZLE, will use traffic data collected from the PUZZLE Agents deployed at critical network nodes 

in combination with access requests and other activity logs provided by the ATracker, known signatures and 

other data from the secure information exchange component, to detect and suspend any suspicious activities 

before they spread in the entire infrastructure. The Recommendation service of PUZZLE, in communication 

with the cybersecurity assessment and the monitoring and intrusion detection components, will provide a 

list of suggested actions and facilitate the ATracker administrator in performing the appropriate system 

configurations and taking preventive and mitigation actions to safeguard against attacks. The PUZZLE 

attestation services are also crucial for the establishment of trustworthy communications within the ATracker 

infrastructure, with the use of cryptographic schemes for the preservation of users’ privacy. Furthermore, 

the ATracker will actively contribute to the collection of cybersecurity intelligence, through the blockchain-

based Secure Information Exchange mechanisms of PUZZLE. Performance and scalability issues could also be 

examined in the context of PUZZLE, by simulating high demand in the ATracker network and cloud resources, 

and using the PUZZLE services to provide alerts and suggested actions towards handling this situation without 

interruption of the overall operation of ATracker.  Last, but not least, raising the cybersecurity awareness of 

the ATracker administrators is another target for Suite5. Through the Visualisation Dashboard of PUZZLE, the 

ATracker administrators will familiarise with cybersecurity aspects and insights, learn what constitutes 

normal operation and become capable of interpreting the reports and outcomes of cybersecurity analyses, 

in order to identify outliers, possible attack points and more. 
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4.3 Hardening the Business Ecosystem Stack: Threats against Intertrustability of 
SMEs&MEs 

As aforementioned, PUZZLE mission is to define a security service marketplace towards secure SMEs&MEs 

business ecosystems and supply chains. The PUZZLE approach will enable real-time protection and 

implement a continuous security improvement process against a wide gamut of threats and risks that are 

most prominent in the virtualized infrastructure encountered in such diverse environments. Towards this 

direction, secure and trusted technology features will be provided, to enable rapid and flexible relationships 

with external collaborators, such as the dynamically changing of various vertical business sectors, 

multidisciplinary engineers from a maintenance and safe operation technicians and system administrators 

and end-users. 

Therefore, PUZZLE strives to address some of the most challenging open issues in cybersecurity research in 

the ICT domain that based on its use cases will transform the current security landscape of small and medium 

business ecosystems. PUZZLE will have to address critical threats to allow concepts such as trusted and 

verifiable computing (at the edge of the SMEs&MEs), network security management, security service 

orchestration and Blockchain technology to realize all their business and economic potential for the 

aforementioned industrial areas. A challenging security threat that PUZZLE will tackle is zero-day/novel 

attacks, where the threat model is crafted to bypass current intrusion detection signatures. The fact that 

zero-day threats exploit an unknown/new vulnerability raises a challenge of preventing the malicious 

behavior produced by the attack without any previous knowledge/experience of similar behavior, by a formal 

security attestation mechanism that will reject any unauthorized instruction execution at the device level. It 

is also important to note that not only prevention must be done on-the-fly, but the root cause of the attack 

must also be identified, and remedial actions promptly triggered. 

In this context, high-performance and pervasive wireless connectivity is the key technological enabler for 

designing cyber-physical systems (CPS), comprising the target business ecosystem, where devices and 

software components are deeply intertwined. In CPS, smart devices (sensors, actuators, robots, etc.) provide 

interaction with the physical environment, while computing platforms host intelligence to take decisions and 

react to the evolving context. 

There are a potential unlimited number of things that can be clustered together to build a business 

ecosystem; e.g., sensors and actuators in SCADA systems and industrial automation. These resource-
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constrained devices are typically equipped with very simple security services (for instance, password-based 

authentication), while encrypted communications, integrity, intrusion detection, virtual private networks, 

and other security measures are often missing. As a matter of fact, the processing overhead to analyze 

packets, software, behaviors, events, and logs slows down systems and may be unsustainable for simplest 

devices (smart-phones, sensors and smart things); moreover, the usage of custom embedded operating 

systems makes portability of security software more difficult than in user terminals. In addition, even when 

security services are available, they are often disabled, left with default values because SMEs&MEs do not 

have enough skills for proper configuration.  

With the growing base of installed things connected to the Internet, cyber-criminals are expected to have an 

almost infinitely large attack surface and huge availability of resources for large-scale attacks. For instance, 

recent botnets like Mirai, Brickerbot, and Hajime have demonstrated the vulnerability of IoT as well as the 

possibility to exploit compromised devices to carry out large DDoS attacks.  

Though cyber-physical systems are not an explicit target for PUZZLE, their interdependency with cloud 

technologies is not negligible. In this respect, they should be taken into consideration when designing the 

PUZZLE architecture, and suitable collaboration links should be established with other Projects dealing with 

this specific domain. 

 

4.3.1   Increasing threats Against Business Ecosystems 

With the increasing integration of IoT, cloud, edge, and fog resources in complex business chains involving 

several (untrusted) parties, the security perimeter becomes elastic (since it grows and shrinks according to 

resource usage) and usually encompasses external devices, software, and infrastructures. The firewall (or 

similar appliance) at the network boundary inspects incoming and outgoing traffic but does not protect 

against internal threats. The need to evolve towards distributed and capillary architectures has mainly 

resulted in the concepts of distributed firewalls and virtual security appliances for the cloud. 

The concept of ‘distributed firewall’ has been proposed for virtualization environments, to integrate packet 

inspection and filtering in hypervisors, witnessing the importance of pervasive and capillary control. 

Distributed firewalls for cloud computing (the current trend in various business ecosystems) build on the 

concept of micro-segmentation [50], and deploy packet inspection rules in hypervisors, while keeping 

centralized control. They enable very fine-grained control over security policies, beyond mere IP-based 

structure [51]. For instance, vCloud Director 8.20 by VMware includes a distributed firewall, while OpenStack 
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Neutron includes the Security Groups feature. A distributed firewall removes the need for traffic steering (all 

network packets go through the hypervisor, which is part of the firewall) and IP-based rule structures 

(through the notion of logical “containers” or “security groups”). 

Despite their common usage in a multitude of networking environments, distributed firewalls have some 

important limitations. First, this approach is currently effective for enforcing filtering rules, but does not 

have the flexibility to provide deep inspection capability tailored to the specific needs for detecting threats 

and on-going attacks. Second, they cannot provide the same guarantees on private enterprise networks: 

external resources lie in third-party infrastructures where trust mechanisms are still missing (i.e., the 

behaviour of physical hardware and networks cannot be controlled by cloud users). Third, their application 

in multi- and cross-cloud environments is not straightforward, since their configuration is based on internal 

communication mechanisms for each infrastructure. This issue will be even more severe in cyber-physical 

systems, with the integration of smart things in cloud applications (as is the case in both PUZZLE envisioned 

use cases – Section 4.2), which are expected to be a consistent use case for 5G. 

Given the reduced set of security features integrated in virtualization platforms and the increasing needs for 

cross-cloud deployments, in today’s business landscape, SMEs&MEs are generally left most of the burden for 

protecting their applications against external threats. Since, on first approximation, virtualization 

environments could be viewed as special instances of physical networks, software-based versions of 

security middleboxes (Intrusion Prevention/Detection Systems, Firewalls, Antivirus, Network Access Control, 

etc.) may be integrated in service graph design [52][53]. Section 2 argued that this approach comes with 

important limitations in the current cyber-security landscape: 

• Performance: Security appliances are traditionally deployed as expensive and proprietary hardware 

modules. More and more vendors, such as Fortinet, Barracuda Networks, F5 Networks, and CheckPoint, 

are offering software versions of their security appliances, mostly for data centers and virtualized IT 

environments, which simplify deployment and re-configuration. However, although they can be 

deployed on commodity servers, virtualized editions of security appliances typically inherit the 

management interfaces of their hardware versions, thus prohibiting unified vendor-agnostic 

management via open APIs. Further, virtualized editions of security appliances do not benefit from 

hardware acceleration, and this may lead to inefficiency (recall that the use of accelerated features as 

part of the programmable data plane is one of the core innovations of PUZZLE). As a matter of fact, 

more than 80% of all new malware and intrusion attempts are exploiting weaknesses in applications, 
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as opposed to weaknesses in networking components and services, hence rules have evolved from 

memoryless simple string matching to stateful automata (such as regular expressions). Also, the 

increase in the complexity of protocols makes modelling their normal behaviour increasingly difficult; 

as a result, more computing cycles per packet are required either checking against more elaborate rules 

or trying to detect sophisticated anomalous behaviours. Performances fall quickly, especially in case of 

large volumetric attacks. 

• Context-awareness: The nature and composition of multi-vector attacks requires pervasive monitoring 

and global view, and the deployment of Security Information Event and Management (SIEM) software 

for effective detection, which may be too cumbersome and ineffective for small applications and 

services. 

• Attack Surface: Virtual security appliances are more exposed to attacks than their physical counterpart, 

since they run in the same virtualization environment to protect. 

• Propagation of Vulnerabilities: The growing trend to re-use the same software for multiple 

applications, often distributed as pre-package images, brings the risk of propagating software, 

architectural, and configuration vulnerabilities to many applications running in different 

infrastructures, which can become very dangerous botnets. 

In a nutshell, many of the existing vector of SMEs&MEs do not have access to adequate security appliance 

and if they do, they usually do not exploit advanced features such as hardware or virtual-based acceleration 

– current solutions slow down virtual machines and require additional software instances instances. 

Eventually, they are seldom used and the overall business service ecosystem results less secure and more 

prone to incidents in their deployments.  

 

4.3.2   Statistics About Cyber-Attacks in Business Ecosystems 

Up to now, the greatest number of cyber-attacks on IoT, cloud, edge and fog, affected various sectors of our 

daily life including power generation and distribution, oil and gas distribution, and water treatment and 

distribution, medical and healthcare, government and military. For example, hackers sabotaged the IoT 

control system of Ukraine’s electric grid causing a power outage affecting about 230,000 people. 

Based on the annual Accenture security report28, as the number of cyberattacks increase, and take more time 

to resolve, the cost continues to rise. The total cost of a cyberattack for each company on average increased 

 
28 https://www.accenture.com/_acnmedia/PDF-96/Accenture-2019-Cost-of-Cybercrime-Study-Final.pdf#zoom=50 
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from US$11.7 million in 2017 to a new high of US$13.0 million in 2018—a rise of 12 percent in 1 year. 

Moreover, the total annual cost of all types of cyberattacks is increasing. Malware and Web-based attacks 

continue to be the most expensive, and the cost of ransomware and malicious insider attack types have 

grown the fastest over the last year. 

According to the 2019 Data Breach Investigations Report29, small businesses were the most vulnerable to 

attacks covering 43% of all reported cases. Second in the list was the Public sector entities with 16%. 

Healthcare organizations faced data breaches and shared 15% of all the attacks.   

Specifically, 56% of these attacks derive from outsiders, while the other 34% were from internal subjects. 

71% of breaches were financially motivated and 25% were motivated by espionage.  

 
Figure 6 Segmentation of Attacks based on Targets 

A very interesting statistic, from the Data Breach Investigations Report, is that the 21% of breaches were 

caused by human error and/or misconfiguration, and the 15% of breaches derived from authorized users. 

Such data have been strengthened with the Radware investigation30 about what is your major obstacle when 

it comes to countering cyber-attacks.  In this inquiry, the security experts said their biggest obstacles are: Too 

Little Manpower (the 28% of experts), Missing Budgets (27%), Unsuitable/Outdated Technologies (17%), Lack 

of Expertise (16%), Lack of Level Awareness (12%). 

 
29 https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf 
30 https://www.radware.com/pleaseregister.aspx?returnurl=ea128fa5-9f3f-43aa-b09c-cea5baba03ad 
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Figure 7 Main Cause of Breaches 

Furthermore, in another report31  Radware classifies the cost of cybersecurity in three categories: 

1. Direct costs: Expenses attributable to a cyberattack such as the costs for extended labor, 

investigations, audits and software patches that often require development. 

2. Indirect costs: Overhead costs such as crisis management, technical consultants, regulatory fines, 

customer compensation, legal expenses, liability and stock price drops. 

3. Prevention: Other costs associated with the protection of data centers and applications, the 

hardening of endpoints, the management of cloud workloads, and the development and testing of 

emergency response and disaster recovery plans. 

Unexpectedly, this report shows that the cost of prevention is mostly equal to direct and indirect costs. 

Showing that the budget providing for prevention is too low. 

These reports clearly show that today there is the need for a new breed of cyber-security paradigms, chasing 

new forms of automation and coordination that merge pervasive inspection with deep analysis and 

correlation along both the spatial and temporal dimensions. More intelligent solutions are therefore 

required that analyse behavioural patterns in the network traffic, can detect anomalies in real-time, and can 

identify compromised devices with a high degree of accuracy. 

Finally, it is worth nothing that the above statistics refer mainly to general attacks and may not be completely 

appropriate for the main target of the PUZZLE framework, which refers to virtualized services and processes 

running in the context of a complex business ecosystem. Focusing on the PUZZLE proposition, likely the 

differences between different application domains may become weaker due to the inferior importance of 

 
31 https://www.radware.com/ert-report-2018/ 
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the physical part, replaced by the common denominator of the cloud-based services delivered in either local 

or remote data-centers. 

This classification is briefly analysed below. 

• VM escape: Virtual machines are designed to support strong isolation between the host and the 

VMs [54]. But the vulnerabilities in the operating system running inside the VM can aid attackers 

to insert a malicious program into it. When that program is run, VM breaks the isolated boundaries 

and starts communicating with the operating system directly bypassing the VMM layer. Such an 

exploit opens the door to attackers to gain access to the host machine and launch further attacks. 

• Hyperjacking: Hyperjacking is an attack in which a hacker takes malicious control over the 

hypervisor that creates the virtual environment within a virtual machine (VM) host. The point of 

the attack is to target the operating system that is below that of the virtual machines so that the 

attacker’s program can run and the applications on the VMs above it will be completely oblivious 

to its presence. 

• VM sprawl: VM sprawling occurs when a large number of virtual machines exist in the environment 

without proper management or control. Since they retain the system resources (i.e., memory, 

disks, network channels etc.) during this period, these resources cannot be assigned to other VMs, 

and they are effectively lost. 

• Hypervisor vulnerabilities: A hypervisor is formed to run numerous guest VMs and applications 

simultaneously on a single host machine and to provide separation among the guest VMs. Despite 

the fact that hypervisors are anticipated to be vigorous and secure, they are accessible to attacks. 

If attackers gain command of the hypervisor, all the VMs and the data accessed by them will be 

under their full control to utilize. One more reason hackers contemplated the hypervisor a possible 

target, is the greater control provided by the bottom layers in the virtualized system. 

Compromising a hypervisor also helps to gain control of the underlying physical system and the 

hosted applications. Some of the well-known attacks (e.g., Bluepill, Hyperjacking, etc.) insert VM-

based rootkits that can install rogue hypervisor or modify the existing one to take complete control 

of the environment. Since hypervisor runs underneath the host OS, it is difficult to detect 

• Single point of failure: Existing virtualized environments are based on the hypervisor technology 

that controls the access of the VMs to physical resources and is important for the overall 
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functioning of the system. Therefore, failure of the hypervisor due to overused infrastructure or 

software faults leads to the collapse of the overall system. 

• Inside-VM attack: VM can get infected with malware or OS rootkits at runtime. Such attack can 

take complete control of the VM and significantly compromise its security state [55]. 

• Outside-VM attack: Attacks from the host OS and co-located VMs are known as outside-VM 

attacks [56]. Outside-VM attacks are hard for customers to defeat. A malicious VM can potentially 

access other VMs through shared memory, network connections, and other shared resources. For 

example, if a malicious VM determines where another VM’s allocated memory lies, then it could 

read or write to that location and interfere with the other’s operation [57]. 

• Cross VM side channel attack: To maximize resource utilization, multiple VMs are usually placed 

on the same physical server in the Cloud environment and this co-resident placement is a potential 

threat to cross VM side channel attack [58]. The basic idea is: a malicious VM penetrates the 

isolation between VMs, and then access the shared hardware and cache locations to extract 

confidential information from the target VM [59]. 

• Outdated SW packages in VMs: Outdated software packages in virtual machines can pose serious 

security threats in the virtualized environment [60]. Because of the low cost and the ease of 

creation, users tend to create new virtual machines for different tasks, branch new virtual 

machines based on the old ones, snapshot machines or even rollback machines to an earlier state 

[61]. These operations may have serious security implications, for example, a machine rollback 

operation may expose a software bug that has already been fixed. 

• VM footprint: VM footprinting is the technique used for gathering information about target VM 

like OS installed, packages installed and services running etc. It refers to one of the pre-attack 

phases; tasks performed prior to doing the actual attack [62]. 

• VM image sprawl: Live virtual machine images can be simply duplicated to form new virtual 

machine image files, which after-effects in VM image sprawl issue, in which a massive number of 

virtual machines formed by cloud customers may be left unseen. VM image sprawl consequences 

in enormous administration issues of VMs comprising the security patches [62]. 

• VM checkpoint attacks: VM images are primarily online, and to patch these images, they will have 

to be started. This will add to the computation cost of cloud service provider. An attacker can 
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approach VM checkpoint available in the disk that carries VM physical memory contents and can 

reveal delicate data of VM state [62]. 

 

4.3.3   PUZZLE Use Cases – Threat Taxonomy 

Based on the above description of the considered threat landscape, Table 7 puts forth the list of specific 

attacks that PUZZLE will try to counter in the context of the two envisioned use cases. More specifically, the 

list includes each cyber-attack, the capabilities that each attack provides to the attacker, and the level on 

which the attack takes place or is focused on (network level, edge level). Threats are taken from the ENISA 

threat taxonomy list32: 

Table 7 Threat Taxonomy List Targeted by PUZZLE 

High Level Threats Threats Threat Details 

Failures / 
Malfunction 

Malfunction of 
equipment 
(devices or 
systems) 

Threat of malfunction of IT hardware and/or 
software assets or its parts 

Nefarious Activity 
/ Abuse Denial of service 

• Distributed Denial of network service (DDoS) 
(network layer attack i.e., Protocol exploitation 
/ Malformed packets / Flooding / Spoofing); 

• Distributed Denial of application service (DDoS) 
(application layer attack i.e., Ping of Death / 
XDoS / WinNuke / HTTP Floods). 

Nefarious Activity 
/ Abuse 

Malicious code/ 
software/ activity 

• Code Injection, Return Oriented Programming; 
• Web application attacks / injection attacks 

(Code injection: SQL, XSS); 
• Viruses; 
• Spyware/Keyloggers; 
• Worm/Trojan; 
• Backdoors. 

Nefarious Activity 
/ Abuse 

Abuse of 
information 
leakage 

• Leakage affecting web privacy and web 
applications 

• Leakage affecting network traffic. 

 
32 https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/threat-
taxonomy/view  
 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

High Level Threats Threats Threat Details 

Nefarious Activity 
/ Abuse 

Manipulation of 
information 

Intentional manipulation due to Falsification of 
configurations 

Nefarious Activity 
/ Abuse 

Unauthorized 
activities 

• Network Intrusion; 
• Unauthorized Changes of Records; 
• Unauthorized Access. 

Nefarious Activity 
/ Abuse 

Remote activity 
(execution) Remote Command Execution 
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5. PUZZLE Technical Requirements 

This chapter describes the technical requirements of PUZZLE which have been clustered in mandatory and 

desirable ones. This split differentiates the requirements that are needed for the demonstrators within the 

PUZZLE project itself [42], and the possible requirements of enhanced edge and cloud native application 

security as a standard in general (and as a topic) – either in constrained environments as the ones 

encountered in business ecosystems or in “Systems-of-Systems” that have evolved from local, standalone 

systems into safe and secure solutions distributed over the continuum from cyber-physical end devices, to 

edge servers and cloud facilities with strict operational assurance and network security requirements. Thus, 

it is the mandatory requirements that will form the basis of the core technical requirements of the project. 

The aforementioned properties reflect the high-level requirements that must be achieved through the 

integration of a wide gamut of efficient security tools and resources as well as cryptographic trust anchors, 

covering security, resilience and operational assurance at both logical extremes of a business ecosystem, 

namely the edge and the network layer. The detailed mapping and break-down of specific security, privacy 

and operational assurance properties to the various endpoints of the business ecosystem instantiation, per 

use case, will be provided in Deliverable D1.5 where the reference architecture of the entire PUZZLE 

framework will be documented alongside the type of configuration and execution properties to be 

monitored, attested and securely exchanged, thus, requiring confidentiality, integrity, availability, key 

establishment, etc. 

5.1 PUZZLE Set of Requirements 

This section gathers the list of functional requirements (Section 4.2.1) based on the core value propositions 

of PUZZLE (Section Error! Reference source not found.) for enhancing the cyber-health of an SME business 

ecosystem based on a SecaaS marketplace offering a wide gamut of cyber-security tools, applications and 

services which enable them to dynamically monitor, forecast, assess and manage their security, privacy and 

personal data risks. The endmost goals is to enable SMEs&MEs, that may lack resources to target the 

integration of holistic security solutions, towards increasing their cyber-security awareness through the 

efficient aggregation and processing of heterogeneous information flows, collected by distributed agents, 

and the establishment of online collaboration and (threat intelligence) knowledge sharing with other 

business stakeholders. These requirements are grouped by type of the core functionalities and services 

envisioned in PUZZLE in the following fields: network security management, remote attestation, dynamic 
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real-time risk assessment and enhanced and accountable knowledge sharing of operational threat 

intelligence data flows (through the use of policy-compliant Blockchain structures). 

In this context, PUZZLE will investigate the adoption of key technologies in edge and cloud native application 

security for orchestrating and unifying the provision of appropriate security resources protecting both 

logical extremes of a business ecosystem; namely the edge and the network operating stacks (Section 

5.1.1.3). The PUZZLE framework will incubate artificial intelligence (through the adoption of advanced Deep 

Learning and Graphical Machine Learning classification mechanisms) to extract insights from the 

aggregated information in the facilitation of analysis, security recommendations and reports (Section 

5.1.1.1). Information will originate from the monitoring and introspection of security information (Section 

5.1.1.2) such as vulnerability information in the running service workloads, workload audits (e.g., host based 

forensics traces as well as network packet traces), context security, etc. All these operations will be facilitated 

through the deployment of programmable agents and trust anchors (Section 5.1.1.4) as enablers for the 

secure monitoring, collection, aggregation and verifiable processing and computing of such heterogeneous 

information flows (running within the target business ecosystem) and the secure communication and data 

sharing with backend centralized processing and threat intelligence extraction engines. As described in 

Section 2.3.1.4, in order to also have verifiable evidence on the correctness of the exchanged information, 

this process will be also secured by trust extensions leveraging root of trust capabilities of a novel TC-

enabled middleware (using either Trusted Execution Environments (TEEs) or a combination of HW- and SW-

based decentralized roots-of-trust such as using TPMs and DICE abstractions33) that guarantees and simplifies 

the trust relationships between all layers in the entire OS runtime stack, thus, providing strong security and 

trust claims on the trustworthiness of all service function chains of a zone of heterogeneous, connected 

devices (like the assets comprising a business environment). Therefore, Section 0 clusters a basic set of 

technical requirements that must be met by the underlying root-of-trust that will be adopted in PUZZLE 

towards supporting the provision of efficient attestation variants and cryptographic protocols. To support all 

the above core services, the PUZZLE framework is going to identify and track the relationships among the 

cyber assets of each SME or ME, considering the available network, compute and storage infrastructure and 

use them to efficiently calculate individual, cumulative and propagated risks, as well as recommend and semi-

automatically apply mitigation actions for tackling identified cyber threats (Section 5.1.1.5). Finally, reliable, 

secure and privacy-preserving extraction and sharing of threat intelligence knowledge (based on the 

 
33 The trusted component to be leveraged in PUZZLE will be described and justified in the context of D3.1 
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processing of the data extracted from verified and authenticated data sources) will be supported through 

the use of policy-compliant Blockchain structures (Section 5.1.1.6). 

 

5.1.1   PUZZLE Technical & Functional Requirements 

The enumerated listings that follow make a concrete mapping between “PUZZLE’s Value propositions” and 

the functional requirements that they correlate to each other. In parallel, a brief description of each 

functional requirement is provided. 

5.1.1.1 Network Security Management 

ID  FR.NSM.1 (Mandatory) 

Title Processing of Heterogeneous Information Flows 

User Role System Administrator, Internal Operator, Infrastructure Provider 

Description 

PUZZLE needs to process and analyse heterogeneous information flows at 
different levels (e.g., device, network and application levels) and in different 
formats (e.g., CSV, JSON, PCAP, application and system logs). This will enable 
advanced real-time intrusion detection, flows classification and malicious 
behaviour identification; and allow a more precise detection of security breaches 
and reduce the number of false positives. The capture and processing will be 
performed by deployed security agents and probes capable of conducting multi-
level detailed monitoring and tracing. 

 

ID  FR.NSM.2 (Mandatory) 

Title Exchange of Cyber Security Information 

User Role CIO, Cyber Security Expert, Consultant for Security Assessment 

Description 
The exchange of cyber security information will improve the collaboration and 
increase the timely awareness of the risk and threat situation. It will be based on 
open standard models (e.g., STIX/TAXII, SIX) that will be defined in Deliverable 
D2.1 and consider interactions with the security management and orchestration. 

 

ID  FR.NSM.3 (Mandatory) 

Title Semi-automated Response to Attacks and Mitigation Actions 

User Role SMEs&MEs, Internal Operator, Infrastructure Provider 

Description PUZZLE should facilitate the timely and efficient response to incidents. The incident 
needs to be evaluated to determine the level of contamination and an emergency 
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response team needs to take the appropriate actions that cannot always be fully 
automated. PUZZLE should infer an (as much as) possible automated way for 
calculating the cascading effects in case of an asset compromise (Section 5.1.1.5). 

 

ID  FR.NSM.4 (Mandatory) 

Title Real-time Provision of Cyber-Security Alerts 

User Role SMEs&MEs, Internal Operator, Infrastructure Provider 

Description 

To be able to respond to attacks, security notifications / alarms should be 
generated that provide the information needed for semi-automated mitigation 
and prevention of cyber-attacks. This, of course, needs to take into consideration 
the privacy requirements (Section Error! Reference source not found.) as 
configured by the target SME business ecosystem and the respective data 
integrity and secrecy requirements as imposed by the current GDPR and 
other lawful standards (cf.NFR.5). 

Response time to incidents is often a critical factor and immediate notifications are 
needed that include all the information necessary for efficient response. This is also 
related to the next remote attestation requirement (Section 5.1.1.4). 

 

ID  FR.NSM.5 (Mandatory) 

Title Services for Suspicious/Malicious Network Behaviour protection 

User Role SMEs&MEs, Internal Operator, Infrastructure Provider, Security Service Provider 

Description 

Services for the protection of the organization’s network should be provided. This 
will ensure the protection of the network on a fundamental level. This requirement 
includes the following services that may be provided by PUZZLE (or other services 
onboarded to the PUZZLE SecaaS marketplace by third party vendors ): 

● Firewall/ Web Application Firewall 

● Intrusion Detection/Prevention System 

As a starting point, the network protection services should be rule-based, where 
rules are written that correspond to malicious behaviour. The input data to these 
services are provided by the monitoring agents of the PUZZLE Framework. 
Additionally, these services should be enhanced by the artificial intelligence 
mechanisms which are integrated in the Cloud Analytics engine. This will result in 
significantly more sophisticated solutions which will be able to analyse, detect and 
recognize the patterns of more complex suspicious and potentially malicious 
behaviours. 

 

ID  FR.NSM.6 (Mandatory) 

Title Services and Methods for Programmable NICs 
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User Role  SMEs&MEs, Internal Operator, Infrastructure Provider 

Description 
Network Security Management should support programmable interfaces (cf. 
FR.PA.2) that will enable data aggregation, processing, GPU-enabled AI 
capabilities and offloading in relation to the backend cloud. 

 

ID  FR.NSM.7 (Desirable) 

Title Slice Security Management 

User Role SMEs&MEs, Internal Operator, Infrastructure Provider 

Description 

For complex business value chains, the adoption of network slicing requires 
managing their security. This introduces new vulnerabilities that need to be 
addressed, as they are not considered by traditional static perimeter-based security 
solutions. It implies managing, for instance, the dynamicity, the slice isolation, the 
vulnerabilities introduced by the programmability and new interfaces, and the 
introduction of virtual network functions and services (e.g., NFV/SDN). The 
flexibility of these environments can facilitate the automation of security 
management tasks but also introduce new challenges. 

 

ID  FR.NSM.8 (Desirable) 

Title Automated Response with the Man-in-the-Loop 

User Role SMEs&MEs, Internal Operator, Infrastructure Provider, Cyber Security Expert, 
Consultant for Security Assessment 

Description 
Similar to the previous requirement concerning semi-automated response, it would 
be interesting to provide the mechanisms needed for the automated response to 
some of security incidents to reduce the number of manual interventions. 

 

ID  FR.NSM.9 (Desirable) 

Title Services for Analytics over Encrypted Network Traffic 

User Role SMEs&MEs, Internal Operator, Infrastructure Provider 

Description 
Network Security Management should support encrypted traffic analytics combining 
different machine learning / deep learning techniques that will be tailored to 
intrusion detection issues. 

5.1.1.2 Efficient Data Monitoring, Querying and Processing Agents 

ID  FR.PA.1 

Title Feedback on Collective Threat Intelligence 
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User Role System Administrator, Cyber Security Expert, Consultant for Security Assessment, 
CIO, External Member 

Description 

The PUZZLE services should allow advanced users to provide feedback on the 
quality of information retrieved from the Secure Information eXchange (SIX) 
component (Section 5.1.1.6). For example, breach alerts and related information 
that appear on their monitoring dashboard could be annotated as useful, incorrect 
(i.e., false alarm) or incomplete (i.e., important elements are missing) together with 
their confidence level. Exchanging this information via the Secure Information 
eXchange (SIX) component can be vital in assessing the trustworthiness of 
different sources, or the suitability to different contexts (i.e., markets) and 
eventually reduce false positives. To overcome privacy and confidentiality 
issues, information exchanged should be anonymised and/or shared only with 
trusted peers leveraging advanced cryptographic primitives (cf. FR.SC.1 and 
FR.IA.4). 

 

ID  FR.PA.2 (Mandatory) 

Title Programmability 

User Role System Administrator, Cyber Security Expert, Security Service Provider 

Description 

The PUZZLE framework must be flexible to support different scenarios and 
operations as well as be able to cope and detect a wide gamut of possible attack 
vectors. This necessitates for the deployment of programmable monitoring 
and introspection agents that can be configured and updated during run-
time. PUZZLE agents must be able to adapt (at run-time) the monitoring and 
inspection processes to the current detection needs, balancing the depth of 
inspection with the computation, storage and transmission overhead. For example, 
when early signs of attacks are detected or new threats are discovered, it may be 
necessary to analyze finer-grained information than during normal operation. Fine-
grained information may consist in more frequent sampling values or additional 
inspection data (for example, in case of network packets the innermost protocol 
bodies may be checked in addition to standard TCP/IP headers). 

“Programmability” is expected to support the following features:  

Ø manage configurations of local monitoring agents;  
Ø inject simple processing programs in local security agents for monitoring, 

inspection, data fusion, aggregation, and filtering;  
Ø support the adaptive monitoring paradigm, which enables a coarse-level 

(but CPU-efficient) monitoring to be followed with a more fine-grained 
inspection when some suspicious events were detected, in order to 
enhance the monitoring capabilities (hence, the processing cost) only when 
this is really required. 

Overall, for the PUZZLE prototype to work reliably, it must be capable of monitoring 
a wide spectrum of components such as servers, network protocols, operating 
systems, applications, services, web servers, middleware, etc., and all this while 
consuming as little resources as possible. This global function is justified in the same 
way as in any Automated System Inventory solutions: resorting to ML or AI demand 
that the system perform comprehensive health checks (cf. FR.AT.6 and FR.AT.7) 
and trigger the necessary security actions (cf. FR.RA.2). 
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ID  FR.PA.3 (Mandatory) 

Title 
Optimisation of monitoring and processing based on programmable network 
security mechanisms and hardware acceleration (e.g., programmable data 
plane, packet processing acceleration). 

User Role System Administrator, Cyber Security Expert, Infrastructure Provider, Security 
Service Provider 

Description 

New optimisation mechanisms should be considered to improve the performance 
and efficiency of the security monitoring of network traffic, such as DPDK, eBPF, 
P4 as well as real-time device data and execution stream and processing (cf. 
FR.AT.8). The latter provides the trust anchor with the extracted control- and 
information-flow graphs that represent the runtime state of a remote device to be 
attested (cf FR.RA.1). PUZZLE advanced tracing techniques will be based on the 
novel use of: (i) lightweight eBPF execution hooks capable of providing near real-
time low-level code inspection, thus, capturing the strict constraints of SoS-enabled 
ecosystems, and (ii) embedded OS introspection agents capable of traversing the 
entire physical memory of a CPS, via Direct Memory Access, for known execution 
signatures. These tracing functionalities will be fully programmable, enabling 
priority of the PUZZLE Framework towards dynamic adaptation of tracing (cf 
FR.PA.2). 

 

ID  FR.PA.4 (Mandatory) 

Title Optimisation of Monitoring and Processing based on Edge Computing 

User Role System Administrator, Cyber Security Expert, Infrastructure Provider, Security 
Service Provider 

Description 
Optimisation of security functions need to consider distributing the processing to 
the edge to avoid exclusively centralised analysis. Furthermore, end-to-end security 
requires monitoring and detecting security incidents at the edge. 

 

ID  FR.PA.5 (Mandatory) 

Title Optimisation of Monitoring and Processing based on Microservices and 
Service Composition (e.g., service chaining) 
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User Role Infrastructure Provider 

Description 
To improve the dynamicity and the performance of security functions in virtualised 
environments, both centralized and local service components (e.g., in the form of 
microservices) need to be deployed and combined (e.g., using service chaining). 

 

ID  FR.PA.6 (Mandatory) 

Title Security Breach Response Mechanisms 

User Role System Administrator, Cyber Security Expert, Infrastructure Provider, Security 
Service Provider 

Description 

The PUZZLE services should include quick, reliable, and information-rich security 
breach response mechanisms, which will provide the most efficient steps towards 
the security breach’s remediation (cf. FR.RA.3). More specifically, the purpose of 
such mechanisms is to provide: 

● all the information necessary for the proper and complete understanding of 
the security breach (attack path followed, information/components/devices 
which are compromised). 

● all the information necessary in real time or near real time. 

● recommendation options for the security incident. 

The monitoring agents of the PUZZLE Framework should provide the necessary raw 
data from the devices which should be adequate to indicate a security breach 
happening. The raw data is to be used by the analytics engines of the PUZZLE 
Framework in order to indicate any more difficult to be identified security breaches. 
Additionally, early warnings on potentially upcoming threats should be provided, with 
the use of the Secure Information eXchange (SIX) component. 
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ID  FR.PA.7 (Mandatory) 

Title Notification of Security Events & Diverse Views 

User Role System Administrator, Cyber Security Expert, Internal Operator, CIO 

Description 

The PUZZLE Dashboard builds situational awareness for security graphs running 
in a business ecosystem. It should provide a large set of visual elements (e.g., 
timeline analysis, network graph, pie charts, etc.) for displaying information 
regarding the assets, vulnerabilities, identified risks, attack patterns and 
threats in an intuitive way. Furthermore, it should allow users to take actions and 
react to any detected vulnerability or external indicator of compromise by 
configuring PUZZLE elements or accepting/discarding proposed mitigation paths. 

The PUZZLE Dashboard should also allow users to personalise the control panel 
by adding, removing and moving widgets based on their role and the task at hand. 
Furthermore, they should be able to manipulate visual elements, e.g., moving, 
resizing, zooming in/out, etc. 

Other functionalities should also include: 

Ø Interactive Views: The dashboard should collect and present both real-
time and historic security related information. 

Ø Information Filtering: The dashboard should allow users to decrease the 
volume of data presented and to confine analysis to a particular part of the 
system, time window, threat type, information source, etc. 

Ø Information Search: The dashboard should allow users to find specific 
information by querying for a particular keyword or term inside a widget or 
piece of text. 

Ø Information Comparison: The dashboard should allow users to compare 
information about the system in different time periods in order to 
identify/confirm any patterns. 

Ø Reporting Capabilities: The dashboard should compile a report about the 
security status of the system, vulnerabilities identified, threat and risks. 
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ID  FR.PA.8 (Desirable) 

Title Use of Open APIs 

User Role System Administrator, Cyber Security Expert, Infrastructure Provider, Security 
Service Provider 

Description 

Using Open API based on RESTful makes it easier for: 

Ø SME technology providers who want to integrate their tools with existing 
services; 

Ø SME end-users who want to use the services. 

It offers a language-agnostic interface that allows one to discover and understand 
the capabilities of the service without having access to the source code, 
documentation, etc. It allows understanding and interacting with the service 
remotely with minimal technical implementation or knowledge. 

 

5.1.1.3 Orchestration of Cyber-Security Enablers “As-a-Service” & Policy Recommendation and 
Deployment 

ID  FR.OCS.1 (Mandatory) 

Title Orchestration Tools 

User Role System Administrator, Internal Operator, Infrastructure Provider 

Description 

PUZZLE is expected to adopt orchestration tools for management operations. 
Such tools must be able to perform life-cycle management actions on the deployed 
services, as well as to report the current service topology and location. Adopting an 
abstraction layer for this orchestration logic is preferable for the correct management 
of the following operations: 

Ø Provision of strong authentication, authorization services, and access 
control policies management. PUZZLE User should use an integrated 
Role-Based Access Control (RBAC) component that matches an incoming 
user or group to a set of permissions bundled into roles especially for 
accessing the extracted threat intelligence information through the 
underlying Blockchain infrastructure (Section 5.1.1.6). 

Ø Provision of node attestation. Only verifiable edge nodes can join the edge 
clusters. Every node is issued an identity on verification. In case of failed 
node attestations, no identity documents can be issued for services running 
on the node (Section 5.1.1.4). 

Ø Provision of workable attestation. Only verifiable workload can run on 
edge nodes. In case of failed workload attestations, there are no identities 
issues for the workloads. All communications are blocked from unverified 
workloads (cf. FR.AT.7 and FR.AT.8). 

Ø Provision of automated non-root CA certificate hierarchical 
deployments. Edge devices should be configured to not share any root CA 
chain for downstream nodes and workloads. 
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ID  FR.OCS.2 (Mandatory) 

Title Support Multiple Detection Algorithms 

User Role System Administrator, Internal Operator, Infrastructure Provider 

Description 

According to the overall project vision, PUZZLE is not a cyber-security appliance per 
se, but a framework to facilitate the application of detection and analysis algorithms 
on business ecosystems. PUZZLE is therefore expected to support the execution of 
multiple algorithms for intrusion detection and attack recognition, including:  

Ø time series analysis;  
Ø comparison with known patterns/signatures;  
Ø identification of anomalies and deviations from expected behaviour.  

In order to support multiple algorithms, the framework should include the following 
features:  

Ø on-board cyber-security appliances or link to external services (through 
RPC, Web Services, or other interfaces);  

Ø keep track of available detection services and their description;  
Ø launch the algorithm when requested;  
Ø feed active algorithms with the necessary context.   

They access security data through a common abstraction interface. 
 

ID  FR.OCS.3 (Mandatory) 

Title Secure Access to Computing Nodes 

User Role System Administrator, Internal Operator, Infrastructure Provider 

Description 
Nodes should be configured to only accept connections (via network access control 
lists – cf. FR.SC.3 and FR.SC.6) from the control plane on the specified ports, and 
accept connections for services in K8S of type NodePort and LoadBalancer. If 
possible, these nodes should not be exposed on the public internet entirely. 
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ID  FR.OCS.4 (Mandatory) 

Title Pod Security Policies and Traffic Flow Control 

User Role System Administrator, Internal Operator, Infrastructure Provider, Security Service 
Provider 

Description 

Pods should be configured and support policies (running on privileged containers, 
usage of host namespaces, networking and ports, usage of volume types) for fine-
grained authorization of pod creation and updates. 

The PUZZLE Admin should configure Pods to be assigned particular Quality of 
Service (QoS) classes. This enables the usage of QoS classes to make decisions 
about scheduling and evicting Pods. Furthermore, the PUZZLE Admin should specify 
how a pod is allowed to communicate with various network “entities” over the 
infrastructure network. These entities include other pods, allowed namespaces and 
IP blocks. 

 

ID  FR.OCS.5 (Mandatory) 

Title Deployment of PUZZLE Security Agents and Safe Monitoring & Introspection 

User Role System Administrator, Internal Operator, Infrastructure Provider 

Description 

As aforementioned, the security orchestrator is responsible (among other things) for 
service management. It must deploy the PUZZLE security agents in the virtual 
services and devices of the target business ecosystem, so that various information 
flows can be monitored and analysed. Based on the need of orchestration tools to 
automate as much as possible the management of service graphs (cf. FR.OSC.1), 
the most likely option is the modification of the service description to include all 
necessary PUZZLE agents. This operation will be carried out by the orchestrator, 
depending on the specific formalism used by the orchestration tool. Finally, security 
agents can be temporarily disabled upon specific request from the PUZZLE 
centralized logic, e.g., to save resources if this is deemed important. 

Furthermore, the PUZZLE framework should support the definition of monitoring and 
introspection tasks at runtime (cf. FR.PA.4 and FR.PA.5), by dynamically creating 
and loading new processing pipelines. Additional software co-located with the virtual 
functions and devices, comprising the business ecosystem, must not introduce 
vulnerabilities to the entire service. The following aspects shall be considered for 
safe monitoring and inspection: 

Ø the number of local agents should be kept as small as possible, and their 
implementation as simple as possible; 

Ø the framework must not allow the execution of arbitrary binaries and scripts 
but must provide safe and controlled execution environments for running the 
deployed agents (Section 5.1.1.4). 

 

ID  FR.OCS.6 (Desirable) 

Title Scalable Detection and Analysis Algorithms 
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User Role System Administrator, Internal Operator, Infrastructure Provider 

Description 

PUZZLE designs a flexible and portable framework that can be used for any virtual 
service (running in a business ecosystem). Programmability is expected to adjust the 
depth of inspection according to the actual need; hence the amount of information 
may vary in a wide range, according to the number of virtual functions and current 
workload (cf. FR.PA.2). It is therefore difficult to a priori allocate computing 
resources for analysis and detection. Developers of cyber-security applications 
are required to develop scalable algorithms, which can be easily scaled in and 
out according to the amount of information to be processed, without the 
necessity to statically allocate resources. 

 

5.1.1.4 Orchestration of Edge Trust Assurance Services 

ID  FR.AT.1 (Mandatory) 

Title Secure Remote Attestation Protocol 

User Role System Administrator, Internal Operator, Consultant for Security Assessment 

Description 

Remote attestation is a method by which a host authenticates its hardware and 
software configuration to a remote entity (e.g., System Administrator, Personnel, 
and Internal Operator, CIO). The goal of remote attestation is to enable a remote 
system (verifier) to determine the identity and level of trust in the integrity of 
platform of another system (attestator). 
There are a number of trusted components that can support the functionality of 
remote attestation. For instance, Trusted Platform Module (TPM) is a piece of 
tamper resistant hardware-based Trusted Component (TC) which provides secure 
cryptographic services, such as encryption/decryption, hashing, signing and secure 
storage. It follows the standards specified by Trusted Computing Group (TCG).  
Towards a secure attestation, each TC is issued a certificate from a trusted third 
party, which can be used to authenticate the TC. The private key corresponding to 
the certificate is securely stored inside the TC and cannot be retrieved from it. The 
TC creates attestations about the state of the host system. These attestations 
convince a remote verifier that the platform it is communicating with is running on 
trusted hardware and using the correct software. If the TC anonymity is required, 
then the certificate and corresponding public key should not be revealed from a TC 
signature. An example of such attestations is the Direct Anonymous Attestation 
(DAA) which is an anonymous digital signature scheme that allows the TC 
attestation service to hold the privacy preserving property. That is, the verifier can 
check that attestations originate from a certified TPM, but it does not learn the 
identity of the TPM. Remote attestation is needed by many applications such 
as cloud-based activity tracking and media use cases envisioned in PUZZLE. 
However, many existing TCs (including the TPM) do not provide run-time 
attestation by adding traces of application execution to the quote provided by the 
attester. In addition, many existing approaches are limited to measuring the boot 
component executing in CPU, thus, leaving hardware components that run 
firmware outside the boot chain reported to an attester. PUZZLE remote 
attestation should support the notion of CFI and reporting of the integrity of 
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the entire platform including hardware devices that affect the integrity of the 
platform but not in the CPU path.  
The use of the PUZZLE secure attestation protocols must provide the following 
properties in order to be able to provide information about the correct execution of 
a prover device: 

Ø Correctness of attestation information, which implies that there needs to be: 
• A trustworthy way of collecting state information on the prover 

device (cf. FR.AT.8); 
• A way to ensure that attestation information cannot be manipulated, 

e.g., during storage (use of a trusted component – Section 0) and 
during transport (integrity and authenticity – cf. FR.IA.1); 

Ø Completeness of platform configuration and executional attestation 
information: 

Ø Knowledge about the relationship between system behaviour and system 
state/system components, i.e., what needs to be measured for the system 
to correctly execute and behave. 

 

ID  FR.AT.2 (Mandatory) 

Title Secure Remote Asset Management 

User Role System Administrator, Internal Operator, Consultant for Security Assessment 

Description 

The platform should provide the capability of “remote upgrade” by enabling the 
secure update of services and safety-critical functions, running within the 
business ecosystem, without affecting the trusted state of the overall service graph 
chain. This will leverage the root of trust capabilities of each edge device (Section 
0) when it comes to secure boot, remote attestation and configuration integrity 
verification. The PUZZLE Attestation Toolkit, which is responsible for managing this 
process, will also be acting as the “verifier” for attesting the correct execution of the 
over-the-air (software & firmware) update and patching, enabled by the PUZZLE 
Sidecar agent acting as the “prover”. Required characteristics of PUZZLE’s secure 
remote asset management are:  

Ø Minimized Downtime in case of integrity verification (as a result of a 
compromise) of a service or device; 

Ø Increased efficiency by continuously and securely monitoring the health of 
the remote edge devices, as part of the overall business service graph chain; 

Ø Enhanced security and trustworthiness by providing the necessary 
guarantees of the correct configuration and execution of a service running 
within the business ecosystem. 

 

ID  FR.AT.3 (Mandatory) 

Title Information sharing 

User Role System Administrator, CIO, External Member, Cyber Security Expert, Consultant 
for Security Assessment 
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Description 

The devices (or the devices owners) in the system must be willing to share 
(attestation) information with each other. However, the shared information should 
not contain sensitive information, i.e., the information sharing must be selective. At 
the same time, the restraining of information must not enable an adversary to hide 
itself from being detected via attestation. 

 

ID  FR.AT.4 (Mandatory) 

Title Detection of Run-Tim Attacks 

User Role System Administrator, Personnel, Internal Operator 

Description 

The PUZZLE attestation protocol should be able to detect sophisticated attacks, 
such as run-time, i.e., attacks that do not change the static state (e.g., code loaded 
in memory or stored in persistent memory) of the device under attack. The used 
attestation protocols must enable the verifier to detect effects of run-time attacks 
from the attestation reports provided to the verifier. In addition, the attestation result 
should include traces information about the state of the system (e.g., libraries used, 
versions, hooks to the OS). 

In this context, the adversary’s capabilities must be clearly identified. The threat 
model and considered attack vectors can vary on different devices in the system 
(e.g., some might be exposed to physical attacks while others are protected). Also, 
assumptions on the adversary’s capabilities in respect to the overall system must 
be identified (e.g., is the adversary capable to control at most a certain share of all 
devices, is the adversary capably of instantaneously gain control over a device / a 
number of devices). 
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ID  FR.AT.5 (Mandatory) 

Title Trust in Verifying Entity 

User Role System Administrator, Personnel, Internal Operator 

Description 

For all devices that should be monitored via remote attestation, a trusted 
component is required that can capture the relevant information about the 
prover device’s state, called attestor. This trusted component can be integrated 
into the device, like a Trusted Execution Environment, or external, like a 
cryptographic co-processor (e.g., TPM). However, the component must be able to 
capture all information relevant for the attestation. In particular, for run-time 
attestation, the attestor must be able to monitor the run-time behaviour of the 
prover device. This trusted component needs to provide the primitives and 
functionalities presented in Section 0. 

Furthermore, The verifier in an attestation protocol must be trusted (FR.AT.1). 
However, the entity acting as verifier can vary in different attestation instances, i.e., 
one verifier can be a prover towards another entity. In that relation, the verifier is 
not required to be trusted. Trust relations between different entities, acting in 
different roles, must be managed. The aim of this process if to enable the support 
of extended trust-aware service graph chains, for highly decentralized and 
interconnected SoS, with verifiable evidence on their correctness and 
functional safety, from their trusted launch and configuration to the runtime 
attestation of both behavioural and low-level concrete execution properties about a 
system’s integrity and execution correctness (see FR.AT.3). 

 

ID  FR.AT.6 (Mandatory) 

Title Operations and Controls to (Securely) Judge Device State 

User Role System Administrator, Personnel, Internal Operator, Consultant for Security 
Assessment 

Description 

The PUZZLE-enabled entity, acting as the verifier, needs to be able to judge 
whether a prover device is in a correct state. This means that the verifier is 
provided with sufficient information to make this decision, and that it knows how to 
tell the state of a correct device apart from an incorrect one (i.e., it needs a 
verification policy – see FR.RA.1 and FR.RA.2).  

Sufficient information for the verifier means that it gets data that contain sufficient 
knowledge about the state of the prover device with respect to relevant attacks, 
e.g., to detect run-time attacks (like return-oriented programming), the verifier need 
to get information about the indirect branches executed by the prover device or 
information whether all branches are valid with respect to the prover’s control-flow 
graph (CFG). Additionally, the verifier needs to check that no other attack vector 
has been exploited by an adversary, e.g., information about all privileged 
software of a prover device must be provided to the verifier or the verifier 
needs assurance that the prover’s software cannot be influenced by other 
components (e.g., because it is isolated in an enclave).  

The verification must be possible in an efficient way and the verifier device needs 
to have sufficient resources (e.g., in terms of memory and computational power) to 
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perform the attestation. At the same time, the verification policy must define 
conditions to identify all relevant attacks (e.g., run-time attacks, malware infection, 
etc.) and to identify uncompromised devices respectively. Depending on the 
verification policy the verifier needs additional information, like the prover 
device’s input data, to decide on the correctness if its state. 

 

ID  FR.AT.7 (Mandatory) 

Title Service Configuration Integrity Verification 

User Role System Administrator, Personnel, Internal Operator, Consultant for Security 
Assessment 

Description 

One of the main functionalities of the PUZZLE framework is related to software 
integrity and correctness of the services deployed over the target edge nodes; 
both during the service deployment and execution phases. Thus, the platform 
should be able to verify (by providing runtime verifiable evidence) that the software 
building blocks of a service, running on an edge node are trustworthy and have not 
been tampered with by intruders or malware. This dynamic assessment and 
integrity preservation will leverage the PUZZLE attestation enablers (FR.AT.1 and 
FR.AT.3) and should take place either locally in the edge device or remotely. The 
root of trust hardware or software, in the edge node, must offer the following 
functionalities: 

Ø Support software measurement extraction and secure measurement 
reporting, using the PUZZLE tracing capabilities (cf. FR.AT.8); 

Ø Supporting remote attestation functionalities (cf. FR.AT.1); 
Ø Supporting sealing and binding operations (Section 0). 

 

ID  FR.AT.8 (Mandatory) 

Title Service Execution Integrity Verification 

User Role System Administrator, Personnel, Internal Operator, Consultant for Security 
Assessment 

Description 

Besides the verification of configurational properties of deployed services 
(FR.AT.6 towards ensuring the integrity of service binaries), the PUZZLE platform 
will also target the verification of low-level behavioural execution properties during 
the execution of a service or safety-critical function. Such behavioural properties (i.e., 
execution paths to specific memory regions, ports and network interfaces, etc.) 
capture a service’s runtime behaviour which is reflected as a Control-Flow Graph 
(CFG). The platform will leverage the runtime control- and data-flow attestation 
enablers (FR.AT.5) for verifying the dynamic state of an edge node so that it can 
capture control-flow attacks at the binary level of a service while coping with the 
strict scalability, performance, robustness and reliability requirements of distributed 
fog-based environments. 
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ID  FR.AT.9 (Mandatory) 

Title Software-based Real-Time Device Data and Execution Stream Processing 
and Tracing Capabilities 

User Role System Administrator, Personnel, Internal Operator, Consultant for Security 
Assessment 

Description 

One important security feature of PUZZLE framework is the provision of scalable 
(layered) attestation services (cf. FR.AT.3) which requires correlation of attestation 
data and policies and local security processing for improved efficiency. Thus, the 
framework should support the deployment of local agents to all edge nodes which 
will be responsible for the runtime data and execution stream monitoring and 
introspection towards the efficient tracing of the control- and information-flow 
execution paths need by the PUZZLE attestation and configuration integrity 
verification services. The PUZZLE Runtime Tracer will provide dynamic tracing 
functionalities, as programmable components, enabling the continuous monitoring 
and the configurational and behavioural execution properties of interest. This 
provides the trusted anchor with the compiled control- and information-flow graphs 
(CFGs & DFGs) that represent the runtime state of a remote edge node to be attested 
and verified during runtime. Programmability will provide the option to change the 
monitoring processes at runtime. 

 

ID  FR.AT.10 (Desirable) 

Title Timeliness of Attestation 

User Role System Administrator, Internal Operator 

Description 

The verifier must provide means to verify the timeliness of attestation 
information. This requires either a bi-directional channel between the verifier and 
the prover (for the verifier to send a nonce to the prover, cf. FR. AT. 1), or that timing 
information from another trusted source is integrated into attestation reports (cf. 
https://doi.org/10.1145/3098243.3098260). 

The attestation system must provide solutions to address the following timing-related 
problems: (1) attestation does not provide information about the system state 
before the attestation measurement was started, and (2) no information is 
available for the time between the end of the measurement and the use of the 
system, aka Time of Check Time of Use (TOCTOU) problem [48]. Essentially, this 
attack tries to exploit the “time window” between an attestation request and when a 
device was compromised/attacked by an external adversary. Note that the 
underlying Platform Configuration Registers (PCRs) software measurements is 
requested and executed after the adversary has tampered with the execution state 
of the target device. 

 

ID  FR.AT.11 (Desirable) 

Title Scalable Attestation Information Transfer (Storage) 
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User Role System Administrator, Internal Operator 

Description 

Attestation information must be securely transmitted (cf. FR.IA.1) between the 
prover and verifier - possibly indirectly or even through the PUZZLE SIX 
component. This requires that there exist an (indirect) trust management channel 
between the prover and the verifier entity / all entities that act as a verifier. 
Furthermore, all components involved in the transmission must provide sufficient 
capacity to transmit the required attestation information. For static attestation the 
amount of data is relatively low, however, for fine-grained run-time attestation 
information large amounts of data need to be transmitted, possible continuously. If 
(detailed) attestation information should be stored, e.g., in a distributed ledger, 
sufficient storage space must be available. 

Additionally, the transmission must not delay the attestation information, for the 
system to be able to fulfil timeliness requirements (cf. FR.AT.11) 

 

ID  FR.AT.12 (Mandatory) 

Title Repository of Trusted Inspection Programs 

User Role System Administrator, Security Service Provider 

Description 

Based on the requirements described in Section 5.1.1.2, there must be a collection 
of monitoring, inspection, and enforcement programs that can be dynamically loaded 
at runtime by the PUZZLE security agents. The repository must ensure the origin, 
and trustworthiness of such programs. A program must not be inserted in the 
repository if its source and integrity cannot be verified.   

 

5.1.1.5 Runtime Risk Assessment, Forecasting and Policies Compilation 

ID  FR.RA.1 (Mandatory) 

Title 
Annotate the graphical description, produced by the risk assessment 
process for the target SoS, with vulnerability constraints, security policies 
and QoS requirements (aka “Configurations”) through a unified and abstract 
model. 

User Role System Administrator 

Description 

The System Administrator (acting as the security service operator) should be able 
to express graphically the various constraints that might be imposed through the 
identified vulnerabilities and risk factors as these have been outputted from the Risk 
Assessment framework. These should be tailored to each asset and service, of the 
target ecosystem, network link requirements, security and privacy constraints, 
data and service availability, and monitoring. The PUZZLE Recommendation 
Engine [43] should be able to automatically extract high-level security policies 
and optimal allocation of PUZZLE security agents for the orchestration of the 
provided security services based on monitored data. Annotated policies and 
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configurations should be able to be defined at various business ecosystem 
granularity levels: 

Ø Node Level: Specific (attestation) policies and requirements for the data 
collected at the edge of the targeted business ecosystem; 

Ø Edge Level: Policies configurations for the relationship between the 
services. 

The configurations and policies model should be extensible so as new 
features/agents can be added based on the run-time risk assessment performed. 

 

ID  FR.RA.2 (Mandatory) 

Title 
Enable the identification of “optimal” mitigation measures and security policy 
recommendations based on the risk assessment results that consider the 
interdependencies of assets and possible impact of threat vectors in 
business ecosystems. 

User Role System Administrator, Internal Operator 

Description 

The Risk Assessment framework will take advantage of the graphical 
representation of the PUZZLE-enabled environment in order to identify possible 
attack paths formed through the dependent assets of the supply chains. Given this, 
the System Administrator will be assisted in the process of compiling security and 
verification policies that can be enforced to mitigate the identified threats and 
aim to increase the resilience of the target business ecosystem. Towards this 
direction, the risk assessment will be performed on a cumulative manner, i.e., by 
assessing the cybersecurity risks of the interdependent assets in order to enable 
the assessor to define optimal counteraction strategies. 

 

ID  FR.RA.3 (Mandatory) 

Title 
Enable policy enforcement through the expression of Security, Trust and 
Operational Assurance polices in the context of PUZZLE Deployed Agents 
(Orchestration of Security-as-a-Service). 

User Role System Administrator 

Description 

The Security Service Operator should be able to express policies that regulate the 
operational behaviour of the PUZZLE deployments and ensure the correct 
execution and data sharing, and functional safety of SMEs during runtime. The 
aforementioned objectives will be met through the definition of a policy metamodel 
that facilitates the expression of policy objectives and enables policy enforcement 
through the PUZZLE agents to be deployed via the security orchestrator. The 
policy definition will be part of the Risk Assessment framework and will require the 
engagement of the Security Service Operator, who will be in position to take 
informed decisions for policies to be enforced based on the risk assessment results. 

The security policies essentially reflect the set of configuration and behavioural 
properties (i.e., codebase) that needs to be attested and verified during run-time. It 
is imperative to be able to express policies that: (i) when enforced, mitigate the risks 
of the safety and security critical systems desired to be composed, (ii) regard 
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properties that can be secured by the resource constrained embedded 
components, (iii) safeguard the privacy of attesting devices by specifying the 
general principles for attestation data protection (cf. FR.IA.1), and (iv) specify the 
type of evidence to be collected from a system, in case it fails to attest some of its 
properties, so as to perform a more in-depth investigation of the system’s behaviour 
towards detecting if any type of malware is resident (cf. FR. AT.6). Defined policies 
must be expressive, deployable, and enforceable and may be dynamically 
updated if the attack graph is amended with new types of vulnerabilities. 

 

ID  FR.RA.4 (Mandatory) 

Title 
Enable threat intelligence analysis assisted by forecasting mechanisms that 
consider the constraints, security policies, available resources and QoS 
requirements (aka “Configurations”) in the context of digital representations 
of the PUZZLE deployments. 

User Role System Administrator 

Description 

In order to meet the requirement for secure and operational correct 
“Configurations”, the System Administrator (of the SME/ME) should be able to 
monitor the deployed environment based on digital representations of mission 
critical components of the target business ecosystem. The digital representation 
will allow the Risk Assessment module and the business stakeholders to assess 
the status of the deployments and validate the applicability of defensive actions and 
attestation policies towards the fault tolerance and attack resilience.  

The real world CPSoS should be able to interact with their digital twins using 
hardware/software interfaces so as to support a continuous sync of the real and the 
virtual world. This operation should be supported by the analysis of the available 
resources at the mission-critical components, so that to drive the decision making 
on the enforcement of mitigation and attestation actions. 

5.1.1.6 Collective Threat Intelligence & DLTs/Smart Contracts for Secure Data Sharing 

ID  FR.SIX.1 (Mandatory) 

Title Distributed Ledgers 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 

The distributed ledger database (leveraged by the PUZZLE SIX component) is a 
decentralized network that allows their members to securely verify, execute, 
and record their own transactions without relying on a central trusted 
authority. Distributed ledgers are non-trusted systems, meaning that no participant 
needs to trust any other participant to guarantee a valid ledger. Once a ledger 
update happens, all members update themselves with the new, correct copy of the 
ledger. Security of the ledger relies on cryptographic keys and signatures (cf. 
FR.SC.1). Distributed ledgers allow businesses and individuals to quickly carry out 
secure transactions by avoiding intermediaries. Moreover, there is no need to trust 
central authorities such as bankers, lawyers, politicians etc…. Distributed ledgers 
are widely deployed in applications that require multiple stakeholders to 
communicate and share data in a secure, accountable, and privacy-preserving 
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manner – as is the case in PUZZLE where extracted threat intelligence information 
might need to be shared and accessed by multiple authorized parties.  

Interaction interfaces between backend storage and the deployed ledgers should 
also be supported. This can include: (i) pointer interfaces pointing where the data 
is stored in back-end storage (w.r.t. pointer creation, update and deletion); (ii) 
search interface data seekers, so that a search on ledger (on-chain and off-chain) 
can be referred to back-end data storage access. 

 

ID  FR.SIX.2 (Mandatory) 

Title Context Broker and Blockchain Basic Components 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 

A cloud-based server should be needed to statically and back-ended store all 
monitored data as well as extracted threat intelligence information:   

Ø Basic ledger components: block design – size of block, what information 
should be stored in genesis block (e.g., policy, membership information) 
and normal blocks.   

Ø Necessary considerations: Blocks should at least support ability of 
storing encrypted pointer, encrypted information and public metadata. 
Other information, such as policy, parameters, should be considered their 
formats of being store on the ledger. 

 

ID  FR.SIX.3 (Mandatory) 

Title Blockchain Hash Function 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 
The choice of hash function – secure and efficient hash computation level (e.g., the 
SHA-256 and above). This depends on which current Blockchain platform the 
PUZZLE platform will leverage. Mekel tree is needed – being packed with hash 
function towards efficient verification of block information. 

 

ID  FR.SIX.4 (Mandatory) 

Title Blockchain Consensus 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 

The selection of consensus algorithms and operational nodes for block mining. 
PUZZLE will push membership authentication, within the set of authorized 
stakeholders, without assuming that all requesting partners are honest. There is no 
need to consider the use of PoW and even PoS mechanisms which are not 
environmentally friendly mechanisms. Instead, low-carbon and swift algorithms, like 
proof of authority and PBFTs, should be considered in PUZZLE – to achieve a 
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quick consensus to reduce the information/block mining time, making all 
information updates on the ledger much more efficient and trustworthy. 

 

ID  FR.SIX.5 (Mandatory) 

Title Blockchain Toolkit for trusted On- and Off-Chain Data and Knowledge 
Management 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 

PUZZLE is conceived as a framework for detecting security policy violations and any 
vulnerabilities, in SME business ecosystems, by monitoring the security context of 
(one or more) virtual services running in the target environment. Even if data 
encryption is used both for data at rest and data in transit, it is necessary a fine-
grained control over who is allowed to use data and to change the collection tasks. 
There are two main threats: 

Ø unauthorized access to sensitive or private data;  
Ø wrong, weak, or malicious configuration of the collection process, which 

may retrieve too few data for detection or overwhelm the system. 

There are multiple entities that may be interested in accessing the context:  

Ø detection and analysis algorithms, which process data;  
Ø cyber-security staff, which may visualize data for their own analysis and 

investigation;  
Ø service providers, which may visualize data or use it for their own 

management purposes.  

Within each category, there are multiple individuals that play different roles; for 
instance, among cyber-security staff, there may be multiple seniority levels.  

It is therefore important to establish different roles in the system, with different 
privileges in accessing and modifying the security context. Therefore, PUZZLE 
should provide a trusted Blockchain wallet for each supply chain stakeholder. Such 
a Blockchain wallet will be able to handle basic ledger operation fees and digital 
transactions to other partners. The wallet could be further implemented with 
trusted hardware for its authentication and for dealing with privacy-preserving 
data and threat intelligence transactions. 
For instance, the SME owners must be willing to share threat intelligence 
information with each other. However, the shared information should not 
contain sensitive information, i.e., the information sharing must be selective. At 
the same time, the restraining of information must not enable an adversary to hide 
itself from being detected via attestation. 

 

ID  FR.SIX.6 (Mandatory) 

Title Blockchain for Smart Contract for Secure Data Sharing 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description PUZZLE should allow an SME&ME to choose the smart contract instance to be used 
for exchanging data and knowledge with regards to cyber threats and vulnerabilities. 
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PUZZLE should provide information on the available smart contract instances, the 
verified identity of the “security provider”, the policies to comply with and statistics 
about the activity observed over a user-defined period. 

PUZZLE should make sure smart contracts can be deployed and executed 
automatically when some predefined conditions are satisfied (programmable 
automatic smart contracts). Furthermore, PUZZLE will make use of smart contract 
logic to support trusted on- and off-chain data and knowledge management 
services through the specification of novel TC-based security and privacy-
preserving protocols. The vision is to enable data ownership safeguarding (privacy 
by design), data provenance and sovereignty checking and trusted consent 
management, while respecting prevailing GDPR legislation; a building block towards 
trustworthy (threat intelligence and attestation) information exchange protocols. 
Envisioned operations include trusted authentication, attestation, certification, 
and other related crypto-based secure operations.) 

 

ID  FR.SIX.7 (Mandatory) 

Title Flexible Smart Contract Template Lifecycle Management 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 

PUZZLE should allow the definition of several smart contract templates, tailored to 
the needs of different groups of SMEs&MEs (e.g., based on their 
vertical/market/domain). Different templates can be specified, each one defining a 
custom set of policies on the type of data and knowledge with regards to cyber 
threats and vulnerabilities to be shared, when and by whom. Several instances of 
the smart contract template may coexist independently. Existing templates can be 
updated without disrupting the operation of an already instantiated smart contract.   

 

ID  FR.SIX.8 (Mandatory) 

Title Blockchain Roles and Membership Definition and Access Control 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 

PUZZLE will further consider a secure server management solution to give the 
corresponding rights to different roles in the consortium of various SMEs, e.g., 
admin, data submitter, updater and reader. An access control over the server 
should be necessary via a natural membership authentication and access 
control mechanism (cf. FR.SC.3).   

 

ID  FR.SIX.9 (Desirable) 

Title Reflective (Event) Information of the Security & Monitoring Operations on the 
Ledger 

User Role System Administrator, Consultant for Security Assessment, CIO 
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Description 
All updates and events related to the monitoring and introspection events (as well 
as the secure communication activities – cf. FR.SC.6) should be considered to be 
marked on the ledger, so that any attempted (malevolent) change is noticeable.   

 

ID  FR.SIX.10 (Desirable) 

Title An Extra Inside-Consortium Privacy Layer for Access Control 

User Role System Administrator, Consultant for Security Assessment, CIO 

Description 

For maintaining adequate privacy, some secret information should only be shared 
within a subgroup of SME stakeholders. For instance, consider the case of the 
envisioned Cloud-based Activity tracking use case where some extracted threat 
intelligence information and knowledge should be accessible by only a specific 
subset of security consultants. Towards this direction, PUZZLE should provide a 
desirable support for insider-consortium privacy layer. This may be initially 
achieved by using lightweight crypto primitives such as Attribute-based Encryption 
(ABE), on top of the block information. In this case, any requested entity will be able 
to have access to the (encrypted) data but only those that can produce the 
necessary claims (aka privileges) should be able to decrypt it. 

5.1.1.7 Business Ecosystem “Security-as-a-Service” Marketplace 

ID  FR.MP.1 (Mandatory) 

Title Marketplace Registration of SMEs Interested in Cyber-Security Services 

User Role SMEs&MEs, Security Service Provider, Cyber Security Expert 

Description 

The platform should provide the capability to SMEs/MEs and Security Service 
Operators to register to the PUZZLE Marketplace in order to start using the offered 
functionalities, either as providers or consumers of services and information, 
or even both.  
The PUZZLE Marketplace should request during registration from entities wishing 
to register as service consumers, a detailed and structured listing of their assets 
and infrastructure (such as operating systems, installed software, hardware 
components, network settings etc.) so that using the PUZZLE services a complete 
graph of the consuming system can be built to be used in the operations of the 
different PUZZLE services (cf. FR. RA.1). 

The PUZZLE Marketplace should ensure that the registered entities are 
trustworthy, through methods of validating the registered assets, components and 
services. Required characteristics of PUZZLE’s Marketplace registration services 
are:  

Ø Easy to use interfaces for describing the infrastructure of an application; 
Ø Ability to validate the correct configuration/description of the infrastructure 

of an SME that has been registered to the PUZZLE Marketplace. 
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ID  FR.MP.2 (Mandatory) 

Title Cybersecurity Services On boarding by Target SMEs 

User Role SMEs&MEs, Security Service Provider, Cyber Security Expert 

Description 

The platform should provide the capability to easily onboard cybersecurity services 
to make them available to SMEs/MEs that use the PUZZLE Marketplace and want 
to adopt these solutions. The cybersecurity services can be indicatively: 
technological components (ex. Visualisation dashboards), innovative cybersecurity 
services, sophisticated intrusion detection mechanisms, decision support 
applications, novel algorithms, and models. The services will be developed by 
security service operators, within the project or coming from open source initiatives, 
past and ongoing projects, as well as other third-party services that are highly 
operational.  

Required characteristics of PUZZLE’s Cybersecurity Services Onboarding are:  

Ø Easy to use templates to onboard a cybersecurity service providing all the 
necessary information required; 

Ø Enhanced security and trustworthiness by providing the necessary 
guarantees of the correct configuration and deployment of a service that 
will be onboarded to the PUZZLE Marketplace. 

 

ID  FR.MP.3 (Mandatory) 

Title Cybersecurity Services Deployment by SMEs 

User Role SMEs&MEs, Security Service Provider, Cyber Security Expert 

Description 

The platform should provide the capability to SMEs/MEs to easily locate and adopt 
the cybersecurity services that are available through the PUZZLE Marketplace.  In 
this way, the SMEs/MEs will meet their end-to-end cybersecurity needs, from the 
execution of risk assessment and the provision of mitigation and intervention 
suggestions, to the actual deployment of such services over their infrastructure. 
The suggestions will take into consideration not only the cybersecurity services 
catalogue available through the PUZZLE Marketplace but also external 
stakeholders. Furthermore, the PUZZLE Marketplace should provide custom 
deployment instructions based on the selected service implementation details as 
well as on the infrastructure of the consuming SME/ME system, and perform the 
automated part of the service – if any -  based on this information. The execution 
and deployment of cybersecurity services may require, except for information on 
static information that has been provided during registration, also dynamic log and 
other data from the consuming system as well as the authorisation to directly make 
changes to the consumer’s system. In such cases, authorisation shall be provided 
from the consuming SME/ME to the PUZZLE service/Marketplace. The PUZZLE 
Marketplace will provide (for the services considered as an integral part of the 
PUZZLE framework, or at least document and point to) APIs that will enable the 
easy adoption and deployment of the services from the requesting SMEs/MEs 
systems. Except for supporting the adoption and deployment of the cybersecurity 
services, the Marketplace should ensure that any issues of code forging in the 
services are prevented, so that the suggested services are trusted themselves. 
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Required characteristics of PUZZLE’s Cybersecurity Services Consumption are:  

Ø Smart ways to browse through services and to get recommendations on 
cybersecurity services that could be useful; 

Ø Detailed documentation and supporting material for the fetching, 
integration and deployment of the suggested services; 

Ø Enhanced service trustworthiness by providing the necessary guarantees 
of the correct configuration of a service that has been onboarded to the 
PUZZLE Marketplace. 

Ø Increased information security and correctness by using the appropriate 
security protocols and interfaces. 

 

5.1.2   Trusted Components Basic Functionalities 

The set of basic functionalities that must be provided by the underlying component acting as a root-of-trust 

(for establishing “communities of trust” in the target business ecosystem), are the following: These constitute 

the functional basis that will be leveraged for the design and implementation of the PUZZLE edge trust 

assurance and attestation services for achieving the previously described functional requirements: 

TC Basic Functionalities 

• [TR. TCB. 1] It should provide non-volatile random access memory (NVRAM) storage as well as a 

pseudorandom number generator (Mandatory); 

• [TR. TCB. 2] It should provide a small set of platform configuration registers for holding the software 

measurements and traces extracted by the PUZZLE Attestation Toolkit (Mandatory); 

• [TR. TCB. 3] It should support protocol and algorithm agility for being able to choose among various 

cryptographic primitives and protocols for providing the necessary PUZZLE security services 

(Desirable); 

• [TR. TCB. 4] It should support enhanced authorization on which process, running on a device, can 

access the trusted component (Mandatory); 

• [TR.TCB.5] It should support software measurement and secure measurement reporting (Quote) – 

cf. FR.AT.8 (Mandatory); 

• [TR.TCB.6] Support remote attestation functionalities (cf. FR.AT.1) and sealing and binding 

operations (cf. FR.AT.7) (Mandatory). 
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TC Performance and Cost Effectiveness 

• [TR.TCB.7] It should be feasible to implement the PUZZLE attestation trust extensions, using the 

chosen trusted component, on the SME’s internal hardware devices with restricted memory, while 

providing an acceptable performance (Mandatory); 

• [TR.TCB.8] Selected trusted components should be chosen in such a way so that it is possible to 

enhance the performance of the PUZZLE security primitives and algorithms (Desirable); 

• [TR.TCB.9] The selected trusted component should be able to support the secure implementation of 

the PUZZLE secure fast offloading algorithms on an identified platform (i.e., ARM processors, 

relatively constrained 32-bit CPUs, FGPA/ASIC deployments, etc.) (Mandatory); 

• [TR.TCB.10] Integration and testing of the trusted component functionalities, including adequate 

support for the PUZZLE software stack (Desirable); 

• [TR.TCB.12] The use of PUZZLE trusted component to attest (during run-time) code snippets, running 

in an embedded system, should be substantially better than the (hardware-based) state of the art 

ones (Mandatory); 

• [TR.TCB.13] Allow support for some legacy primitives/protocols (Desirable). 

Implementation 

• [TR.TCB.10] The implementation of easily extendable software abstractions (e.g., interesting DICE 

abstraction supporting post-quantum algorithms), may facilitate research in the future (Desirable); 

• [TR.TCB.11] Trying to integrate PUZZLE attestation APIs with any type of trusted component 

(Desirable). 

 

5.2 PUZZLE High-level Security and Privacy Requirements  

This section gathers the list of security and privacy requirements. The list of security requirements is split in 

mandatory requirements and in desirable ones. Recall, as mentioned at the beginning of this chapter, that 

these reflect the high-level requirements that must be achieved through the integration and orchestration 
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of various secure monitoring, intrusion detection and prevention and trust assurance services and tools. The 

detailed mapping and break-down of specific security, privacy and operational assurance properties to the 

various endpoints of the target business ecosystems instantiation, per use case, will be provided in 

Deliverable D1.5 where the reference architecture of the entire PUZZLE framework will be documented 

alongside the type of configuration and execution properties to be monitored, attested and securely 

exchanged, thus, requiring confidentiality, integrity, availability, key establishment, etc. 

5.2.1    Security and Privacy Requirements 

 

ID  FR.SC.1 (Mandatory) 

Title Secure and Efficient Trust & Cryptography Anchors 

User Role All actors defined in Section 4.1.1 

Description 

The volume of data and type of computing devices and services, which are involved 
in the PUZZLE ecosystem, require that efficient cryptographic algorithms will be 
used. Starting from the work assumption that efficiency without security is 
meaningless, priority will be given to latter over the former. Observing that 
different parts of the system impose different constraints, cryptographic 
algorithms will be integrated to be efficient in situ while also guaranteed to 
be interoperable between different parts of the framework. For example, while 
virtual PUZZLE services may require a lightweight algorithm to secure data en route 
(cf.FR.SC.XX), the data aggregator agents may need to make this data more 
digestible for a zero-knowledge proof (towards achieving the required data privacy 
and anonymization – cf.FR.IA.4) by re-encrypting it using an algebraic cipher.  

This will also leverage the root of trust capabilities, of the underlying trusted 
component, of each device for enabling the protection from data leakages and other 
types of attacks:  

Ø Enable the protection of sensitive information;  
Ø It should be hard for any adversary to learn the secret information required 

for any action (e.g., authentication, encryption, anonymization, etc.);  
Ø Credentials should be stored on edge nodes and services must be 

protected from tampering. 

 

 

ID  FR.SC.2 (Mandatory) 

Title Flexible and Reliable Key Management 

User Role  All actors defined in Section 4.1.1 
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Description 

Key management is the process of managing cryptographic keys within a 
cryptosystem. It deals with generating, exchanging, storing, protecting, and 
replacing keys. A key management system also includes cryptographic protocol 
designs. Successful key management is critical to the security of any ecosystem of 
devices with the increase dependence on cryptography in everyday applications. It 
is very important and challenging to keep cryptographic keys safe and secure. If a 
single key is compromised, this could lead to a massive data leak with the 
consequential reputational damage and loss of user confidence. Thus, PUZZLE 
reliable key management should establish and specify rules to protect its 
confidentiality, integrity, availability, and authentication of sources (within 
the business SME ecosystem) from where correct data will be monitored to 
detect any risks and vulnerabilities. The process of key management is essential 
for all use cases including Industrial Internet of Things (IIoT), such as the Cloud-
based Activity Tracking including functional-safe sensors/actuators, which are 
being deployed in monitoring a user’s activities.  

PUZZLE should be able to support all necessary mechanisms for managing a set 
of keys for all envisioned functionalities; i.e., secure monitoring of traces and log 
files, secure and privacy-preserving of such data traces (as well as threat 
intelligence information) to the backend centralized monitoring system, secure 
remote asset management. In this context, appropriate research is needed to 
see how to better manage the entire lifecycle of the required keys; whether 
there can be a link between some of the keys (derive keys from each other using 
the trusted component’s key hierarchy in order to reduce the key overhead). Keys 
that might be of interest include an: (i) Endorsement Key - used for securely 
registering a security service (from a third-party vendor) in the PUZZLE ecosystem, 
(ii) Attestation Key – used for the secure deployment and Zero-Touch 
Configuration Integrity Verification capabilities of PUZZLE edge trust assurance 
services (cf. FR.AT.1 and FR.AT.3), (iii) Direct Anonymous Attestation (DAA) 
Key  - used for platform authentication enhanced with privacy-preserving 
capabilities, and (iv) PUZZLE Orchestration Key – used for protecting the 
communications between all the edge devices with the backend infrastructure 
(establishment of a trust management channel).    

 

ID  FR.SC.3 (Mandatory) 

Title Access Control 

User Role  All actors defined in Section 4.1.1 

Description 

Access control is concerned with allowing authorized parties, and only them, to 
access, read, modify, and erase the information received, collected, or generated 
within the PUZZLE framework. Upon receiving a request, the access control 
module will determine that the requestor has a legitimate claim to the data, 
i.e., that they are authorized to make this type of request, for this type and volume 
of data, at this time, using the communication channel through which the request 
has arrived. Having established the legitimacy of the request, the access control 
module will determine the required access level (e.g., read, decipher, write, 
encipher, modify, erase) and instruct the relevant modules of the system to 
execute the request. The proper operation of the access control module will 
ensure that the data secrecy (cf. FR.IA.2) and data integrity (cf. FR.IA.1) are not 
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violated and it will be seamlessly integrated into the storage mechanism (cf. 
FR.DLT.1) and the communication channels. 

 

ID  FR.SC.4 (Mandatory) 

Title User (Tenant) Privacy 

User Role  All actors defined in Section 4.1.1 

Description 

PUZZLE targets business ecosystems that may incorporate multiple users and 
tenants; e.g., system users, administrators, clients, etc. The interests of the data 
subject will play a central role throughout the design process to ensure that only 
ethically acceptable, legally permitted, and minimally required data is 
collected, processed, and disseminated by the PUZZLE framework towards 
detecting any policy violation and possible vulnerability. 

 

ID  FR.SC.5 (Desirable) 

Title Cryptographic Primitives Supported for Trust-Aware Service Graph Chains 

User Role  All actors defined in Section 4.1.1 

Description 

PUZZLE must provide advanced security and trust establishment services (cf. 
FR.AT.2 and FR.AT.3), through secure cryptographic functions including secure 
authentication, encryption and signing functions (cf. FR.SC.1), towards the creation 
of “communities of trusted devices” distributed over the continuum from cyber-
physical end devices, to edge servers and cloud facilities. Such primitives form the 
basic security and privacy-preserving functionalities that support the more complex 
operations of Remote Asset Management (FR.AT.2), Remote Attestation (FR.AT.1) 
and Layered Attestation Orchestration (FR.AT.3). The platform will, therefore, 
include both symmetric cryptography (used for tasks such as verifiable computing) 
and asymmetric cryptography (also known as public key cryptography and used for 
establishing secure connections). Namely this includes:  

Ø Key generation and storage functionalities (cf. FR.SC.2);  
Ø Hash functions; 
Ø Message Authentication Code (MAC);  
Ø Symmetric Encryption;  
Ø Digital (anonymous) signatures;  
Ø Public key encryption  and key exchange;  
Ø Direct Anonymous Attestation (DAA) for enhanced data privacy and (user-

controlled) anonymity. 
 

ID  FR.SC.6 (Mandatory) 

Title Secure Communication Channels 

User Role  All actors defined in Section 4.1.1 
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Description 

PUZZLE will collect data and measurements from virtual services and edge devices 
(comprising the service graph of a business ecosystem) in a programmatic way, 
but it is not part of the service graph. Virtual services typically run in isolated 
environments, and only limited access is allowed to frontend functions.  
The PUZZLE Security Provider must provide a safe and trustworthy communication 
channel to plug PUZZLE components in the service graph and to control them at 
run-time (secure remote asset management). The PUZZLE framework must be 
able to:  

Ø collect data from any local security agent, and  
Ø access and configure any local security agent independently of its 

placement in the graph. 

5.2.2   Data Integrity and Secrecy Requirements 

ID  FR.IA.1 (mandatory) 

Title Data Integrity and Authenticity Guarantees 

User Role  All actors defined in Section 4.1.1 

Description 

Data integrity (sometimes also called data authenticity; not to be confused with user 
authentication) is concerned with a party’s confidence that the data they have 
received or provided was not modified by an unauthorized party.  Data integrity will 
be ensured by means of cryptographic authentication (e.g., MACs, digital 
signatures), leveraging the crypto capabilities of the underlying trusted component 
(Section 0), using efficient mechanisms tailored to the type of monitored data, 
envisioned in business ecosystems, and involved parties (cf. FR.SC.1).  

In this context, integrity and authenticity of all exchanged information 
(including applications’ logs, network packets as well as attestation 
information) should also be provided. Depending on the system design, this can 
be archived implicitly, e.g., when systems are physically connected to each other 
and the adversary is assumed to not be able to tamper with this physical 
connection, or via cryptographic methods. For cryptographic solutions: (1) the 
cryptographic keys must be protected such that only legitimate entities / 
components can access them (e.g., only the attestor component of a prover 
device), and (2) key establishment and distribution in the overall system must be 
possible (cf. FR. SC.2), e.g., via a public key infrastructure (PKI) operated by a 
trustworthy entity. 

 

ID  FR.IA.2 (mandatory) 

Title Data Secrecy 

User Role  All actors defined in Section 4.1.1 

Description 
Data secrecy (sometimes also called data privacy; not to be confused with user 
privacy) is concerned with a party’s ability to make sense of the data they have 
obtained. Data secrecy will be ensured using efficient encryption mechanisms 
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tailored to the type of data and involved parties (cf. FR.SC.1), under the 
authorization of the access control module (cf. FR.SC.3). 

In the context of PUZZLE, the envisioned monitoring and detection framework will 
have a distributed architecture, made of local processing tasks (deployed to the 
cyber-physical systems of the target business ecosystem) and centralized analysis 
algorithms, running in the back end, for identifying any security policy violations. 
Therefore, PUZZLE will leverage state-of-the-art cryptographic primitives (cf. 
FR.SC.5) for protecting both data in transit and data at rest. The specific target 
is to avoid increasing the attack surface, by giving the attacker the possibility to 
catch or alter the security context, in order to deceive the detection process. 

 

ID  FR.IA.3 (mandatory) 

Title Secure Data Delivery 

User Role  All actors defined in Section 4.1.1 

Description 

The PUZZLE framework must collect security context from the service graph of a 
business ecosystem and feed the centralized detection logic. Multiple algorithms 
will be deployed to analyse and correlate data, so the PUZZLE framework should 
take care of dispatching the correct set of data to each of them. There are two main 
delivery methods that should be supported by the framework: 

Ø Real-time: data is delivered on the fly while it is collected and after been 
attested; this allows for collecting data whose integrity has been verified 
while supporting reduced latency and overhead for algorithms in retrieving 
data; 

Ø Historical: data is stored in PUZZLE storage engine and can be requested 
and accessed through the leveraged Blockchain-based infrastructure. This 
method offers the possibility for late investigation and identification of attack 
patterns in a secure, accountable and privacy-preserving manner. 

The mechanisms for data delivery (including storage) must also account for the 
presence of multiple tenants. It is therefore required the ability to partition data 
according to the service they are originated for. Partitioning is useful to correlate data 
among similar services. In fact, many similar services may be instantiated from a 
common template, hence sharing vulnerabilities. In addition, the increasing adoption 
of new business models, where services and processes from multiple organization 
are pipelined to create new value chains, is creating stronger security dependencies 
between organization and their business. A compromised service from a supplier 
becomes a privileged attack vectors towards its customers. Similarly, advanced 
persistent attacks might carry out different intrusion attempts on interconnected 
services. The ability to correlate security-related data and events from multiple 
services is expected to improve the detection capability, while propagating faster 
alerts along the business chain. 

 

ID  FR.IA.4 (mandatory) 

Title Anonymization 

User Role  All actors defined in Section 4.1.1 
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Description 

Inspection of applications’ logs and network packets (data that will be monitored by 
the PUZZLE deployed agents) may disclose private or sensitive information. The 
most straightforward example is the logs from a web proxy, which records the web 
sites and frequency access. To address this issue, monitored data should be 
classified and labelled according to the presence of private or sensitive data, 
and there should be some technical or procedural mean to limit the 
processing or extrapolation of such kind of information. PUZZLE will be able 
to support enhanced anonymization mechanisms using advanced cryptographic 
primitives (cf. FR.SC.5) such as blind signatures, group-based pseudonyms, and 
Direction Anonymous Attestation. 

 

5.3 PUZZLE Non-Functional Requirements 

The enumerated listings that follow make a concrete mapping between the core quality model attributes and 

the functional requirements that they correlate to. In parallel, for each non-functional requirement, a brief 

description of the PUZZLE relevant characteristics is also provided. 

ID  NFR.1 

Title Performance Efficiency 

Description 

This characteristic represents the performance relative to the amount of 
resources used under stated conditions. This characteristic is composed of the 
following sub-characteristics:  

Ø Time behaviour. Degree to which the response and processing times 
and throughput rates of a product or system, when performing its 
functions, meet requirements.  

Ø Resource utilization. Degree to which the amounts and types of 
resources used by a product or system, when performing its functions, 
meet requirements.  

Ø Capacity. Degree to which the maximum limits of a product or system 
parameter meet requirements. 

Functional 
Requirements 

FR.NSM.1: Processing of Heterogeneous Information Flows 
FR.NSM.2: Exchange of Cyber Security Information 
FR.NSM.4: Real-time Provision of Cyber-Security Alerts 
FR.NSM.9: Services for Analytics over Encrypted Network Traffic 
FR.PA.3: Optimisation of monitoring and processing based on 
programmable network security mechanisms and hardware acceleration 
(e.g., programmable data plane, packet processing acceleration). 
FR.PA.5: Optimisation of Monitoring and Processing based on 
Microservices and Service Composition (e.g., service chaining) 
FR.OSC.1: Orchestration Tools 
FR.OSC.2: Support Multiple Detection Algorithms 
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FR.OSC.5: Deployment of PUZZLE Security Agents and Safe Monitoring & 
Introspection 
FR.OSC.6: Scalable Detection and Analysis Algorithms 
FR.AT.1: Secure Remote Attestation Protocol 
FR.AT.2: Secure Remote Asset Management 
FR.AT.4: Detection of Run-time Attacks 
FR.AT.7: Operations and Controls to (Securely) Judge Device State 
FR.AT.8: Service Configuration Integrity Verification 
FR.AT.9: Service Execution Integrity Verification 
FR.AT.10: Software-based Real-Time Device Data and Execution Stream 
Processing and Tracing Capabilities 
FR.SC.1: Secure and Efficient Trust & Cryptography Anchors 

 

ID  NFR.2 

Title Compatibility 

Description 

Degree to which a product, system or component can exchange information with 
other products, systems or components, and/or perform its required functions, 
while sharing the same hardware or software environment. This characteristic is 
composed of the following sub-characteristics:  

Ø Co-existence. Degree to which a product can perform its required 
functions efficiently while sharing a common environment and resources 
with other products, without detrimental impact on any other product.  

Ø Interoperability. Degree to which two or more systems, products or 
components can exchange information and use the information that has 
been exchanged.  

The need to implement new paradigms of security mechanisms for resource-
constrained SME business ecosystems cannot break existing (security) practice 
and processes. In this respect, it is important to facilitate interoperability and, most 
of all, integrability with existing tools. The PUZZLE run-time components should 
be, architectural-wise and implementation-wise, close to the industry. For this 
reason, PUZZLE will provide support to a number of commonly used standards, 
standard syntax, APIs, widely available tools, technologies, methodologies and 
best practices. The system should support abstractions which will hide from 
developers and their applications details regarding the system and application 
infrastructure. PUZZLE will provide a REST API for providing full control of its 
security services, including the ability to : i) upload, remove, start, stop and 
configure all security algorithms and protocols, ii) add and remove tracing and 
inspection programmable agents, and iii) configure authentication, authorization 
and access control. 

Furthermore, several framework are already available to collect data and 
measurements, both for resource monitoring and attack detection. They allow 
unified management of logs from different applications (this is often used by SIEM 
for collecting logs). The PUZZLE framework should maintain compatibility with 
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existing tools (e.g., ELK, Prometheus), to leverage existing integrations with many 
common software and applications. 

Functional 
Requirements 

FR.NSM.2: Exchange of Cyber Security Information 
FR.OSC.1: Orchestration Tools 
FR.OSC.2: Support Multiple Detection Algorithms 
FR.OSC.5: Deployment of PUZZLE Security Agents and Safe Monitoring & 
Introspection 
FR.AT.2: Secure Remote Asset Management 
FR.AT.9: Software-based Real-Time Device Data and Execution Stream 
Processing and Tracing Capabilities 
FR.RA.1: Annotate the graphical description, produced by the risk 
assessment process for the target SoS, with vulnerability constraints, 
security policies and QoS requirements (aka “Configurations”) through a 
unified and abstract model 
FR.RA.4: Enable threat intelligence analysis assisted by forecasting 
mechanisms that consider the constraints, security policies, available 
resources and QoS requirements (aka “Configurations”) in the context of 
digital representations of the PUZZLE deployments. 
FR.SIX.1: Distributed Ledgers 
FR.SIX.6: Blockchain for Smart Contract for Secure Data Sharing 
FR.SIX.7: Flexible Smart Contract Template Lifecycle Management 
FR.MP.2: Cybersecurity Services On boarding by Target SMEs 

 

ID  NFR.3 

Title Third Party Support 

Description 

All PUZZLE solutions and security (e.g., attestation) protocols should be 
virtualization-aware; e.g., to facilitate context-switch among VMs and containers 
for key registers;  

Easy to support on a wide range of resource-constrained IoT devices including 
smart-phones;  

Easy to port to existing architectures. PUZZLE should consider the integration 
with existing products, in particular Operating Systems and support for 
standardization in international bodies. In this context, PUZZLE monitoring and 
security protocols should not be platform specific. 

Functional 
Requirements 

FR.NSM.1: Processing of Heterogeneous Information Flows 
FR.NSM.2: Exchange of Cyber Security Information 
FR.NSM.4: Real-time Provision of Cyber-Security Alerts 
FR.NSM.9: Services for Analytics over Encrypted Network Traffic 
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FR.PA.3: Optimisation of monitoring and processing based on 
programmable network security mechanisms and hardware acceleration 
(e.g., programmable data plane, packet processing acceleration). 
FR.PA.5: Optimisation of Monitoring and Processing based on 
Microservices and Service Composition (e.g., service chaining) 
FR.OSC.1: Orchestration Tools 
FR.OSC.2: Support Multiple Detection Algorithms 
FR.OSC.5: Deployment of PUZZLE Security Agents and Safe Monitoring & 
Introspection 
FR.OSC.6: Scalable Detection and Analysis Algorithms 
FR.AT.1: Secure Remote Attestation Protocol 
FR.AT.2: Secure Remote Asset Management 
FR.AT.4: Detection of Run-time Attacks 
FR.AT.6: Operations and Controls to (Securely) Judge Device State 
FR.AT.7: Service Configuration Integrity Verification 
FR.AT.8: Service Execution Integrity Verification 
FR.AT.9: Software-based Real-Time Device Data and Execution Stream 
Processing and Tracing Capabilities 
FR.SC.1: Secure and Efficient Cryptography 

 

ID  NFR.4 

Title Legal Validity and Forensics 

Description 

Data collected by monitoring and inspection processes must be usable as 
evidence in case of attacks or illegal activity. The PUZZLE framework must be 
able to preserve the chain of trust from data origin to the data repository, hence 
implementing the following security services on all interfaces among involved 
processing and storage functions:  

Ø source authentication (e.g. digital signature);  
Ø data timestamping;  
Ø data confidentiality (e.g. cryptography);  
Ø data integrity (e.g. hashing);  
Ø mutual authentication of the parties involved in the exchange of 

information; 
Ø auditability of all monitored events through the use of policy-compliant 

Blockchain structures.  

The PUZZLE framework must capture enough information to trace security 
attacks in a reliable manner and to interpret the data post-factum, and to 
conserve the data for enough time. This information should include:  

Ø data and events collected by local agents;  
Ø alerts, warning, and indications from the detection algorithms;  
Ø actions carried out by humans or according to automated security policies; 
Ø snapshots of the virtual functions. 
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ID  NFR.5 

Title Lawful Compliance about the Treatment of Private and Personal Data 

Description 

The PUZZLE framework must fulfil the following requirements regarding the 
secure and privacy-preserving management of monitored data (Section 5.2): 

Ø access to users’ private and personal data is forbidden unless lawfully 
required by a Law Enforcement Agency; identification of security threats 
and attacks cannot be based on users’ private data; 

Ø users’ activity may be monitored and logged: logs automatically and 
freely collected may concern users’ usage of service provider’s physical 
and logical resources; such logs may be used to identify security threats 
and attacks;c 

Ø profiling of users’ activities based on other information than the ones 
quoted at point (b) are subject to users’ informed consent and fall under 
the GDPR domain [47]; 

Ø users must be informed about the scope of the collection of information 
quoted at point (c) as well as about the individuals/organizations that 
treat such information; users must be granted the right to access 
information quoted at point (c) and request their modification an 
cancellation;    

Ø organizational and technical measures must put in place to protect user-
related information from accidental loss or damages and from 
unauthorized access, cancellation or modification. 

 

ID  NFR.6 

Title Average Time to Re-Deploy Secure PUZZLE-enabled Service Graph 

Description 

When a policy violation or a vulnerability is detected by the PUZZLE framework, 
replacement of a compromised (virtual) function or service is the most effective 
remediation action when a single component is affected – but it might not be 
possible for stateful functions. In addition, multiple functions may be compromised 
before the attack is detected, so there are cases where re-deployment of the whole 
graph is the most convenient (if not the only possible) option. By using 
orchestration tools, the whole process is expected to take less than 5 minutes, for 
average applications made of no more than 6 software components. 
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6. Summary and Conclusions 

The deliverable at hand which is the initial deliverable of the PUZZLE project has worked an initial exploration 

and description of the state-of-the-art for its technology modules and defined the mandatory and desirable 

requirements stemming out of the vision of the consortium for a security- and privacy-by-design 

implementation, towards protecting various SME business ecosystems with limited resources. It has also 

provided a high-level overview of the two use cases that are envisioned in the context of the project and 

which are going to be broken down into the level of user stories in D1.2 [42] – that will be used to validate 

the overall PUZZLE implementation that will be released by the project. 

More specifically, in D1.1, features and functionalities were extracted and grouped in order to provide an 

initial definition of the PUZZLE SecaaS Marketplace along with its supporting cybersecurity services. 

Furthermore, D1.1 enlists the collected set of requirements that will guide the definition and development 

of the PUZZLE framework. The definition of requirements was based both on the business needs introduced 

by SMEs&MEs partners and the technical partners identifying the challenges of cyberattacks and the set of 

services to achieve advanced assurance and protection. Further analysis of the technical requirements will 

result in the upcoming period in the set of user stories encapsulating the expectations of the Use Case 

partners. 

Furthermore, in the scope of this deliverable the PUZZLE ecosystem along with its actors and their goals / 

expectations by the framework were identified. The output of this deliverable sets the foundation of all the 

technical WPs of the project (WP2-WP5) as well as the execution and evaluation phase of the pilots (WP6). 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

7. References 

[1] Kubernetes. Available Online: https://kubernetes.io/ 

[2] Masip-Bruin et al. “Foggy clouds and cloudy fogs: a real need for coordinated management of 
fog-to-cloud computing systems.” IEEE Wireless Communications, vol. 23(5), pp. 120-128, 
2016. 

[3] D. Weerasiri et al., “A taxonomy and survey of cloud resource orchestration techniques,” ACM 
Comput. Surv., vol. 50(2), May 2017.  

[4] EdgeX Foundry. Available Online: https://www.edgexfoundry.org/ 

[5] KubeEdge. Available Online: https://kubeedge.io/en/ 

[6] SPIRE. Available Online: https://spiffe.io/docs/latest/spire/understand/concepts/  

[7] Fog Computing and the Internet of Things: Extend the Cloud to Where the Things Are, white 
paper, https://www.cisco.com/c/dam/en_us/solutions/trends/iot/docs/computing-overview.pdf 

[8] S. Kitanov and T. Janevski, “State of the art: Fog computing for 5G networks”, 2016 24th 
Telecommunications Forum (TELFOR), Belgrade, 2016, pp. 1-4.  

[9] Yahui Meng, Muhammad Ali Naeem, Alaa Omran Almagrabi, Rashid Ali, Hyung Seok Kim: 
Advancing the State of the Fog Computing to Enable 5G Network Technologies. Sensors 
20(6): 1754 (2020) 

[10] 5G Coral: A 5G Convergent Virtualised Radio Access Network Living at the Edge, http://5g-
coral.eu/   

[11] Vashish N. Imrith, Pasika Ranaweera, Rameshwar A. Jugurnauth, Madhusanka Liyanage: 
Dynamic Orchestration of Security Services at Fog Nodes for 5G IoT. ICC 2020: 1-6 

[12] Nicola Dragoni et al. “Microservices: yesterday, today, and tomorrow". In: Present and Ulterior 
Software Engineering. Ed. by Manuel Mazzara and Bertrand Meyer. Springer, Sept. 2017. url: 
https://hal.inria.fr/hal-01631455. 

[13] Sachin Sharma et al. “On Monolithic and Microservice Deployment of Network Functions". In: 
Apr. 2019. doi: 10. 1109 / NETSOFT . 2019 . 8806705. 

[14] Roy Thomas Fielding. “Architectural Styles and the Design of Network-based Software 
Architectures”. 2000. url: https://www.ics.uci.edu/~fielding/pubs/dissertation/faq.htm. 

[15] S. R. Chowdhury et al. “Re-Architecting NFV Ecosystem with Microservices: State of the Art 
and Research Challenges". In: IEEE Network 33.3 (2019), pp. 168{176. doi: 
10.1109/MNET.2019.1800082. 

[16] J. Rufino et al. “Orchestration of containerized microservices for IIoT using Docker". In: 2017 
IEEE International Conference on Industrial Technology (ICIT). 2017, pp. 1532{1536. doi: 
10.1109/ICIT.2017. 7915594. 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

[17] M. Alam et al. “Orchestration of Microservices for IoT Using Docker and Edge Computing". In: 
IEEE Communications Magazine 56.9 (2018), pp. 118{123. doi: 
10.1109/MCOM.2018.1701233. 

[18] Zheng Song, Eli Tilevich: Equivalence-Enhanced Microservice Workflow Orchestration to 
Efficiently Increase Reliability. ICWS 2019: 426-433 

[19] Sachin Sharma, Navdeep Uniyal, Besmir Tola, Yuming Jiang: On Monolithic and Microservice 
Deployment of Network Functions. NetSoft 2019: 387-395 

[20] Shihabur Rahman Chowdhury, Mohammad A. Salahuddin, Noura Limam, Raouf Boutaba: Re-
Architecting NFV Ecosystem with Microservices: State of the Art and Research Challenges. 
IEEE Netw. 33(3): 168-176 (2019) 

[21] J. F. Riera et al. “TeNOR: Steps towards an orchestration platform for multi-PoP NFV 
deployment". In: 2016 IEEE NetSoft Conference and Workshops (NetSoft). 2016, pp. 243{250. 
doi: 10.1109/NETSOFT.2016. 7502419. 

[22] Nourah Janbi, Iyad Katib, Aiiad Albeshri, Rashid Mehmood: Distributed Artificial Intelligence-
as-a-Service (DAIaaS) for Smarter IoE and 6G Environments. Sensors 20(20): 5796 (2020) 

[23] Zhi Zhou, Xu Chen, En Li, Liekang Zeng, Ke Luo, Junshan Zhang: Edge Intelligence: Paving 
the Last Mile of Artificial Intelligence With Edge Computing. Proc. IEEE 107(8): 1738-1762 

[24] Gartner’s Magic Quadrant for Security Information and Event Management, Published 18 
February 2020, https://www.gartner.com/en/documents/3981040/magic-quadrant-for-
security-information-and-event-manage 

[25] N. Shone, T. N. Ngoc, V. D. Phai and Q. Shi, "A Deep Learning Approach to Network Intrusion 
Detection," in IEEE Transactions on Emerging Topics in Computational Intelligence, vol. 2, no. 
1, pp. 41-50, Feb. 2018, doi: 10.1109/TETCI.2017.2772792. 

[26] Amoli, Payam Vahdani, et al. "Unsupervised network intrusion detection systems for zero-day 
fast-spreading attacks and botnets." JDCTA (International Journal of Digital Content 
Technology and its Applications 10.2 (2016): 1-13. 

[27] Blake Anderson and David McGrew. 2017. Machine Learning for Encrypted Malware Traffic 
Classification: Accounting for Noisy Labels and Non-Stationarity. In Proceedings of the 23rd 
ACM SIGKDD International Conference on Knowledge Discovery and Data Mining (KDD '17). 
Association for Computing Machinery, New York, NY, USA, 1723–1732. 
DOI:https://doi.org/10.1145/3097983.3098163  

[28] Zeeshan Ahmad, Adnan Shahid Khan, Cheah Wai Shiang, Johari Abdullah, Farhan Ahmad: 
Network intrusion detection system: A systematic study of machine learning and deep learning 
approaches. Trans. Emerg. Telecommun. Technol. 32(1) (2021) 

[29] J. Lam, R. Abbas: Machine Learning based Anomaly Detection for 5G Networks. CoRR (2020). 

[30] Noman Haider, Muhammad Zeeshan Baig, Muhammad Imran: Artificial Intelligence and 
Machine Learning in 5G Network Security: Opportunities, advantages, and future research 
trends. CoRR abs/2007.04490 (2020). 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

[31] Chafika Benzaid, Tarik Taleb: AI for Beyond 5G Networks: A Cyber-Security Defense or 
Offense Enabler? IEEE Network. 34(6): 140-147 (2020) 

[32] G.A. Nunez Segura, S. Skaperas, A. Chorti, L. Mamatas, C. Borges Magri, "Denial of Service 
Attacks Detection in Software-Defined Wireless Sensor Networks", in Proc. IEEE IICC Ws. 
SDN Security (2020). 

[33] G.A. Nunez Segura, C. B. Margi, A. Chorti, "Understanding the Performance of Software 
Defined Wireless Sensor Networks Under Denial of Service Attack", Open Journal of IoT 
(OJIOT), Vol.5, no 1, pp:59-68 Aug. 2019. 

[34] Yin C, Zhu Y, Liu S, Fei J, Zhang H. Enhancing network intrusion detection classifiers using 
supervised adversarial training. The Journal of Supercomputing. 2019 Dec 11:1-30. 

[35] Humayed, Abdulmalik, et al. "Cyber-physical systems security - A survey." IEEE IoT Journal 
4.6 (2017). 

[36] Annual Report on European SMEs 2017/2018. Available Online: 
https://ec.europa.eu/growth/smes/businessfriendly-environment/performance-review_en 

[37] Verizon 2018 Data Breach Investigations Report. Available Online: 
https://enterprise.verizon.com/resources/reports/dbir/ 

[38] Gartner Predicts for the Future of Privacy 2019. Available Online: 
https://www.gartner.com/smarterwithgartner/gartner-predicts-2019-for-the-future-of-privacy/ 

[39] Cloud hosting provider iNSYNQ hit by MegaCortex ransomware. Available Online: 
https://www.hackread.com/cloud-hosting-provider-insynq-hit-by-megacortex-ransomware/ 

[40] New trojan malware spreading through malicious Word documents. Available Online: 
https://gdpr.report/news/2019/08/09/new-trojan-malware-spreading-through-malicious-word-
documents/ 

[41] Saefko: new trojan being sold on the dark web. Available Online: 
https://gdpr.report/news/2019/08/09/saefkonew-trojan-being-sold-on-the-dark-web/ 

[42] The PUZZLE Consortium, “D1.2 – PUZZLE Demonstrators Requirements, Methodology & 
MVP”, 2021. 

[43] The PUZZLE Consortium, “D1.5 – PUZZLE Framework Reference Architecture”. 2021. 

[44] ISO/IEC 29148-2011, “Systems and software engineering -- Life cycle processes --
Requirements engineering,” 2011. 

[45] K. Beck, M. Beedle, A. Van Bennekum, A. Cockburn, W. Cunningham, M. Fowler and D. 
Thomas, “The agile manifesto.,” 2001. 

[46] D. S. U. Pandey and A. K. Ramani, “An effective requirement engineering process model for 
software development and requirements management,” in International Conference on 
Advances in Recent Technologies in Communication and Computing, 2010. 

[47] The PUZZLE Consortium, “D1.4 – Legal, Ethical and Compliance Requirements”. 2021. 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

[48] Nunes, I.D.O., Jakkamsetti, S., Rattanavipanon, N., Tsudik, G.: On the TOCTOU Problem in 
Remote Attestation. arXiv preprint arXiv:2005.03873 (2020). 

[49] The PUZZLE Consortium, “D6.1 – Evaluation Framework and Demonstrators Planning”, 2022. 

[50] W. Holmes and C. Day, "Foreword by Tom Corn, Senior Vice President, VMware Security 
Products VMware NSX Micro-segmentation," 2017. 

[51] E. Al-Shaer, H. Hamed, R. Boutaba and M. Hasan, "Conflict classification and analysis of 
distributed firewall policies," IEEE Journal on Selected Areas in Communications, 2005. 

[52] Tran Quang Thanh, S. Covaci, T. Magedanz, P. Gouvas and A. Zafeiropoulos, "Embedding 
security and privacy into the development and operation of cloud applications and services," 
in 2016 17th International Telecommunications Network Strategy and Planning Symposium 
(Networks), 2016. 

[53] D. Montero, M. Yannuzzi, A. Shaw, L. Jacquin, A. Pastor, R. Serral-Gracia, A. Lioy, F. Risso, 
C. Basile, R. Sassu, M. Nemirovsky, F. Ciaccia, M. Georgiades, S. Charalambides, J. 
Kuusijarvi and F. Bosco, "Virtualized security at the network edge: a user-centric approach," 
IEEE Communications Magazine, vol. 53, no. 4, pp. 176-186, 4 2015. 

[54] Limoncelli and T. A., "OpenFlow: A Radical New Idea in Networking," Queue, vol. 10, no. 6, p. 
40, 2012. 

[55] S. Shirali-Shahreza and Y. Ganjali, "Efficient Implementation of Security Applications in 
OpenFlow Controller with FleXam," in 2013 IEEE 21st Annual Symposium on High- 
Performance Interconnects, 2013. 

[56] M. Bjorklund, "Internet Engineering Task Force (IETF) A. Bierman Request for Comments: 
8040 YumaWorks Category: Standards Track," 2017. 

[57] "Software Defined Networking (SDN) Introducing ONOS-a SDN network operating system for 
Service Providers". 

[58] G. Bianchi, M. Bonola CNIT, U. Roma Tor Vergata, A. Capone and C. Cascone, "OpenState: 
Programming Platform-independent Stateful OpenFlow Applications Inside the Switch". 

[59] G. Bianchi, M. Bonola, S. Pontarelli, D. Sanvito, A. Capone and C. Cascone, "Open Packet 
Processor: a programmable architecture for wire speed platform-independent stateful 
innetwork processing," 6 5 2016. 

[60] J. Boite, P.-A. Nardin, F. Rebecchi, M. Bouet and V. Conan, "Statesec: Stateful monitoring for 
DDoS protection in software defined networks," in 2017 IEEE Conference on Network 
Softwarization (NetSoft), 2017. 

[61] "DDoS Detection | Kentik," [Online]. Available: 
https://www.kentik.com/kentipedia/ddosdetection/. 

[62] M. Mukherjee, R. Matam, L. Shu, L. Maglaras, M. A. Ferrag, N. Choudhury and V. Kumar, 
"Security and Privacy in Fog Computing: Challenges," IEEE Access, vol. 5, pp. 19293-19304, 
2017. 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

[63] G. Pék, L. Butty´an and B. Bencsáth, "A survey of security issues in hardware virtualization," 
ACM Computing Surveys, vol. 45, no. 3, pp. 1-34, 1 6 2013. 

[64] "OpenFog Reference Architecture for Fog Computing," 2017. 

[65] R. Roman, J. Lopez and M. Mambo, "Mobile Edge Computing, Fog et al.: A Survey and 
Analysis of Security Threats and Challenges," 1 2 2016. 

[66] W. Holmes and C. Day, "Foreword by Tom Corn, Senior Vice President, VMware Security 
Products VMware NSX Micro-segmentation," 2017. 

[67] Andrisoft, "Carrier-grade DDoS detection and mitigation software". 

[68] E. F. Brickell, J. Camenisch and L. Chen, “Direct anonymous attestation,” in ΑCM Conference 
on Computer and Communications Security (CCS), 2004. 

[69] N. Aaraj, A. Raghunathan, Jha and a. N. K., “Analysis and Design of a Hardware/Software 
Trusted Platform Module for Embedded Systems,” in ACM Transactions on Embedded 
Computing Systems (TECS), 2008. 

[70] M. Strasser and H. Stamer, “Software-Based Trusted Platform Module Emulator,” in 
International Conference on Trusted Computing, 2008. 

[71] C. Shepherd, G. Arfaoui, I. Gurulian, R. P. Lee and a. K. Markantonakis, “Secure and Trusted 
Execution: Past , Present and Future A Critical Review in the Context of the Internet of Things 
and Cyber-Physical Systems,” in IEEE Trustcom/BigDataSE/ISPa, 2016. 

[72] J. Haid and M. Klimke, “Hardware-based Secure Identities for machines in smart factories,” 
2016. 

[73] L. Liu, Z. Chang, X. Guo, S. Mao and T. Ristaniemi, “Multiobjective optimization for 
computation offloading in fog computing.,” IEEE Internet of Things Journal, 2017. 

[74] Pirker, Martin, Toegl, Ronald, Hein, Daniel, Danner and Peter, A PrivacyCA for Anonymity and 
Trust., Vols. 101-119. 10.1007/978-3-642-00587-9_7, 2009. 

[75] E. Brickell, J. Camenisch and a. L. Chen, “Direct anonymous attestation,” in 11th ACM 
conference on Computer and communications security, Washington DC, USA, 2004. 

[76] J. Whitefield, L. Chen, T. Giannetsos, S. Schneider and H. Treharne, “Privacy- Enhanced 
Capabilities for VANETs using Direct Anonymous Attestation,” in IEEE Vehicular Networking 
Conference (VNC), 2017. 

[77] E. Brickell, L. Chen and J. Li, “Simplified security notions of direct anonymous attestation and 
a concrete scheme from pairings,” in International Journal of Information Security, 2009. 

[78] J. Camenisch, L. Chen, M. Drijvers, A. Lehmann, D. Novick and R. Urian, “One TPM to Bind 
Them All: Fixing TPM 2.0 for Provably Secure Anonymous Attestation,” in IEEE Symposium 
on Security and Privacy (S&P), 2017. 

[79] J. Camenisch, M. Drijvers and A. Lehmann, “Anonymous Attestation with Subverted TPMs,,” 
in Advances in Cryptology - CRYPTO, 2017. 



  
D1.1 Security and Privacy Requirements Analysis 

 

 
office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This project has received 
funding from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant 
Agreement no 883540. This document does not represent the opinion of the European Union, and the European 
Union is not responsible for any use that might be made of such content. 

 
 

[80] S. Goldwasser, S. Micali and C. Rackoff, “The knowledge complexity of interactive proof 
systems,” SIAM Journal on computing, 1989. 

[81] K. E. Defrawy, G. Holland and G. Tsudik, “Remote Attestation of Heterogeneous Cyber-
Physical Systems: The Automotive Use Case,” in ESCAR, 2015. 

[82] R. Sailer, X. Zhang, T. Jaeger and L. v. Doorn, “Design and implementation of a TCGbased 
Integrity Measurement Architecture,” in 13th USENIX Symposium, 2004. 

[83] N. Koutroumpouchos, C. Ntantogian, S. Menesidou, K. Liang, P. Gouvas, C. Xenakis and T. 
Giannetsos, “Secure edge computing with lightweight control-flow propertybased attestation,” 
in IEEE Conference on Network Softwarization, 2019. 

[84] C. Albert, A. J. Dorofee, J. F. Stevens and C. C. Woody, “OCTAVE-S Implementation Guide, 
Version 1,” 2005. 


