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Executive Summary 
 
With the design and documentation of the PUZZLE Reference Architecture presented in D1.7 [1], the 
consortium identified the core services and components that need to be implemented towards the 
security enhancement and provision of operational assurances of SME business ecosystems. The first step 
in this security toolchain is the conducting of a Risk Assessment process so as to indetify the list of possible 
vulnerabilities that can be exploited by an adversary for breaching the security and/or privacy of the target 
SME’s network infrastructure. Recall that PUZZLE goes beyond the provision of a simple network “security 
perimeter” and manages all assets as possible points of intrusion. Thus, the goal is the extraction of 
appropriate security policies that can protect all the stacks of an SME infrastructure; from the edge, 
peripheral devices to the networking equipment and operational servers. 

Based on this comprehensive analysis, in this deliverable, we delve into the details of the Risk Assessment 

and Management phase (WP2) where the focus is to identify and alleviate the complex threat landscape 
that the various hardware and software assets, comprising the network and operational infrastructure of 
the SME, pose to the security posture of the entire business ecosystem. Indeed, once this external 
perimeter is breached, internal systems may be poorly protected against clever adversaries that can 
mount successful attacks targeting the operational integrity of the enterprise or sensitive information. 
To mitigate such behaviour, PUZZLE starts with the analysis and development of run-time risk assessment 
and vulnerability analysis methodologies of commodity ICT systems: It will consider a wide palette of 
threats and an identified segmentation of network and system vulnerabilities for the host infrastructure 
starting with the analysis of the core functionalities as have been identified in the context of the 
envisioned use cases. This process is tailored to address the specific challenges of performing risk 

assessment and providing implementation guidance. 

Risk Management refers to the process that allows the assessment, evaluation, measurement and 
mitigation of potential security threats in an attempt to minimize the effect that they might pose to 
corporate and personal assets. Risk assessment (RA) is a process within risk management that deals with 
the identification of threats, and determines their probability of occurrence, and their resulting impact. 
PUZZLE holistic risk assessment will focus on the entire system and networking stack of the SME 

infrastructure including also all provided applications and services. The endmost goal is to identify all 
possible threats (visualized as a risk graph), that can be exploited for comprosing the security of safety-
critical assets, in order to then compile the optimized set of security policies and rules (Policy Modelling 

and Specification) for deploying the most well-suited security mesh enablers from the PUZZLE security 
marketplace.  

In this context, PUZZLE adopts the zero trust architecture: It’s based on the assumption that a network 
perimeter is no longer representative of a secure boundary and no implicit trust should be granted to users 
or services based solely on their physical or network location. On the contrary, security enablers and agents 
should enforce security policies as code based on the least privilege and as-granular-as-possible principles 
and continuous monitoring and automated mitigation of threats; using service mesh to enforce security 
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control application-to-service and service-to-service; implementing binary attestation to verify the 
origin of the binaries; and including secure enclaves in addition to traditional encryption to enforce the 
three pillars of data security. The selection of these PUZZLE security services that are best tailored to a 
specific network infrastructure depend, however, on a pre-estabslihed risk assessment for identifying the 
most impactful vulnerabilities and risk as well as their interdependencies. 

The output of this investigation is the definition of the conceptual architecture of the PUZZLE Risk 
Assessment framework for supporting the design, test and validation of a set of mutually interconnected 
components that will ensure security properties throughout the whole life cycle of SME ecosystems. 
Details are presented on all aspects of the core services to be offered from risk identification and 

quantification to run-time risk assessment and security policy enforcement, including the interfaces 
exposed by the different components of the framework. This will steer the subsequent implementation 
of the specific integral components, namely the Design-time Risk Assessment, the Policy Modelling and 

Specification, the Run-time Risk Assessment and the Dynamic Update of the Policy Models. 

In a nutshell, by leveraging the Risk Assessment service of PUZZLE, all possible vulnerabilities for the 
comprising assets will be identified and visualized. This will set the baseline for the further investigation 
and provision of the optimal set of security policies [XX] for satisfying the security requirements of a given 
scenario, e.g., under what conditions can network traffic be accepted in the network. Ensuring and 
imposing the correct usage of this set of rules is the task of the PUZZLE Security Orchestrator. The Risk 
Assessment phase will be executed during both the design- and run-time, to address initially unknown 
threats. During the design-time, the risk assessment will be applied in order to provide a cartography of 
their SME supported/enabled applications and services ecosystem. During the run-time, it will be applied 
towards the serialization of all information that is required to perform the re-calculation of relevant risks 
that may lead to a (possible) dynamic update of predefined security policies.  

Overall, the purpose of deliverable D2.1 is to provide a reference document for the PUZZLE threat 
modelling and risk assessment methodology and to be used as the guide for the further development of 
the PUZZLE RA framework to be presented in the subsequent deliverables of WP2. 
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1 Introduction 
1.1 Scope and Purpose 
The aim of this deliverable is to define a concrete methodology as well as a model, which will contribute 
to the identification and quantification of the risks and vulnerabilities that are related to both the 
targeted enterprises and the entire PUZZLE framework itself. The Risk Assessment methodology will 
evaluate the assets, components, functions, offered services and underlying infrastructure of any target 
SME&ME and estimate its overall level of security taking into consideration the previously identified 
vulnerabilities and attacks.  

The contribution of the methodology that is described in this document is twofold. First, the risk 
assessment process will reveal which of the data features that will be available through the monitored 
data streams need to be considered by the analytics services in order to be able to detect the identified 
vulnerabilities. Second, this component will also be responsible for the serialization of all the required 
information in order to perform the initial calculation of relevant risks and any required recalculations 
that may lead to a dynamic update of security policies during runtime. 

Risk assessment is a key aspect for the efficient operation of Information and Communications Technology 
(ICT) deployments. Various standards and good practices exist for the establishment of risk assessment 
which are used to evaluate the effectiveness of mitigation actions and policies that are associated with a 
given risk. Within the context of PUZZLE, the developed RA Engine will be tailored to the security 
requirements of SME business ecosystems capable of providing a risk quantification methodology, which 
is model driven, and a run-time risk assessment and verification mechanism (leveraging the most 
prominent forensics mechanisms) towards achieving operational assurance even against newly identified 
attacks and exploits. While the investigation will cover a wide palette of threats and an identified 
segmentation of vulnerabilities for the target network infrastructure, it will start with the analysis of the 
core functionalities as have been identified in the context of the envisioned use cases. 

1.2 Positioning of Risk Assessment in the PUZZLE Ecosystem 
This section is dedicated to the positioning of the Risk Assessment Engine within the PUZZLE architecture, 
and to present an initial brief summary of the workflow followed by the Risk Assessment methodology as 
well as the components of the overall PUZZLE system presented in D1.7 [1]. 

In Figure 1, we present a simplified version of the PUZZLE system architecture presented in D1.7, 
containing only the components which are relevant to the Risk Assessment which will be analyzed in the 
present deliverable. The entry point of the system is the PUZZLE Marketplace, where the SME user selects 
the desired security services provided by PUZZLE. The Risk Analysis Services module is selected by default 
upon initiation of the Marketplace interface. 
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Figure 1: Simplified PUZZLE System Architecture 

The Risk Assessment methodology is split into the Design- and Run-time Phases. In the Design-time phase, 
the Risk Assessment toolchain employs information given by the System Administrator based on the 
available policy and low-level enactment rule templates, as well as information provided by the 
Kubernetes-based monitoring system regarding asset cartography, interconnectivity and Common 
Vulnerabilities and Exposures (CVEs). The Design-time process is concluded by the creation of the 
Interdependency and Risk Graph, and the initial deployment of Security Orchestration Workers. 

The Runtime phase of the Risk Assessment workflow involves using information obtained by the 
monitoring agents available within the Security Orchestration Workers, such as the Log/Metadata 
Extractor and the Network Offline Processing Controller. The Orchestration Worker can also offload data 
to the Edge Analytics Resource, in order to perform offline forensics and analytics and identify any possible 
anomalies and threats. There is also an attack replication mechanism within the Expert System, which 
serves to calculate Attack Paths by replicating suspicious network traffic paths. 

When this process is performed, the Risk Assessment Engine performs an update of the Risk Graph and 
Interdependency Graph to take into consideration any newly identified threats, zero-day exploits, or 
changes in asset cartography or interconnectivity. Afterwards, based on this new information, new low-
level policies and enactment rules are formulated, and new Security Orchestration Workers are deployed. 

In the rest of this deliverable, we will expand on each of the aspects of the Risk Assessment Methodology, 
and we will provide a detailed description of all methodologies and components that are employed. 

1.3 Relation to Other WPs and Deliverables 
As a threat modelling and risk assessment deliverable, D2.1 arguably relates (and serves as the basis) to 
all later WP2 deliverables. The use case descriptions, and the PUZZLE reference architecture, provided in 
WP1 deliverables will be used as the basis for the specific quantitative metrics to be defined in the risk 
assessment and management phases. Furthermore, this deliverable directly feeds from the activities 
conducted within the context of WP3 and, more specifically, taking as input the normative specification 
of a threat meta-model and the inherent trust assumptions which will be used by security analysts in order 
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to capture the cartography of assets of an SME environment. These serve as the core information to 
structure the security policies (to be enforced) for meeting the desired security, privacy, functional and 
non-functional requirements. 

 

Figure 2: Relation to other WPs and Deliverables 

This deliverable primarily describes the work that has been done in the scope of T2.1: Modelling of 
Cybersecurity Threats, Vulnerabilities and Risks. The following figure illustrates the placement of this 
document with respect to other dependent tasks and deliverables. Necessary input for this document is 
derived from previously completed deliverables or tasks that are already in progress. Specifically, we 
carefully consider the specified security requirements, as defined in T1.1 and reported in D1.1, as well as 
the supported use cases as defined by our pilots in D1.2. Furthermore, we also derive information from 
D1.7 [1] (i.e., first release of the PUZZLE Marketplace Reference Architecture) in order to stay aligned with 
the architecture of the framework and consider all the specified components and the interactions 
between them. 

Deliverables D2.1 and D2.2 are progressing in parallel and jointly contribute towards the successful 
definition of the specification and the development of the Runtime Risk Assessment Framework which is 
the leading part of the work described in T2.3 and will be reported in the associated deliverables (i.e. D2.3 
& D2.4). D2.2 will focus on the description of the Policy Modelling and Specification phase of the PUZZLE 
toolchain for mitiating the risks identified by employing the methodology described in this deliverable. 
Finally, D2.1 provides necessary information to WP3 tasks regarding the required data and metadata 
features that will be extracted by the security agents and consumed by the analytics services in order to 
perform the detection of security incidents. 
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1.4 Deliverable Structure 
This document is organized in separate chapters as described below: Chapter 1 includes an introduction, 
the purpose of this document, its scope, its relation to other deliverables of this project and its overall 
structure. Chapter 2 consists of an overview of the available risk assessment methodologies, tools and 
technologies, a listing of threats and vulnerabilities that should be considered in the scope of this project, 
the adversarial model and a vulnerability analysis tailored to SMEs and MEs. Chapter 3 presents the risk 
assessment methodology that will be exploited in the context of PUZZLE. Specifically, this chapter includes 
a detailed description of the design and runtime phases of the risk assessment methodology, as well as 
the metamodel and graph-based modelling techniques and the enforcement of the selected security 
policies and mitigation actions. Chapter 4 presents the Security Policy and Mitigation Enforcement Phase, 
which describes the mechanisms employed in the creation of policies and low-level enactment rules. 
Chapter 5 presents the OLISTIC [2] Risk Assessment metamodel and graph-based modelling techniques. 
Chapter 6 describes in detail the two separate reference scenarios that will exploit the risk assessment 
component. Chapter  7 summarizes and concludes the contents of this deliverable. 
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2 Research Background 
In this section, we first present a list of the available risk assessment methodologies along with a brief 
description of each (Section 2.1). Then, we introduce a generic list of vulnerabilities that should be 
considered in the PUZZLE ecosystem and a high-level adversarial model (Section 2.2). This will set the 
baseline for the threat landscape identification in the context of the use cases presented in Section 6. 

It should be noted that, in the context of PUZZLE, we are mainly focused on the security and trust of all 

devices within the boundaries of an SME, but less so on privacy issues. This is because the mechanisms 
with which privacy is achieved in SME devices is not within the scope of the PUZZLE project. However, it 
is important to note that this statement refers to the Risk Assessment methodology followed in the 
context of PUZZLE, as in the context of the envisioned use cases there are not a lot of privacy requirements 
to include in Risk Assessment. Privacy is taken into consideration in terms of being aligned with the GDPR. 

Also, please note that as aofrementiong we consider the Zero Trust Architecture (ZTA) [3] [4] paradigm. 
We focus on the devices within the boundaries of the SME, but we assume that the network perimeter is 
not representative of a secure boundary, and implicit trust should not be granted to users based solely on 
their physical or network location. 

2.1 Definitions and Risk Assessment Methodologies & Tools for SMEs 
Several techniques have been proposed in the literature to provide risk assessment solutions, 
methodologies and tools for SMEs, as well as businesses and organizations of any size and scope. This 
section is dedicated to discussing the research background of the state-of-the-art risk assessment 
concepts, as well as a detailed analysis of several notable standards and frameworks. 

First, we provide definitions for various foundational aspects that are used in the context of risk and 
vulnerability assessment for cyber physical systems (CPS). Below, we provide a consistent vocabulary and 
summarize terms used in this deliverable, and will be used in future technical deliverables: 

Asset: In general, we refer to an asset as any entity that provides value to the organization and needs to 
be protected. For example, the definition of an asset includes, but is not limited to, the following: 

1. Human assets: personnel, employees or customers 

2. Material assets: devices, infrastructure, software processes etc. 

3. Information assets: databases, critical data 

4. Intangible assets: intellectual property, enterprise reputation 

Threat: A threat [5] is any event or circumstance that can negatively impact organizational operations 
(including objectives, functions and reputation), assets, individuals, other organizations or the Nation 
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through unauthorized access, destruction, modification or sharing of information, as well as denial of 
service. 

Vulnerability: We use the term vulnerability to refer to a flaw or weakness in an information system, 
system security procedures, internal controls or implementation that can be triggered or exploited by a 
threat source, resulting in a security breach or violation of the security policy of the SME. 

Risk: The level of impact on organizational operations (potential for the loss of information, damage, or 
any other adverse consequence), given the potential impact of a threat and the likelihood of that threat, 
is referred to as risk.  

Control: Any mitigation action that is applied to vulnerabilities and threats in order to reduce the overall 
risk is referred to as control. 

In addition to the above, there is a large variety of terms used in the field of threat modelling, including 
threat event, threat actor, threat scenario, threat vector, attack, attacker, attack scenario, attack vector, 
intrusion, malicious cyber activity, and attack activity [6]. These concepts will be more extensively 
analyzed in Chapter 4 in the context of the PUZZLE Risk Assessment Methodology, and will be organized 
into a graph-based modelling technique as part of the Risk Assessment Metamodel in Section 4.4. 

Based on knowledge of assets, vulnerabilities and threats, a risk assessment methodology needs to be 
applied in order to quantify risk [7]. As mentioned previously, several risk assessment methodologies are 
available in the literature and may offer varying results, depending on the specific necessities of the 
industry or organization. A brief overview of some notable techniques is given in the following 
subsections. 

2.1.1 OCTAVE 
The Operationally Critical Threat, Asset and Vulnerability Evaluation (OCTAVE) [8] is a framework 
developed at the Carnegie Mellon University which provides organizations with a comprehensive 
evaluation method to identify and manage information security risks, based on a set of principles, 
attributes and outputs, referred to as the OCTAVE criteria. The OCTAVE method, which was the first such 
methodology to be introduced, was intended for large organizations with 300 or more employees, a multi-
layered hierarchy, and their own computing infrastructure. However, different versions and variations 
have since been introduced, such as OCTAVE-S (geared towards small organizations with less than 100 
people) and OCTAVE Allegro (which aims to produce more robust results without the need for extensive 
risk assessment knowledge). 

OCTAVE Allegro differs from previous OCTAVE approaches, by focusing primarily on information assets in 
the context of how they are used, where they are stored, transported, and processed, and how they are 
consequently exposed to threats, vulnerabilities, and disruptions. It is also suited for use by individuals 
with little to no organizational involvement. OCTAVE Allegro consists of eight steps, organized into four 
phases: 
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● Phase 1: Risk measurement criteria are consistent with organizational drivers are developed. 

● Phase 2: Critical information assets are profiled. Clear asset boundaries are defined, security 
requirements are identified, and locations where the asset is stored, transported, or processed 
are identified. 

● Phase 3: Threats to the information asset are identified in the context of the aforementioned 
locations. 

● Phase 4: Risks to information assets are identified and analyzed. Development of mitigation 
techniques is initiated. 

2.1.2 TARA Framework 
Threat Assessment and Remediation Analysis (TARA) [9] is an engineering methodology designed to 
identify and assess cyber vulnerabilities, as well as select appropriate countermeasures to mitigate these 
vulnerabilities based on level of risk tolerance. It is part of the systems security engineering (SSE) practices 
of the MITRE portfolio. It utilizes a catalog of attack vector and countermeasure data, as well as web-
based tools to search and process catalog data, in order to help sponsors better address the Advanced 

Persistent Threats (APT). Its purpose is to contribute to the achievement of mission assurance (MA) early 
in the system acquisition process lifecycle, where the cost of change is minimized. The TARA methodology 
consists of the following activities: 

1. Cyber Threat Susceptibility Analysis (CTSA) 

2. Cyber Risk Remediation Assessment (CRRA) 

3. Knowledge Management (KM) 

CTSA consists of the following steps: 

1. Analyze technical details and develop a cyber model of the system 

2. Identify plausible attack vectors based on catalog data 

3. Perform risk assessment 

The output of CTSA is a vulnerability matrix which serves as input to CRRA. The CRRA activity consists of 
the following sequence of steps: 

1. Identify plausible mitigations by evaluating and ranking catalog countermeasures 

2. Assess mitigation cost and utility 

3. Perform countermeasure selection and make recommendations 

The purpose of KM is to develop catalog content and to ensure that the catalog attack vector, 
countermeasure and mitigation data has internal consistency and is up-to-date with the current 
environment. The KM activity consists of the following steps: 
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1. Prioritize information needs 

2. Identify and evaluate sources of data 

3. Appropriately update catalog data 

2.1.3 FAIR Framework 
Factor Analysis of Information Risk (FAIR) [10] is a risk management framework that models the factors 
that contribute to risk, as well as the interdependencies between them. It provides the engine that can 
be used in other risk models and is complementary to other methodologies, such as the ones presented 
in this section (OCTAVE, COBIT etc.). Its purpose is to provide the standards and best practices that enable 
organizations to measure, manage and report on information risk to stakeholders from a business 
perspective. 

The FAIR framework consists of four primary components: (i) Threats, which include anything that is 
capable of causing harm to an asset and causing a loss event to occur. (ii) Assets, which are defined as any 
data, device, or component that supports information-related activities, and can be affected in a manner 
that results in loss. (iii) The Organization, which refers to the entity whose value propositions are affected 
as a result of harm to assets, by losing resources or the ability to operate. (iv) The External Environment, 
which refers to factors such as the external characteristics, regulatory landscape, industry competition, 
which contribute to the probability of loss. 

FAIR is comprised of ten steps in four stages: 

1. Identify Scenario Components 

a. Identify the asset at risk 

b. Identify the threat community under consideration 

2. Evaluate Loss Event Frequency (LEF) 

a. Estimate the probable Threat Event Frequency (TEF) 

b. Estimate the Threat Capability (Tcap) 

c. Estimate Control strength (CS) 

d. Derive Vulnerability (Vuln) 

e. Derive Loss Event Frequency (LEF) 

3. Evaluate Probable Loss Magnitude (PLM) 

a. Estimate worst-case loss 

b. Estimate probable loss 
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4. Derive and articulate Risk 

a. Derive and articulate Risk 

2.1.4 COBIT Framework 
COBIT (Control Objectives for Information and Related Technologies) [11] is a framework created by the 
ISACA (Information Systems Audit and Control Association) for IT governance and management. It was 
designed to be applied in organizations and industries as a support tool to assist managers in bridging the 
gap between technical issues, business risks and control requirements. Its purpose is to ensure quality, 
control and reliability of information systems in an organization. 

The latest version, COBIT 5, was released in April 2012, it combines the principles of COBIT 4.1, Risk IT 
frameworks, and Val IT 2.0, and draws reference from the IT Assurance Framework (ITAF) from ISACA 
and the BMIS (Business Model for Information Security). An add-on for information security was released 
in December 2012. COBIT consists of the following components: 

1. Framework: Organizes the objectives of IT governance and links business requirements with IT 
processes and domains. 

2. Process Descriptions: Serves as a reference model, as well as a common language, for members 
of the organization. Includes descriptions for planning, building, running and monitoring of all IT 
processes. 

3. Control Objectives: Provides a complete list of requirements given by the management for 
effective IT business control. 

4. Maturity Models: Provides maturity assessment for every process and addresses any gaps that 
may occur. 

5. Management Guidelines: Assists in agreeing on common objectives, performance evaluation and 
responsibility assignment, as well as better illustrating the relationships and interdependencies 
between other processes. 

 

2.1.5 NIST Risk Management Framework 
The NIST (National Institute of Standards and Technology, U.S. Department of Commerce) Risk 
Management Framework (RMF) [12] aims to integrate security, privacy and supply chain risk management 
activities into the system development life cycle (SDLC). It takes into consideration constraints imposed 
by laws, directives, Executive Orders, regulations, policies and standards that may affect the effectiveness 
and efficiency of the system. The RMF is designed to be applicable to any organization, regardless of type 
and size, and to any system or technology, such as IoT or control systems. 

It consists of the following 7 steps: 
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1. Prepare: Perform all activities needed to prepare the organization to manage security and privacy 
risks. Organization-wide risk management strategy is established and risk tolerance is 
determined. 

2. Categorize: Document system characteristics and determine adverse impact with respect to the 
loss of confidentiality, integrity, availability of systems and information handled by these systems. 

3. Select: Select, tailor and document necessary controls for system protection. Develop system-
level continuous monitoring strategy. 

4. Implement: Implement controls specified in security and privacy plans for the system and 
organization. 

5. Assess: Determine if controls have been implemented correctly, are operating as intended, and 
produce the desired outcome with regards to the system or organization’s security and privacy 
requirements. 

6. Authorize: Approve or deny authorization for the system or common controls by requiring a 
senior official to determine if the privacy and security risk based on system operations is 
acceptable. 

7. Monitor: Maintain ongoing knowledge of system security and privacy status with regards to 
continuous monitoring strategy. Support organization in taking risk management decisions. 

2.1.6 ISO/IEC 27005 
ISO/IEC 27005 [13] is part of the ISO/IEC 27000-series and is the international standard that describes how 
to conduct an information security risk assessment in accordance with the requirements of ISO 27001. It 
was published jointly by the International Organization for Standardization (ISO) and the International 

Electrotechnical Commission (IEC). It is applicable to any organization, regardless of size or scope, and 
assists in the satisfactory implementation of information security based on a risk management approach. 

Although it does not dictate a specific risk management methodology, it defines a continuous risk 
management process that consists of 6 components: 

1. Context establishment: Sets criteria for how risks are identified, how risk affects confidentiality, 
integrity and availability of information, and how risk impact and likelihood is evaluated. 

2. Risk Assessment: Consists of 5 steps. (i) Compiling information assets, (ii) identifying threats and 
vulnerabilities per asset, (iii) assign impact and likelihood values, (iv) evaluate each risk based on 
acceptability metrics, and (v) prioritize risks to be addressed. 

3. Risk Treatment: Defines 4 ways to treat a risk. (i) Avoid the risk, (ii) Modify the risk by applying 
security controls, (iii) Share the risk with a third party, (iv) Retain the risk if it falls within 
established criteria. 

4. Risk Acceptance: Each organization defines acceptance criteria based on policies, goals, 
objectives and shareholder requirements. 
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5. Risk Communication and Consultation: Ensures that those responsible for risk management 
understand the reasoning behind decision making, and facilitates agreement between decision 
makers and shareholders on risk management. 

6. Risk Monitoring and Review: Monitors risk environment, identifies changes in risks and maintains 
an overview of new assets and assets that require modifications in response to changing business 
requirements. 

2.2 Threat Modelling & Vulnerability Analysis 
2.2.1 Threat landscape Considered in PUZZLE 
In this section, we consider the threat landscape, defined in D1.3 [14], and mapped to the CVE database 
that will be leveraged by the PUZZLE Risk Assessment framework. We consider the existence of both 
Insider attackers and Outsider attackers. In general, insider attackers are considered to have a greater 
impact on the critical assets of an SME, because they can launch attacks from within the boundaries of 
the network. However, the importance of outsider attackers should also not be underestimated. Also, 
note that the scope of the PUZZLE system is the protection of devices and assets within the SME 

infrastructure. For example, consider the Suite5 ATracker use case, where each user of the ATracker 
system has their own device, such as mobile devices or sensors that send data to ATracker. These users 
have access credentials to the service, but are not part of the infrastructure of the SME boundaries. The 
protection of these user devices is outside the scope of PUZZLE, because they are not considered part of 
the SME infrastructure. 

We essentially consider a wide range of attacks targeting all possible targets, including SME assets and 
elements of the PUZZLE architecture itself. We also consider all the possible layers of an application stack, 
including system, software and network level, and types of attacks such as DDoS, Amplification Attacks 
etc., which will be further analyzed below. 

In the sections to follow, we give a complete description of the threat landscape that can be considered 
as impactful in the context of SMEs and supply chains. It is not implied that all the listed attacks have the 
same impact and severity, but it depends on the conditions and characteristics of the specific SME, as well 
as the particularities of each use case. Here we give the description of a generic, full-blown type of 
adversarial model, but in Section 6 we give the impact per risk (loss of integrity, loss of confidentiality, 
categorization of threat level), and the mapping of the impact of each risk to each use case, so that it can 
be considered in the Risk Assessment methodology. 

2.2.1.1 Reconnaissance Attacks 
Reconnaissance in cybersecurity refers to the preliminary step of a cyberattack, where an adversary is 
scouting the target system. The terminology comes from military language, referring to a mission into 
enemy territory to obtain information. Due to this action being before any damage is truly done, it is 
considered to be a minimum impact technique. 

Generally, during this step, malicious entities attempt to gather information from anywhere and 
everywhere to build an information dossier on a target company.  This dossier may contain network 
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addresses, enabled services, open ports, proxy relays, VPN concentrators, SAS applications used by the 
company, and crucial usernames and passwords related to the domain and users of the organization or 
company. Ultimately, the gathered information will be used to attack a company at its weakest points, 
seeking access into company systems, networks, and data repositories. 

For instance, in the Suite5 ATracker use case, there is an internet-connected hub (namely ATracker Hub) 
offering a number of services to some clients. If this access point remains unmonitored, a malicious actor 
could easily start scanning for live services, open ports, and vulnerabilities and still not attract any 
attention or trigger an alarm. PUZZLE should carefully consider this first step towards a potential security 
incident and offer security mechanisms that detect and prevent such suspicious information gathering 
actions, even though the latter is quite difficult due to the nature of reconnaissance attacks. Specifically, 
we should offer properly configured intrusion detection systems, firewalls or SIEMs that are able to detect 
anomalous traffic originated from active scanning attacks, such as too many network probes (e.g. unusual 
volume of ICMP packets or incomplete TCP connections, etc.) and notify the organisation or block specific 
IP addresses or blocks. Note that, in order to achieve this, PUZZLE will deploy eBPF and XDP monitoring 
agents as instantiation of security rules and policies. We refer to this in more detail in Section 3.2. Also, in 
the context of PUZZLE, we consider that a reconnaissance attack can be launched on different layers of 
the OSI stack, and inline networking roles based on monitoring probes should be able to capture this kind 
of attacks. 

2.2.1.2 Brute-Force Attacks 
A brute-force attack is a method of trying every possible password until the right one is found. These 
attacks are done by brute force, meaning they use excessive forceful attempts to force their way into 
private accounts. This attack method is old but still effective and popular with hackers. Gaining access to 
a valid account can mean compromising the entire site, which bad actors can then use as part of their 
network of compromised websites. Unlike many other tactics used by bad actors, brute-force attacks 
don’t rely on vulnerabilities within websites, a characteristic that makes them pretty effective. On top of 
that, malicious entities have found ways to polish the brute-force methods by injecting intelligence, such 
as prioritization of guessed credentials. For instance, one could try lists of compromised credentials first, 
lists of common passwords second, then lists of common words, permutations and word combinations, 
etc to increase their chances of a successful compromise by reducing the necessary attempts. 

According to Verizon’s 2020 Data Breach Investigations Report, hacking, which includes brute forcing 
passwords, remains the primary attack vector. Over 80% of breaches caused by hacking involve brute 
force or the use of lost or stolen credentials. Small and medium enterprises are especially susceptible, 
mainly because they often choose their own security policies, such as reduced password length and 
complexity requirements for convenience purposes so they can remember their password more easily; 
rather than lengthy passwords that would be more difficult to hack. In the context of PUZZLE, this is 
achieved by creating inline monitoring and processing rules for checking the payload attributes of a 

given password that needs to adhere to specific standards (Section 3.3). 
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Another problematic policy may be the absence of maximum login attempt configurations combined with 
insufficient host activity monitoring due to limited resources related to cybersecurity. On top of all that, 
recently malicious actors are actively performing brute-force attacks that target VPN and remote access 
services (e.g. RDPs, Citrix, etc.), due to their increased usage during the last two years [15]. Compromise 
through RDP is highly preferred by attackers, as this method offers internal network access using 
legitimate credentials, allowing them to stay unnoticed. Although organisations with a higher security 
maturity will monitor this type of activity, most medium to small businesses will not. All these 
misconfigurations and security holes create opportunities for adversaries and should be addressed in the 
context of the PUZZLE project. 

2.2.1.3 Privilege Escalation Attacks 
Privilege escalation consists of techniques that adversaries use to gain higher-level permissions on a 
system or network. Adversaries can often enter and explore a network with unprivileged access but 
require elevated permissions to follow through on their objectives. Common approaches are to take 
advantage of system weaknesses, misconfigurations, and vulnerabilities, which could lead to elevated 
access such as root permissions, system administrator permissions, access to groups that have the 
permissions to perform specific system level functions. One of the primary ways to achieve privilege 
escalation is through software vulnerability exploitation. This occurs when an adversary takes advantage 
of a programming error in a program, service, or within the operating system software or kernel itself to 
execute adversary-controlled code. Vulnerabilities may exist, usually in operating system components and 
software commonly running at higher permissions, that can be exploited to gain higher levels of access 
on the system. This could enable someone to move from unprivileged or user level permissions to system- 
or root-level permissions depending on the component that is vulnerable. This could also enable an 
adversary to move from a virtualized environment, such as within a virtual machine or container, onto 
the underlying host. This may be a necessary step for an adversary compromising an endpoint system that 
has been properly configured and limits other privilege escalation methods. 

Unix/Linux based OSes are the main targets of these attacks, as they commonly host the public services 
of most businesses, while Windows-based hosts come next. These jointly contribute to 99.8% of the OS 
being used for service hosting purposes, hence, any successful compromise can lead to serious impact to 
the victim organisation, either by means of operational damage, financial strain or loss of reputation, so 
it is mandatory to include privilege escalation techniques in the overall risk assessment process that 
PUZZLE has to offer to its end users. To this end, PUZZLE will implement attestation and edge trust 
assurance services for protecting against this type of attacks. Further relevant information will be given in 
D3.1 [16]. 

2.2.1.4 Remote Access Exploitation 
Remote access exploitation refers to a group of attacks that target remote access technologies, which 
permit access to protected resources from external networks and often externally controlled hosts as 
well. Recently, these technologies gained popularity as they were widely adopted even by small 
enterprises, mostly due to the outbreak of the COVID-19 pandemic, but so did the associated 
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cybersecurity incidents. Generally, remote access technologies often need additional protection because 
of their nature, which places them at higher exposure to external threats compared to technologies that 
are only internally accessed. Major security concerns for remote access technologies include (i) unsecured 
networks, as nearly all remote access attempts occur over the Internet and organizations (especially small 
businesses) normally have neither control over the security of the external networks used by telework 
clients, nor the resources to deploy existing security solutions to this problem; (ii) external access to 
internal-only resources such as sensitive servers that can potentially be exposed to new threats and 
significantly increase the likelihood of compromise; and (iii) the problem of infected devices connected to 
internal networks, particularly BYOD and third party-controlled devices, which are often used on external 
networks and then brought into the organization and attached directly to the internal, otherwise 
unreachable networks. An attacker with physical access to such devices may install malware on them and 
use it later to gather data either from the infected devices, or from networks and systems that they 
connect to. 

Special attention should be given to attacks against VPNs. During the pandemic, which resulted in the era 
of remote work, enterprises are now more dependent on VPN technologies. At the same time, there is an 
increase of attacks against them of up to almost 2000%. The main threats that are being exploited and we 
should consider are the following: (i) MitM attacks against poorly-designed or -configured VPN solutions, 
which lead to insecure communication channels; (ii) brute-force attacks against VPNs that are either 
misconfigured in terms of authentication mechanisms or do not support advanced authentication 
techniques (e.g. 2FA); and (iii) existing software vulnerabilities and backdoors of legacy applications and 
previous (deprecated) versions that have not been updated to mitigate known issues and security 
concerns [17]). 

2.2.1.5 Man-in-the-Middle 
Man-in-the-Middle (MitM) attacks, also known as eavesdropping attacks, occur when attackers insert 
themselves in the middle of a two-party transaction. Once the attackers interrupt the traffic, they can 
listen to what the hosts are communicating, read the exchanging data, gather sensitive or private 
information, alter it and send the manipulated data back to the receiver and vice versa. There are two 
main phases to successfully perform a Man-in-the-Middle attack, namely, interception and decryption. 
Interception is where the attacker stays in between the data stream, ready to capture and collect the data 
received to later manipulate, reuse or sell the data. Decryption is where the attacker sends the data and 
analyzes the encryption method that has been used in an effort to decrypt and reuse them. 

Public networks have been the best playground for hackers to perform a man in the middle attack. In 
recent times, there has been a steep increase in the frequency as well as the severity of such attacks. Over 
the last two years, an increased number of business employees has been using public networks to 
remotely access enterprise infrastructure and/or sensitive files. If we combine the probability of 
successfully intercepting the traffic in a public, unprotected network access point and the vulnerabilities 
of remote access and remote desktop services as mentioned in the previous subsection, attackers can 
easily observe the traffic between the enterprise and the employees’ devices without them realizing it 



  

 

D2.1 Risk Assessment Methodology & Threat Modelling 

 

office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This 
project has received funding from the European Union’s Horizon 2020 (H2020) research and 
innovation programme under the Grant Agreement no 883540. This document does not 
represent the opinion of the European Union, and the European Union is not responsible for 
any use that might be made of such content. 

 

 

P
a

g
e

  2
3  

 

and are thus able to harvest credentials and gather intelligence about their targets. The worst part is that 
public awareness about MitM attacks is very low and hence when such things happen, the final effect is 
on enterprises, and it can lead to huge negative impact. 

2.2.1.6 SQL Injection 
An SQL Injection attack consists of the insertion of specifically crafted SQL statements via the input data 
from the client to the application in order to trick the system into doing unexpected and undesired things. 
A successful SQL injection exploit can read sensitive data from the database, manipulate database data in 
several ways (e.g., populate with new data, modify existing entries, remove existing data, etc.), execute 
administration operations on the database management system, recover the content of a given file 
present on the DBMS file system and, in some cases, even issue commands to the operating system. 

For instance, a malicious user could exploit a web-client vulnerability of ATracker, such as lack of input 
sanitization on the back-end of an associated service, and inject data that could manipulate a database in 
a malevolent and unwanted way, while at the same time this action remains unreported. To eliminate 
these problems, we are going to consider injection attacks against databases and DBMSes in our risk 
assessment process. 

Several common attack methods that should be listed under this category are: Tautology, Logically 
Incorrect Query, Union Query, Stored Procedure, Piggy-Backed Query, Blind Injection, Inference, Timing 
Attack and Alternate Encoding. Extensive surveys on SQLIAs can be found in [18] and [19]. 

2.2.1.7 Phishing 
Phishing attacks are a means to persuade potential victims into divulging sensitive information such as 
credentials, or bank and credit card details. They involve a combination of social engineering and 
deception. The attack usually takes the form of SPAM email messages, malicious websites, or instant 
messages, appearing to be from a legitimate and reputable source such as a bank, or a social network. A 
targeted form of phishing called spear phishing relies on upfront research so that the scam appears more 
authentic and targets high value victims of an organization, thereby, making it one of the most successful 
types of attack on enterprises’ networks. In the future, email continues to be the number one mechanism 
for phishing but not for long as organizations and enterprises have already start adopting the domain-
based message authentication, reporting, and conformance (DMARC) standard, which ensures that email 
from fraudulent domains is blocked, diminishing the rate of success of phishing, spoofing and spam 
attacks. However, we are already seeing an increase in the use of social media messaging to conduct 
attacks. The most relevant change will be in the methods used to send the messages, which will become 
more sophisticated with the adoption of adversarial AI techniques to prepare and send the messages. 
Phishing and spear phishing are major attack vectors of other threats, such as unintentional insider 
threats. 

Phishing attacks were the most popular as 41% of SMEs claimed to have experienced such a threat 
according to ENISA. This type of attack has become even more popular due to remote work. All it takes is 
one careless click on a link, and a hacker has access to sensitive business information. Latest findings 
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reveal that Microsoft phishing URLs are considered the lion’s share and not without a reason. To 
understand why Microsoft phishing has achieved a level of sustained dominance, consider the size and 
growth of Office 365. Microsoft itself reported more than 180 million active monthly Office 365 business 
users and while it continues to be adopted by more enterprises, the more desirable it is for hackers to 
take aim. But size is just half the story. Microsoft’s popularity with phishers also speaks to the 
lucrativeness of Office 365 credentials. These credentials provide a single-entry point to the entire Office 
365 platform, including the company’s global address list, documents, information, and contacts stored 
in SharePoint and/or other Microsoft cloud services. Compromised Office 365 accounts are also 
increasingly being used to send spear phishing emails targeting other employees or partners of the 
breached company. Then spear-phishing messages are sent, typically containing malicious macro-enabled 
documents, or a link to such documents, able to start the execution of a chain of obfuscated scripts that 
ultimately results in the download of stage one or dropper malware. JavaScript and PowerShell appear to 
remain the most popular scripting languages for this purpose. 

99% of phishing attacks require human intervention to be effective, such as following a link, downloading 
an attachment, opening a document, accepting or ignoring security warnings, or conducting other 
behaviors. On that note it is absolutely necessary to educate staff to identify fake and malicious emails, 
avoid clicking on random links, especially those received on social media, and generally stay vigilant, while 
also launching periodically simulated phishing campaigns to test organization’s staff readiness and 
responsiveness to a potential threat. However, human awareness is not the only mitigation action. We 
include phishing in our risk assessment methodology in order to be able to recognize and mitigate the 
threat in a more automated manner, mainly by being able to choose and deploy cybersecurity solutions 
from a predefined set when and where necessary. These could be security email gateways with regular 
maintenance of filters, automatic block of code and macros execution, implementation of standards for 
reducing spam and phishing emails (DMARC [20], DKIM [21]), implementation of fraud and anomaly 
detection in the network level for inbound/outbound emails, activation of 2FA, etc. 

2.2.1.8 Web-based / Web Application Attacks 
Web-based attacks are an attractive method by which threat actors can delude victims using web-based 
systems and services as the main threat vector, covering a very broad attack surface. Consequently, web-
based attacks can affect the confidentiality as well as the integrity and the availability of data, services 
and systems. The most popular attacks falling under this category are watering hole, drive-by and SQL-
injection attacks to deliver malware or even ransomware, formjacking to inject malicious JavaScript code 
into target websites, credential brute-force attacks on authentication forms, exploitation of vulnerabilities 
of CMS and/or internet browsers, even malicious URLs and scripts can be used to lure an unsuspected but 
legitimate user to the desired malevolent website or to download malicious code. 

Similarly, web applications are also a core part of the modern internet, offering more features, 
functionalities, services and uses on top of the web. The majority of these applications depend on 
different systems, such as databases to store and deliver necessary information, web servers to handle 
requests, APIs for connection and communication with other services or a combination of them. This 
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creates a wide attack surface vulnerable to multiple attacks that can be exploited by a malicious entity. 
Specifically, SQL-injection is a well-known example and the most common threat against databases, being 
responsible for over 70% of all incidents against web applications, with LFI coming second and cross-site 
scripting (XSS) third, for a combined 95% [22]. 

Since many of these attacks affect systems and services widely adopted by the SME ecosystem (e.g., CMS, 
websites with authentication forms, web applications), the potential impact from incidents originated 
from attacks of this wide category could be severe. Furthermore, there is an ever-growing number of such 
attacks year by year. Specifically, according to a recent ENISA report [23], 40% of all cybersecurity 
incidents are web-based, while another report [24] reveals a 52% increase in the number of web 
application attacks in 2019 compared with the previous year. For these reasons, this category should 
definitely be considered as a core part of the threat modelling and risk assessment methodology within 
the scope of PUZZLE. 

2.2.1.9 Malware Infection 
Malware, short for malicious software, is a catch-all term to refer to any type of malicious software 
designed to harm or exploit any programmable device, service or network. Cybercriminals typically use it 
to extract data that they can leverage over victims for direct or indirect financial gain. That data can range 
from financial data to healthcare records, to personal emails and passwords; the possibilities of what sort 
of information can be compromised have become endless. Moreover, other common objectives might be 
espionage and disruption of the integrity or availability of systems and services. In other words, software 
is identified as malware based on its intended use, rather than a particular technique or technology used 
to build it. From the SMEs perspective, as the dependency on computers and the internet in general 
increases, so does the malware-based security incidents. Most indicatively, malware is the origin of up to 
39% of cybersecurity events, according to a survey [23]. 

There are several common families of malware including classic and well-studied ones like viruses, worms, 
trojans, rootkits, adware and spyware. Apart from extensive analyses for each malware category, multiple 
mitigation guidelines have been proposed in the literature, such as signature-based malware detection 
systems in multiple layers (e.g. network, host, application), use of tools for malware analysis, malware 
mitigation and threat intelligence sharing (e.g. MISP), mail filtering and removal of executable 
attachments, etc. However, there are some special families, namely file-less malware, cryptojacking, 
memory-scraping malware and ransomware, that need additional attention. 

First of all, file-less malware is considered a special threat because it does not contain an executable file 
and is able to evade common security techniques. Instead of an executable file, this type of malware 
requires the attacker to inject malicious code into already installed and trusted software, either remotely 
or by actively downloading document files (i.e. office documents) containing malicious macros. This is the 
reason for higher attack success rates compared to other types of malware and of constant growth in the 
number of file-less events. 
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Next, cryptojacking, also known as cryptomining, is the unauthorized use of computational resources to 
mine cryptocurrencies. Targets include any connected device, such as computers, mobile phones, IoT 
devices and many more. However, cybercriminals have been increasingly targeting SMEs either directly 
by focusing on their computational resources or indirectly by focusing on cloud infrastructure, which is 
used by more than 90% of all enterprises. Attackers can use multiple attack vectors to deliver 
cryptominers by integrating cryptojacking capabilities into normal malware, compromising websites, 
using phishing and social networking attacks, exploiting existing vulnerabilities in OS, web or mobile 
applications, etc. Although the consequences from such attacks are limited and cannot cause a huge 
disturbance of normal business operations, organizations may notice degraded computer components, 
increased electricity consumption and reduced employee productivity [25]. 

Next, memory-scraping malware is a type of malware that helps hackers to find personal data. It examines 
memory to search for sensitive data that is not available through other processes.  Though data encryption 
is widely used to secure data, memory scraping finds weak areas from which it can take data. For example, 
some memory-scraping malware steals encrypted data from applications through which the data passed 
unencrypted. This renders many typical security attempts useless and can lead to great impact on the 
confidentiality of a system or its data. 

Finally, ransomware is an ever-evolving form of malware that was specifically designed to encrypt files on 
a device, rendering any files and the systems that rely on them unusable. Malicious actors then demand 
ransom in exchange for the decryption keys. Recently, ransomware incidents have become increasingly 
prevalent among businesses, governmental organizations, and critical infrastructure organizations 
generating billions of dollars in payments to cybercriminals and inflicting significant damage and expenses 
for the compromised parties. Ransomware actors often threaten to sell or leak exfiltrated data or 
authentication information if the ransom is not paid, thus affecting the confidentiality of information and 
the overall reputation of an organization. At the same time, as long as the ransom is not paid, the affected 
party cannot access data that may be vital to the business processes, thus information availability cannot 
be ensured. Moreover, the victim cannot ensure the integrity of the information after recovering from 
ransomware attacks. To that end, it is essential to also consider this type of threat in our risk assessment 
methodology in order to be able to propose mitigation guidelines and actions later. 

2.2.1.10 Denial-of-Service 
A Denial-of-Service (DoS) attack is an attack meant to shut down a machine, service or network, making 
it inaccessible to its intended users. DoS attacks accomplish this by flooding the target with traffic, or 
sending it information that triggers a crash. In both instances, the DoS attack deprives legitimate users of 
the service or resource they expected. An improved type of DoS attack is the Distributed Denial of Service 
(DDoS) attack that occurs when multiple systems orchestrate a synchronized DoS attack to a single target 
or set of targets. The essential difference is that instead of being attacked from one location, the target is 
attacked from many locations at once. Intuitively, one could assume that attackers are not interested in 
launching DoS attacks against medium-sized or smaller businesses. However, this is not true; combine 
small IT budgets, lack of cybersecurity dedicated staff, tools and services, and lax security practices with 
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the fact that SMEs are usually part of a bigger supply chain and there is the gateway for a larger indirect 
security incident. This type of attacks can have a catastrophic effect on small- and medium-sized 
businesses if there is no threat awareness, modelling, detection, prevention and mitigation plan. 

Although the majority of denial of service attacks still occur by well-studied flooding techniques (SYN, 
UDP, TCP. ICMP), cybercriminals have been actively seeking out new services and protocols for amplifying 
DDoS attacks. For instance, Kaspersky’s 2020 Q2 report [26] on DDoS attacks states that the share of SYN 
flooding in the quarter was almost 95%, followed by ICMP flooding, while the distribution of attacks of 
different types remained unchanged even in the third quarter of the same year [27]. The situation 
changed dramatically in the last quarter of 2020; SYN flooding attacks are still the most dominant, but its 
share fell by 16%, while a previously unmentioned attack type, namely GRE flooding, showed up.  

GRE is a traffic-tunnelling protocol mainly used to create VPNs [28]. Furthermore, Kaspersky’s reports for 
the first half of 2021, [29] and [30], suggest that the usage of reflected and amplified attack techniques 
facilitating new vectors other than the ones already described has increased. These attacks feature a small 
request to deliver a huge payload. Briefly, the malicious actor spoofs the victim’s IP address, thus the 
recipient sends the related responses to the victim. This methodology is highly effective on UDP-based 
protocols because of their connection-less nature, so an amplification factor of up to 70 times can be 
achieved, introducing huge problems to the victims with little effort from the attacker’s side. 

Finally, the COVID-19 pandemic has been used as an implicit amplifier. Specifically, during this period, 
video conferencing tools and remote collaboration solutions have experienced a peak of usage. In order 
to achieve that, they introduce excessive stress on the network in terms of bandwidth requirements. 
However, part of this bandwidth that is currently used for remote working was originally devoted to 
counteracting DoS. This leads to a reduced organisation ability to defend itself against denial of service 
attacks. In this frame of reference, the impact of (D)DoS attacks against RDPs and virtual private networks 
increased with the pandemic. 

In the context of the PUZZLE project, we aim to consider both traditional and trending types of threats 
that exhaust business resources during our risk assessment process, as both types are able to introduce a 
significant interruption of normal enterprise operating flow. 

2.2.1.11 Attacks against Analytics Pipelines 
In recent years, the use of Machine Learning (ML) has become increasingly widespread in several 
applications where it is possible to collect and process data locally, at the edge or the cloud. This data can 
afterwards be used for training machine learning models, that aim to support the decision-making process 
of the SME. However, this has led to an increasing number of attacks against analytics pipelines that utilize 
such mechanisms in order to manipulate them for malevolent purposes and impact the underlying 
decision-making algorithms. These attacks can be split into the following categories: 

Evasion attacks: In this case, the attacker aims to achieve misclassification of some data in order to remain 
stealthy or mimic some desirable behavior. The ultimate goal is to force the machine learning model to a 
desired output. One possible way to achieve this is to encode an attack payload in such a way that the 
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destination of the data is able to decode it, but the analytics pipeline is not, leading to a possible 
misclassification. 

Poisoning attacks: The adversary attempts to poison the training dataset, by deriving and injecting a point 
to decrease the classification accuracy. This type of attacks has the ability to distort the classification 
function during its training, thus allowing the attacker to define the classification of the system. For 
example, an adversary may be able to create a dataset of anomalous network-layer protocol behavior and 
train an anomaly-based intrusion detection system so that it considers an attack dataset as legitimate. 

Various types of adversarial attacks against machine learning and analytics pipelines have been 
extensively researched in the literature [31]. These attacks generally fall into the aforementioned 
categories but can target different types of systems or applications. A categorization of these attacks 
based on the type of system they target is as follows: 

Intrusion detection: Analytics services use machine learning algorithms in the context of Intrusion 
Detection Systems (IDS), which aim to identify attackers based on unexpected traffic patterns. An attacker 
may attempt to evade such systems by poisoning the training dataset and introducing both false positives 
and false negatives, in order to make the classifier unable to determine whether a specific sample is 
malicious or not. Evasion attacks on IDS systems are also possible, by attempting to learn a copy of the 
classifier from a small surrogate data set, and cause a sample to be misclassified. 

Spam Filtering: This refers to the category of attacks that attempt to evade filtering systems, which use 
machine learning algorithms in order to classify incoming messages as benign or as spam. These attacks 
predominantly fall into the category of evasion attacks, and involve influencing the classification system 
in order to identify malicious messages as benign. 

Visual Recognition: This category of attacks is targeted towards systems that use visual data, i.e., images 
and video, in order to assist the decision-making process. These can be both evasion and poisoning attack, 
attempting to influence either the classification or the training process. One way this can be accomplished 
is by using a backdoor key. For example, in an autonomous driving vehicle application, an attacker can 
attempt to cause the model to misclassify a stop sign as a speed limit, when a specific mark has been 
placed on the stop sign. This would be difficult to detect, because stop signs without the malicious mark 
would be classified correctly. 

Other Applications and Multipurpose attacks: In addition to the above, there are several more practical 
applications where ML based methods are used and can be targeted by attackers, such as credit card 
fraud detection systems, biometric verification systems, text classification systems etc. It is also possible 
to design attacks that target more than one of the above types of applications, or that specialize against 
specific ML techniques, such as linear classifiers. 

In the context of the Suite5 ATracker use case, it is possible for an attacker to attempt use poisoning 
techniques. For example, a malevolent stream of data directed to the cloud analytics engine of Suite5 
could potentially alter the behaviour of the ML-based model. Another type of data poisoning attack that 
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could be applicable to this case is feedback weaponization, which attempts to abuse feedback 
mechanisms in an effort to manipulate the system toward misclassifying good content as abusive. In 
general, in the case of SMEs that we consider in PUZZLE, data poisoning attacks can be done in the context 
of phishing, social engineering etc. 

2.2.1.12 Attacks against Protocol Vulnerabilities 
Attacks against existing vulnerabilities of widely adopted protocols typically exploit specific features or 
implementation bugs of one or more protocols that are used by the services of the target infrastructure 
or service in order to consume excess amounts of its resources or impact the integrity of the available 
assets and ultimately disrupt the normal operation of the victim’s services. 

The majority of these attacks have been previously described in the related subsections. For instance, one 
could exploit the benign features of the ICMP protocol for malicious purposes and launch a denial-of-
service attack or exploit existing bugs of RDPs to gain access via brute-force attacks. Moreover, when in 
close proximity, one could misuse the benign features of protocols used to offer Wi-Fi connectivity to 
deauthenticate a subset of devices from a close-range access point or exploit newly discovered 
vulnerabilities of WPA, as explained by ENISA [32]. Further to this, attackers can also misuse the features 
of ARP and DNS protocols to launce relevant poisoning attacks and disrupt the normal operation of a local 
network. Finally, one could repeatedly send invalid signatures to force an authentication server to 
consume its resources and render it available to other benign users. The list of potential protocol abuse 
attacks is endless and could affect the proper operation of an enterprise in many different ways. We try 
to at least consider well-known attacks against widely adopted protocols in our risk assessment process 
to be able to offer proper monitoring, prevention and mitigation of such attacks. 

2.2.1.13 Threats Against the PUZZLE Framework 
The whole PUZZLE framework will be based on the containerisation of each individual component to 
facilitate the development, integration, deployment and testing processes. This introduces some threats 
against the framework itself that should be considered as part of the risk assessment methodology. These 
threats will be briefly described in this subsection with respect to the containerisation technology that 
will be exploited, which in our case is Docker. A more extensive analysis of attacks against the PUZZLE 
framework will be presented in D2.3 [33], where the architecture of the Risk Assessment methodology 
will be presented in detail. 

First, we should consider privilege escalation attacks which are easier to succeed in a misconfigured 
Docker setup. In this scenario, a user with low privilege is added to the docker group to perform specific 
tasks without giving the user elevated privileges. In a Linux machine with a Docker group assigned, such 
users can escalate their privilege to a root level and perform administrative tasks in the host machine, 
thus affecting the normal operation of the framework. 

Second, threats related to dangling volumes and filesystems exist and affect every virtualization and/or 
microservice technology in the wild, thus Docker is no exception. When an image is deleted from the host 
machine, this action will not lead to the deletion of any associated mounted volume automatically. If an 
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attacker has gained access to the host machine during the exploitation phase, he/she can look for dangling 
volumes on the docker host as part of post exploitation phase and examine for sensitive information in 
the volume, which can further be used to attack the infrastructure or the application in the environment. 

Next, docker daemon offers an API, which is set up and configured to allow users to remotely access and 
administrate the docker related tasks through it. The use of this API also helps in building automation 
scripts for the remote docker deployment without having to log in to the host system where the docker 
is installed to run the docker tasks. By default, there is no authentication implemented on the Docker 
daemon API itself, so an adversary can invoke the API remotely and perform any administrative task. For 
instance, an attacker can perform both enumeration and exploitation techniques using a python custom 
script. This script may be used to compromise a remote host and get a foothold on the host machine 
where docker daemon is running with root privilege. It is our responsibility to not only properly configure 
but also monitor, prevent and raise alerts for such incidents. In general, attacks that attempt the illicit 
usage of the APIs offered by the PUZZLE framework, meaning the usage of these APIs in order to serve 
malicious purposes, need to be considered. 

There are also meaningful scenarios where developers need to be granted access to the host resources 
from inside the containerized environment. Docker supports this feature by using a special flag (i.e. -
privileged) while running the container. As the privileged flag is used to access the process identifier of 
the host from the container, an attacker having an initial foothold on the container can escape from the 
container environment and access the host machine with root privilege. This can easily be achieved by 
injecting a reverse shell payload to the root process of the host machine. 

Last but not least, attacks that affect the PUZZLE framework itself can emerge from almost every type of 
threat or adversarial technique that has been listed in this section, thus posing the normal execution of 
the framework at serious risk. To avoid this defective scenario, we shall also consider assets, components 
and services that are part of the PUZZLE framework per se when performing the risk assessment 
procedure. 

2.2.2 Adversarial Model 
An adversary is defined as an actor with malicious intent, setting up an attack on the network-level, or 
against a system, an application, a protocol or even a combination of these targets. Typically, the goal of 
the adversary is to disrupt the proper operation of a secure system by compromising one or more 
properties of the CIA triad. There is a need to consider an adversary when designing or demonstrating the 
proof of a secure system in order to be able to later evaluate and benchmark the proposed security. Due 
to the vast nature and differing types of adversaries, there is a need to model them in a (semi-)formal 
manner, so we can modify the characteristics of the attacker to fit the needs of each use case or scenario. 
Towards that end, we choose to build our adversary model based on three distinct building blocks as 
described in [34]. These three components are: (i) adversary assumptions, (ii) adversary goals, and (iii) 
adversary capabilities and the logic behind this separation into distinct parts is that one could easily 
manipulate each part individually, thus changing the strength of the adversary based on a specific scenario 
or test case. In the next paragraphs, we briefly describe each one of the three components, then we define 
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our adversary model, which in the case of the PUZZLE project is a set of distinct attackers, each one with 
specific goals, attributes and characteristics. 

Firstly, the adversary assumptions are a set of characteristics regarding the physical-virtual environment 
of the attacker. An attacker can be either an external entity or an insider threat, sometimes without even 
having malicious intentions. On that note, the physical location of the attacker, as well as the location of 
the attacker’s network change dramatically in the case of an insider attack (e.g. by a previous organization 
employee). In such a scenario, the attack may be initiated from the internal network of the organization 
under attack, making it extremely difficult to recognize and mitigate without prior setup of appropriate 
defensive mechanisms for these specific types of threat. In a different scenario, the malicious actor might 
be able to control numerous, previously compromised, physical/virtual machines and launch a distributed 
attack disturbing the availability of the target’s infrastructure and services. 

Second, the adversary goals describe the intentions of a malicious actor, or put it in other words how the 
actions of the attacker affect the principals of the CIA triad with regards to one or more systems, networks 
or services. For instance, an adversary’s goal could be interference of confidentiality in order to access or 
steal sensitive information. In this case, the attacker may try to proceed with a credential access tactic by 
launching a brute-force attack to achieve the desired result. Another ultimate goal could be information 
integrity violation, thus an actor with malicious intents could try to gain higher-level permissions and run 
malicious code on some hosts to alter some piece of data at his/her favor. 

Finally, the adversary capabilities refer to the possession of previous knowledge, special skills, tactics or 
assumptions of potential interactions between the attacker and a system, network or service. To better 
understand the notion of adversary capabilities, consider a malicious actor who is able to authenticate to 
a service (e.g. a past employee) and initiate an attack against a company as an insider. An adversary with 
this capability is much stronger than the one who has to penetrate into the company’s systems first and 
then initiate the actual attack. By manipulating these capabilities, one could highly affect the strength of 
an adversary. 

At this point, we are ready to model a set of distinct adversaries based on the previously described 
components. Specifically, the characteristics and behavior of three different adversarial models based on 
external threats will be described, with each one targeting a specific principle of the CIA triad. Then, 
special consideration will be given to insider threats. We leverage MITRE’s ATT&CK matrices [35] in order 
to present the techniques that could potentially be exploited by each adversary towards achieving his or 
her goals. 

To this end, our first adversarial model is considered to be an external attacker who does not necessarily 
have privileged access neither to the network, nor any organization’s system or service. The goal of this 
malicious actor is to gain access to or steal confidential data in any possible state, namely at rest, in transit 
or even in use. It is assumed that this adversary has the ability to perform multiple types of attacks falling 
under the well-studied tactic of reconnaissance in order to first gather information about the target 
organization (e.g. employees, active services, network topology). Usually an attacker achieves the 
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retrieval of this kind of information either by performing active scanning attacks by probing the victim’s 
perimeter infrastructure, or by sending phishing messages to trick targets into divulging actionable 
information. Upon success, this tactic grants the adversary valuable knowledge associated with login 
credentials and/or known software vulnerabilities in services that are externally visible, thus creating an 
initial entry point. In the former case, compromised credentials may grant the adversary increased 
privilege to specific systems or access to restricted areas of the network. Adversaries may choose not to 
use malware or tools in conjunction with the legitimate access those credentials provide to make it harder 
to detect their presence. In the latter case, the adversary needs to exploit such vulnerabilities, which, in 
many cases, is deterministic and fairly easy by retrieving scripts and instructions from publicly available 
sources (e.g. MITRE’s CVEs catalogue [36]). However, from that point on, the adversary may proceed, 
either directly, or indirectly (by using lateral movement techniques) with the collection and exfiltration of 
sensitive and valuable data to complete his/her ultimate goal. This attacker is considered to be extremely 
powerful and dangerous and the effects of these kinds of confidentiality breaches may be severe, both 
operationally and financially. 

Our second adversary is also an external entity with malicious intentions seeking to disrupt the normal 
operation, affect a business process, organizational understanding, or decision making of an enterprise 
by manipulating sensitive data, thus affecting the integrity of the information. The first set of actions is 
identical to the previous adversary model; the attacker has to use reconnaissance tactics to find an initial 
access point in order to be able to continue in the attack kill chain. Furthermore, the attacker has to also 
develop or obtain some specific capabilities (e.g. malware able to manipulate data in his/her favor, 
ransomware, digital certificates). From that point on, the attacker can directly manipulate or corrupt 
valuable data by deploying malware or ransomware, or indirectly by leveraging man-in-the-middle 
techniques, thus positioning themselves between two or more networked devices to support follow-on 
behaviors, such as traffic data manipulation. Another method that could be used by an attacker with such 
intentions is phishing. Adversaries may send victims emails containing malicious attachments or links, 
typically to execute malicious code on victim systems, in our case most probably ransomware or other 
data corruption malware. Phishing may also be conducted via third-party services, like social media 
platforms. Phishing may also involve social engineering techniques, such as posing as a trusted source. 
Whichever the series of techniques may be, in the end the adversary can cause great financial damage to 
the target organization, along with loss of profit and trust. 

The next adversarial model is quite different compared to the previous ones but still poses significant risks 
and difficulties in defending against and mitigating the associated attacks. We still assume an external 
threat trying to interrupt availability related to the network resources or services. However, this time 
there is no need for sophisticated techniques to gain access to the internals of the target organization. 
We assume that the adversary already controls or is able to control a large number of compromised hosts 
and launch denial of service attacks of two different types; endpoint DoS by causing OS, service or 
application exhaustion and network (D)DoS by flooding the network directly or by performing reflection 
amplification attacks. Although it has been observed that adversaries conducting DoS attacks for political 
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purposes and to support other malicious activities, including distraction, hacktivism, and extortion, 
disturbance of normal organization operations and financial losses are collateral damage. 

Finally, we consider the scenario of an insider threat, which is an action that may result in an incident, 
performed by someone or a group of people affiliated with or working for the potential victim. There are 
several patterns associated with threats from the inside, either from malice or negligence, with equally 
devastating results. Since these insiders often enjoy trust and privileges, as well as knowledge of the 
organizational policies, processes and procedures of the organization, it is difficult to distinguish between 
legitimate, malicious and erroneous access to applications, data and systems. Generally, insider threat is 
classified into the following five different categories: (i) the careless worker who may cause harm 
unintentionally by mishandling data, breaking use policies and installing unauthorized applications, 
usually either accidentally or due to lack of appropriate knowledge, skillset or toolset; (ii) the inside agents 
who steal information on behalf of outsiders; (iii) the disgruntled employees who seek to harm their 
current or past organization; (iv) the malicious insiders who use existing privileges to steal information for 
personal gain; and (v) the feckless third-parties who compromise security through intelligence, misuse or 
malicious access to or use of an asset. 

Verizon’s 2020 DBIR reveals that the importance of being prepared for internal threats is clearly equal to 
the importance of being prepared for attacks from third parties. Specifically, 30% of the total breaches 
involved internal actors, over 25% of the total breaches involved small businesses and almost 10% of the 
breaches were due to privilege misuse by authorized users. A summary of the report findings is available 
in [37]. We consider the importance of these threats and the potential impact and negative consequences 
on the proper operation of SMEs, thus it should be included in the risk assessment methodology of this 
project. 
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3 PUZZLE Risk Assessment Methodology 
3.1 PUZZLE Risk Assessment Framework 
The PUZZLE framework includes a Risk Assessment Engine which handles the risk assessment process, 
which is split into the Design-Time Phase and the Run-time Phase. The focus of the Design-Time Phase is 
to generate the interdependency and interconnectivity graphs between the various assets of the SME, as 
well as generate initial enactment policies, while the focus of the Runtime Phase is to take into 
consideration any zero-day vulnerabilities or newly identified threats and perform a policy update. These 
concepts will be expanded upon in the following sections. 

In this section, we analyze these phases as defined within the PUZZLE Framework Reference Architecture 
presented in deliverable D1.7 [1], which has also been summarized in Section 1.2 of this deliverable. Note 
that a high-level overview of the various modules within the PUZZLE architecture, as well as the 
interconnectivity between them, is available in Figure 7 of deliverable D1.7. In Figure 3, we present a 
simplified version of the PUZZLE Reference Architecture (top) along with a high-level overview of the 

Risk Assessment Concept (bottom), including terminology that will be used throughout the present 
deliverable, as well as the correspondence of components between the Reference Architecture and the 
Risk Assessment Methodology, denoted by dash lines. The four main steps of the Risk Assessment concept 
can be summarized as follows: 

Design-time Risk Assessment: Will be applied to the target SME ecosystem and aims to create 
cartographies of the supported/enabled applications, assets (hardware and software) and services 
ecosystem, coupled with all identified threats and vulnerabilities that can be exploited by an adversary. 
The output of this phase is to create interdependency graphs between all these assets and all 

vulnerabilities that may affect the security level of the entire SME. 

Policy Modelling and Specification: In this phase, a policy-based approach is employed, which entails the 
deployment, enforcement and management of network- and system- based enactment rules (policies as 
code) that aim to protect all layers of the network and system stack of each asset in the SME 
infrastructure. These policies are afterwards deployed to the relevant assets, who in turn enforce them 
and make decisions based on the PUZZLE analytics services. In accordance with the ZTA paradigm, the 
policies in PUZZLE go beyond simple network rules, but they will be expressed as policies-as-code, 

providing granularity in terms of protection they can offer, including binary attestation. 

Run-time Risk Assessment: Aims towards the serialization of information that will be used in order to re-
calculate and re-evaluate risks or changes in asset architecture and interdependencies, that may lead to 
a dynamic update of previously defined security policies. To this end, the PUZZLE Security Orchestrator 
deploys various security monitoring agents and leverages edge analytics tools, and aims to identify new 
threats, vulnerabilities or changes in the asset cartography. 

Dynamic Update of the Low-Level Security Enactment Policies and Rules: In this phase, the PUZZLE 
framework addresses the dynamic runtime properties of all deployed CPSs, that cannot be modelled fully 
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during design-time. This might be related to changing system configurations and control objectives, as 
well as changes in available resources or their allocation. The output of this phase is the creation of new 
low-level enactment policies and rules and the deployment of Security Orchestration Workers that 
address the new system state. 

Furthermore, in this Section, we will provide an analysis of the risk assessment methodology used within 
the PUZZLE project in both design-time and runtime phases, and we will present the core building blocks 
and mechanisms including risk modelling and risk evaluation.
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Figure 3: High-level overview of Risk Assessment in relation to PUZZLE Reference Architecture 
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3.1.1 Overview of PUZZLE Risk Assessment Life Cycle 
In this subsection, we present a comprehensive high-level overview of the PUZZLE risk assessment life 
cycle. Figure 4 provides a graphical representation of all phases and components of the Risk Assessment 
system and serves as a flowchart of the risk assessment life cycle, starting from the SME user and 
incorporating the PUZZLE modules that are involved in its operation. All the concepts and modules 
presented in this Subsection will be expanded on and described in further detail throughout the rest of 
this document, with additional information on the PUZZLE components employed in each step. 

 

Figure 4: High-level overview of design-time and runtime Risk Assessment workflow 

 

The Risk Assessment workflow, including Design-time and Runtime, is summarized in the following steps: 

1. Design-time Risk Assessment is performed once during system initiation. 

a. SME User logs into the PUZZLE Security Services Marketplace and selects desired security 
services. The Risk Analysis Services module is activated by default (Section 3.1). 

b. The Expert System of the PUZZLE Orchestrator receives information from the Monitoring 

System about vulnerabilities and CVEs about each SME asset that requires protection 
(Section 3.2). 

c. The Expert System also receives low-level processing and enactment rules from the Policy 

Translator, based on the use of Cilium templates and the input of an administrator, also 
based on the Expert System feedback (Section 4). 

d. Based on the available information, the Expert System performs risk calculation, forms 
the Risk Graph and calculates the Interdependency Graph, as well as the 
Interconnectivity Graph between the SME assets (Sections 3.2.1-3.2.3.2). 

e. The Risk Assessment Interdependency Graph is fed to the Inference Engine, which 
generates the low-level enactment rules (Section 4.1). 
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f. The output of the Inference Engine is fed to the PUZZLE Security Orchestrator, who 
deploys the Security Orchestration Workers as instantiation of the low-level enactment 
rules (Section 3.2). 

2. Runtime Risk Assessment is performed continuously during runtime. 

a. The Security Orchestration Workers gather data by using the Attestation Controller 

(responsible for protecting the integrity of the monitored data), the Programmable 

Log/Metadata Extractor (responsible for monitoring data), and the Network Offline 

Processing Controller module (responsible for offloading data to the analytics part) 
(Section 3.3.1.1). 

b. Layer 7 network data, i.e., Application Layer data is analyzed locally in real-time. This 

applies to analysis that can be performed locally, that does not require large 
computational power (Section 3.3.1.1). 

c. Traffic from network layers 2-7 that cannot be analyzed in real-time and that requires 
increased computational power is replicated by the Network Offline Processing Controller 
and offloaded to the Edge Analytics Resource via the Container Network Interface of the 
Orchestration Worker (Section 3.3.1.2). 

d. The Edge Analytics component performs analytics on the replicated data via the Analytics 

Control Plane Agent, the Analytics Job Controller, and the Analytics Pipeline (Section 
3.3.1.2). 

e. The Analytics Pipeline identifies any possible anomalies and unexpected behaviors, and 
forwards the results of this analysis to the Working Memory, which serves as the Attack 

Validation component, where forensics are also executed (Section 3.3.1.3). 

f. The Attack Validation component also receives raw monitoring data from the 
Programmable Log/Metadata Extractor and attempts to replicate the execution path, and 
to calculate the attack path that caused the anomaly (Section 3.3.1.3). 

g. If any anomaly, unexpected event or change in the asset cartography is detected, the Risk 
Assessment Engine updates the risk graph and the interdependency graph, as well as 
creates new low-level runtime policies (Section 3.3). 

h. The new policies are sent to the PUZZLE Security Orchestrator through the Inference 

Engine, in order to deploy Orchestration Workers as instantiation of the new policies and 
enactment rules (Section 4). 

3.2 Design-time Risk Assessment Phase 
In this section, we first provide an overview of the design-time risk assessment phase, based on the 
aforementioned PUZZLE Reference Architecture. The entry point of the system is the PUZZLE marketplace, 
which represents a central reference point where all available security services are packaged, and the 
SME user can select the desired services to activate. One of them is the Risk Analysis Services module, 
which is activated by default and encapsulates all services related to risk assessment, which is needed for 
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identifying risks that are then taken into consideration by the Expert System for creating the appropriate 
low-level enactment rules and policies. 

The purpose of the design-time phase of the Risk Assessment process is to create asset cartographies, and 
identify any possible vulnerabilities that can be exploited by an adversary for compromising the overall 
security and safety posture of the target SME. This formalization will lead to the generation of policies 
that can be used to make security based decisions. 

During the design time phase, some initial information regarding the various assets and their 
characteristics is required. Typically, in a Risk Assessment lifecycle, this information is provided by the 
SME user. However, this is not mandatory in our case, since the PUZZLE framework contains a Monitoring 

System [38] that provides input to the Logically Centralized PUZZLE Orchestrator. It is important to note 
that the PUZZLE framework is agnostic to the type of orchestration medium used, but the instantiation is 
done based on Kubernetes [38], as it is the most prominent medium for managing service mesh 
networking. This module scans and gathers information from all assets, the target devices of the SME that 
require protection, regarding any vulnerabilities or Common Vulnerabilities and Exposures (CVEs) [36], 
which could be exploited by an adversary to attack the corresponding asset. 

Afterwards, the information produced by the Monitoring System is given as input to the Expert System. 
At this point, it should be noted that the Expert System receives input both during the Design-time and 
the Runtime phases as follows:  

- Design-time: The Expert System receives information from the Monitoring System as mentioned 
above, and it works together with the Policy Editor to define the low-level policies and enactment 
rules. Then, the Policy Translator takes these policies and rules and translates them as part of the 
programmability of the security agents to be deployed. 

- Runtime: The Expert System receives information from various Monitoring Agents during 
runtime, such as Edge Analytics and Log/Metadata Extractors. This information is subsequently 
fed to the Attack Validation component, as raw data for the forensics and Attack Path replication 
operations. 

In this section, we refer to the Design-time operation. At this time, the Expert System uses the received 
information to perform risk calculation, form the risk graph and generate the interdependency graph, as 
well as the interconnectivity graph between the assets. We will expand upon these concept in Section 
3.2. As previously mentioned, the Expert System also works with the Policy Editor to define low-level 
policies and rules, which are forwarded to the Policy Translator so that the service policy requirements 
can be translated. The justification for the code-based policy enforcement lies within the concept of Zero 

Trust Architecture (ZTA) [3], which is employed within the PUZZLE framework. Specifically, ZTA involves 
enforcing policies as code based on the least privilege and as-granular-as-possible principles and 
continuous monitoring and automated mitigation of threats. Also, it involves the use of a service mesh to 
enforce security control application-to-service and service-to-service, the implementation of binary 
attestation to verify the origin of the binaries, and the inclusion of secure enclaves in addition to 
traditional encryption to enforce the three pillars of data security, i.e., in transit, at rest, and in memory. 
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It is important to note that the generation of these rules by the Policy Translator is performed based on 
the use of Cilium [39], which contains several templates for packet filtering agents based on eBPF and 
XDP (eXpress Data Path) [40]. However, the Policy Translator also requires feedback from the Expert 
System regarding the identified CVEs and risks as previously mentioned, in order to create rules based on 
these templates. This process is semi-automated, meaning that the deployment of some agents can be 
automated based on some default templates and rules, but there is also an administrator who uses 
information from the Cilium templates, as well as the Expert System feedback, in order to recommend 
processing and enactment rules. 

The Risk Assessment Interdependency Graph is afterwards fed to the Inference Engine, which generates 
the instantiation of the low-level enactment rules. The Design-time Risk Assessment phase is concluded 
when the output of the Inference Engine is provided as input to the PUZZLE Security Orchestrator, which 
also receives the parsers for packet monitors as the output of the LLVM Compiler. Based on the received 
inputs, the Security Orchestration Workers are deployed. Specifically, eBPF based agents are used in 
order to monitor system level traffic, which refers to the execution of tasks and processes within a device 
or container. XDP based agents are used to monitor network traffic, and can be used to record metadata 
with the Log Extractor in the various network layers (OSI layers 2 to 7). Both these types of agents are 
necessary, because we need to perform monitoring in both the user- and kernel-space. Specifically, the 
user space is monitored by the XDP agents, so the eBPF based agents are introduced in order to monitor 
the kernel space. Therefore, this combination of agents captures all layers of the networking stack in an 
efficient manner. It is important to note that, the context of ZTA mentioned above, these Orchestration 
Workers are responsible for enforcing the code-level rules and policies generated as previously analyzed. 

3.2.1 Interdependency Graphs 
As mentioned above, in an SME that consists of several entities and assets, it is necessary to identify the 
interdependencies between them and the asset relationships. This approach is necessary, in order to 
evaluate the impact of a single effect that may affect any given asset to the rest of the system. In the 
literature, the high-level interdependencies and relations between critical infrastructures have been 
categorized into five classes [41]: 

1. Physical interdependency 

2. Informational interdependency 

3. Geospatial interdependency 

4. Procedural and Policy interdependency 

5. Societal interdependency 

These relationships can be organized into a graphical representation, referred to as an interdependency 

graph [42]. This graph allows a condensed representation of all the assets belonging to the SME, as well 
as the relations between them. In this representation, each graph node represents an asset, and each 
edge represents the interdependency between the two assets at each end of the edge. 
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In this graphical representation, the edges are represented differently according to their categorization 
into one of the aforementioned classes (physical, informational, geospatial, procedural/policy, societal). 
Note that, depending on the application, some of these classes might be omitted, or might be split into 
subclasses. An example of such an interdependency graph is shown in Figure 5. 

 

Figure 5: Example representation of different interdependency classes 

In the context of PUZZLE, we consider the following interdependency classes, under which each 
interdependency can be categorized based on the type of interaction between the assets: 

● CONNECTED_TO: Represents both physical and network interdependencies. 

● USED_BY: Represents logical interdependencies. 

● INSTALLED_ON: Represents cyber interdependencies. 

3.2.2 Common Vulnerability Scoring System (CVSS) 
The Common Vulnerability Scoring System (CVSS) [43] provides a method to quantify the characteristics 
of a vulnerability, by using a numerical value to reflect its severity. This score can afterwards be used by 
the Risk Assessment system in order to be used in the risk graph generation. 

CVSS provides the mathematical formulas and the metrics required to compute the criticality of a 

vulnerability score, which is a decimal number between 1 and 10, and which enables the user to rank 
vulnerabilities, as well as evaluate their criticality in relation to one another. In the context of PUZZLE, we 
use the Base Metric defined in CVSSv2, which is used in the context of PUZZLE, and may be defined in 
common databases that use the CVSS, for example the National Vulnerability Database (NVD). 

The Base Metric consists of the Exploitability and the Impact. The Exploitability E ranges between 1.244 
and 9.997 and is calculated as follows: 

! = 20 ⋅ &' ⋅ &( ⋅ &)*ℎ 
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In the above formula, AV denotes the Attack Vector, AC denotes the Attack Complexity and Auth denotes 
the Authentication. In the context of CVSSv2, the Exploitability metric is a reference for the computation 
of the Individual Vulnerability Level (IVL). 

The Impact I ranges between 0 and 10 and is calculated as follows: 

, = 10.41 ⋅ (1 − (1 − () ⋅ (1 − ,) ⋅ (1 − &)) 

In the above formula, C denotes Confidentiality, I denotes Integrity and A denotes Availability. These 
three values are a quantification of how these factors are affected by the vulnerability. Note that these 
are the security properties that are affected by the already identified attacks. 

Note that CVSSv2 does not provide any information on the impact and risk. The Exploitability metric is a 
measure of the criticality of the vulnerability, while the Impact metric is a measure of the impact of the 
vulnerability. The specific scoring for each of the aforementioned metrics is given in the tables below. 

Table 1: Access Vector in CVSSv2 

Value Description Score 

Local (L) The attacker must either have physical access to the vulnerable 
system (e.g. firewire attacks) or a local account (e.g. a privilege 
escalation attack). 

0.395 

Adjacent Network (A) The attacker must have access to the broadcast or collision 
domain of the vulnerable system (e.g. ARP spoofing, Bluetooth 
attacks). 

0.646 

Network (N) The vulnerable interface is working at layer 3 or above of the 
OSI Network stack. These types of vulnerabilities are often 
described as remotely exploitable (e.g. a remote buffer 
overflow in a network service) 

1.0 

 

Table 2: Attack Complexity in CVSSv2 

Value Description Score 
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High (H) Specialised conditions exist, such as a race condition with a narrow 
window, or a requirement for social engineering methods that would 
be readily noticed by knowledgeable people. 

0.35 

Medium (M) There are some additional requirements for the attack, such as a limit 
on the origin of the attack, or a requirement for the vulnerable system 
to be running with an uncommon, non-default configuration. 

0.61 

  

Low (L) 

 
  

There are no special conditions for exploiting the vulnerability, such as 
when the system is available to large numbers of users, or the 
vulnerable configuration is ubiquitous. 

0.71 

 

Table 3: Authentication in CVSSv2 

Value Description Score 

Multiple 
(M) 

Exploitation of the vulnerability requires that the attacker authenticate 
two or more times, even if the same credentials are used each time. 

0.45 

Single (S) The attacker must authenticate once in order to exploit the vulnerability. 0.56 

None (N) There is no requirement for the attacker to authenticate. 0.704 

 

Table 4: Confidentiality, Integrity, Availability in CVSSv2 

Value Confidentiality Integrity Availability 

Description Score Description Score Description Score 

None (N) There is no impact on the 
confidentiality of the system.  

0.0 There is no impact on the 
integrity of the system. 

0.0 There is no impact 
on the availability 
of the system. 

0.0 
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Partial (P) There is considerable 
disclosure of information, but 
the scope of the loss is 
constrained such that not all 
of the data is available. 

0.275 Modification of some 
data or system files is 
possible, but the scope of 
the modification is 
limited. 

0.275 There is reduced 
performance or loss 
of some 
functionality. 

0.275 

Complete I There is total information 
disclosure, providing access 
to any / all data on the 
system. Alternatively, access 
to only some restricted  
information is obtained, but 
the disclosed information 
presents a direct, serious 
impact. 

0.660 There is total loss of 
integrity; the attacker can 
modify any files or 
information on the target 
system.  

0.660 There is total loss of 
availability of the 
attacked resource. 

0.660 

 

3.2.2.1 Vulnerability and Impact Analysis 
The goal of the vulnerability analysis is to estimate the severity of the vulnerability of a particular asset. 
We define some variants that will be used in our risk assessment methodology. Specifically, the 
Vulnerability Level (VL) refers to the probability of the attacker to be able to exploit a vulnerability. In the 
following, we also define the Individual Vulnerability Level (IVL) and the Cumulative Vulnerability Level 
(CVL). 

The CVSS defines a method for the Vulnerability and Impact to be placed into categories. This section is 
dedicated to the methodology employed to perform this evaluation. These categories are as follows: 

● VL: Very Low 

● L: Low 

● M: Moderate 

● H: High 

● VH: Very High 

The IVL refers to the probability that a vulnerability of a specific asset is exploited, and it can be mapped 
into one of the aforementioned categories depending on the severity of a vulnerability/asset combination 
by using the Access Vector (AV), Access Complexity (AC) and Authentication (AC) metrics. The mapping is 
performed based on the following table. 



  

 

D2.1 Risk Assessment Methodology & Threat Modelling 

 

office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This 
project has received funding from the European Union’s Horizon 2020 (H2020) research and 
innovation programme under the Grant Agreement no 883540. This document does not 
represent the opinion of the European Union, and the European Union is not responsible for 
any use that might be made of such content. 

 

 

P
a

g
e

  4
5  

 

Table 5: Mapping of CVSS for IVL 

IVL AV Local Adjacent Network 

AC High Medium Low High Medium Low High Medium Low 

Auth Multiple VL VL L L M M M H H 

Single VL L L M M M H H VH 

None L L M M M H H VH VH 

 

The CVL refers to the likelihood that an attacker can successfully access and exploit a vulnerability, given 
a particular vulnerability chain. We refer to a chain as a set of vulnerabilities that reside on interconnected 
assets, as analyzed in the interdependency graph structure mentioned in the previous sections. In the 
chain, an adversary exploits an initial asset as the entry point of the chain, in order to reach a different 
target asset. It is possible that there are more than one paths that connect the entry and target point, 
providing multiple attack paths for an adversary. The probability of the target point depends on the 
exploitability of the path’s vulnerabilities, as well as the attacker, who is classified based on their capability 
according to the NIST. The mapping between the attacker’s capabilities and the IVL is shown in the 
following table. 

Table 6: Mapping of attacker capability and IVL 

 Attacker Capability Level based on NIST 

IVL Very Low Low Moderate High Very High 

Very Low VL VL L L M 

Low VL L M M H 

Moderate L M M M H 

High L M M H VH 

Very High M H H VH VH 
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In order to estimate the vulnerability level of an attack path, it is useful to see a path as a series of 
interconnected IVLs. As such, we need to combine all the IVLs along all possible paths in order to 
determine the CVL. The following table is used to derive the vulnerability level by combining two adjacent 
IVLs. 

Table 7: Mapping for deriving vulnerability level between two IVLs 

Combined IVL IVL 2 

Very Low Low Moderate High Very High 

IVL 1 Very Low VL VL L L M 

Low VL L M M H 

Moderate L M M M H 

High L M M H VH 

Very High M H H VH VH 

 

The term Individual Chain Vulnerability Level (ICVL) is used to define the vulnerability level of an attack 
path, and the CVL is finally calculated by finding the ICVL with the highest vulnerability level. 

The impact of the exploitation of a vulnerability by an adversary can be categorized by using the 
Confidentiality I, Integrity (I) and Availability (A) metrics mentioned previously. In the context of the risk 
assessment methodology that will be used, we define the Individual Impact Level (IIL) and the Cumulative 

Impact Level (CIL). 

The IIL refers to the impact of exploiting one specific asset, and is mapped based on the following table 
based on the C, I and A metrics of that particular asset. 

Table 8: Mapping CVSS to Impact level 

Impact C None Partial Complete 

I None Partial Complete None Partial Complete None Partial Complete 
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A None VL VL L VL L M L H H 

Partial VL L M L M H M H VH 

Complete L M H M H VH H VH VH 

 

Similarly to the CVL analyzed above, the CIL is defined as the impact on a target point of the system (asset), 
if a vulnerability in an entry point asset has been exploited, given that there exists a path that connects 
the entry point and the target point. As previously mentioned, it is possible that there are multiple paths 
that connect these two points. In this case, the impact of each path, referred to as the Individual Chain 
Impact Level (ICIL), should be calculated separately, and the CIL is calculated by determining the path with 
the highest ICIL. 

3.2.2.2 Threat Level and Attacker Types 
Similarly to the Vulnerability and Impact modelling presented above, the risk assessment methodology 
also requires a classification of potential attackers, as presented in Section 3.2.2. We define the Threat 

Level (TL) metric, which places the attacker on the VL, L, M, H, VH scale defined in the previous section. 

According to NIST [5], the threat level of an attacker is determined based on their capability, intention 

and target. For each of the attacker types presented in the Adversarial Model section, there is a degree 
of subjectivity in determining these values, and may vary depending on the nature and requirements of 
the specific SME that uses the PUZZLE framework. Nevertheless, in Table 9 we present some classification 
guidelines given by NIST in order to determine the TL of an attacker. 

Table 9: NIST attacker classification guidelines 

TL Semi-
Quantitative 
Values 

Description of the 
Attacker’s Capability 

Description of the Attacker’s 
Intent 

Description of the Attacker’s 
Targeting 

Very High 
(VH) 96-100 10 

The adversary has a 
very sophisticated level 
of expertise, is well-
resourced, and can 
generate opportunities 
to support multiple 
successful, continuous, 
and coordinated 
attacks. 

The adversary seeks to 
undermine, severely impede, 
or destroy a core mission or 
business function, program, 
or enterprise by exploiting a 
presence in the organization’s 
information systems or 
infrastructure. The adversary 
is concerned about disclosure 
of tradecraft only to the 
extent that it would impede 
its ability to complete stated 
goals. 

The adversary analyses 
information obtained via 
reconnaissance and attacks to 
target persistently a specific 
organization, enterprise, program, 
mission or business function, 
focusing on specific high-value or 
mission-critical information, 
resources, supply flows, or 
functions; specific employees or 
positions; supporting 
infrastructure providers/suppliers; 
or partnering organizations. 
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High (H) 80-95 8 

The adversary has a 
sophisticated level of 
expertise, with 
significant resources 
and opportunities to 
support multiple 
successful coordinated 
attacks. 

The adversary seeks to 
undermine/impede critical 
aspects of a core mission or 
business function, program, 
or enterprise, or place itself in 
a position to do so in the 
future, by maintaining a 
presence in the organization’s 
information systems or 
infrastructure. The adversary 
is very concerned about 
minimizing attack 
detection/disclosure of 
tradecraft, particularly while 
preparing for future attacks. 

The adversary analyses 
information obtained via 
reconnaissance to target 
persistently a specific organization, 
enterprise, program, mission or 
business function, focusing on 
specific high-value or mission-
critical information, resources, 
supply flows, or functions, specific 
employees supporting those 
functions, or key positions. 

Moderate 
(M) 21-79 5 

The adversary has 
moderate resources, 
expertise, and 
opportunities to 
support multiple 
successful attacks. 

The adversary seeks to obtain 
or modify specific critical or 
sensitive information or 
usurp/disrupt the 
organization’s cyber resources 
by establishing a foothold in 
the organization’s information 
systems or infrastructure. The 
adversary is concerned about 
minimizing attack 
detection/disclosure of 
tradecraft, particularly when 
carrying out attacks over long 
time periods. The adversary is 
willing to impede aspects of 
the organization’s 
missions/business functions 
to achieve these ends. 

The adversary analyses publicly 
available information to target 
persistently specific high-value 
organizations (and key positions, 
such as Chief Information Officer), 
programs, or information. 

Low (L) 5-20 2 

The adversary has 
limited resources, 
expertise, and 
opportunities to 
support a successful 
attack. 

The adversary actively seeks 
to obtain critical or sensitive 
information or to 
usurp/disrupt the 
organization’s cyber 
resources, and does so 
without concern about attack 
detection/disclosure of 
tradecraft. 

The adversary uses publicly 
available information to target a 
class of high-value organizations or 
information, and seeks targets of 
opportunity within that class. 

Very Low 
(VL) 0-4 0 

The adversary has very 
limited resources, 
expertise, and 
opportunities to 
support a successful 
attack. 

The adversary seeks to usurp, 
disrupt, or deface the 
organization’s cyber 
resources, and does so 
without concern about attack 
detection/disclosure of 
tradecraft. 

The adversary may or may not 
target any specific organizations or 
classes of organizations. 
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3.2.3 Risk Assessment Methodology 
The Risk Quantification Engine of the PUZZLE framework, which is responsible for the creation of the Risk 

Graph and interdependency graph by taking into consideration the vulnerability and configuration 
properties of all the assets received by the Kubernetes-based monitoring system, operates in forward 

inferencing mode, henceforth in this and future deliverables referred to as semantically equivalent with 
Cumulative Risk Assessment. 

All the information and metrics analyzed in the previous sections are aggregated to provide a final risk 
assessment. The mapping of all available assets in the interdependency graph, as well as the identified 

vulnerabilities and impact, based on the aforementioned graphical representation, will be used to 

calculate the overall risk. In order to better visualise the concepts introduced in the previous sections, 
Figure 6 depicts an example of the creation of such a Risk Graph, along with the Vulnerability and Impact 
evaluations for a particular asset. 

 

Figure 6: Example of Risk Graph creation 

 

3.2.3.1 Individual Risk Assessment 
We first define the Individual Risk Level (IRL), which quantifies the risk of an individual asset, taking into 
consideration its vulnerabilities, but ignoring all interdependencies and relationships with other assets. 
The IRL is calculated with the following formula: 
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,34	 = 	64 ⋅ ,'4 ⋅ ,,4 

In the above formula, the three factors have all been defined in the previous sections. As previously 
mentioned, all these factors can be categorized on the VL, L, M, H, VH scale that was defined in the 
previous section. The multiplication between the severity level of two individual risk factors, which in turn 
determines the category of the IRL, is performed using Table 10. 

Table 10: Multiplication of factors in risk quantification formula 

X Very Low Low Moderate High Very High 

Very Low VL VL L L M 

Low VL L M M H 

Moderate L M M M H 

High L M M H VH 

Very High M H H VH VH 

 

3.2.3.2 Cumulative Risk Assessment 
Finally, we define the Cumulative Risk Level (CRL), which refers to the risk level calculated at a target 
point (asset), as a result of exploitation of an asset that serves as an entry point. The CRL can be calculated 
if there exists a path that connects the entry point and the target point in the interconnectivity graph. 
Therefore, the CRL determines the risk on a single asset, taking into consideration the vulnerability 
characteristics of all intermediate assets on all possible paths between the entry and target points. 

The CRL determines how dangerous a threat is to a particular asset, and can be calculated with the 
following formula: 

(34	 = 	64 ⋅ ('4 ⋅ (,4 

In order to multiply the individual risk factors, the table defined above in the calculation of the IVL can be 
used, and the final CRL result will belong to one of the categorization classes VL, L, M, H, VH. 

Another metric that can be used in the Risk Assessment methodology is the Propagative Risk Level (PRL), 
which calculates the risk that can be incurred to the system, taking into consideration all possible attack 
paths based on the asset interdependency graph, given a single asset has been compromised by an 
adversary as an entry point. The PRL is calculated similarly to the CRL, by replacing CVL with PVL 

(Propagative Vulnerability Level) and CIL with PIL (Propagative Impact Level). 



  

 

D2.1 Risk Assessment Methodology & Threat Modelling 

 

office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This 
project has received funding from the European Union’s Horizon 2020 (H2020) research and 
innovation programme under the Grant Agreement no 883540. This document does not 
represent the opinion of the European Union, and the European Union is not responsible for 
any use that might be made of such content. 

 

 

P
a

g
e

  5
1  

 

3.3 Runtime Risk Assessment Phase 
In the previous section, we covered the design-time risk assessment strategy from a methodology 
perspective within the PUZZLE framework, as well as from a technical standpoint in terms of the 
mathematical methodology used to create and populate the initial risk assessment and interdependency 
graphs. Note that, while the methodology to be followed within PUZZLE has been described in the present 
deliverable, the architectural design will be depicted in D2.3 [33]. As shown in the system architecture 
design of D1.7, the PUZZLE framework provides a mechanism to update the risk assessment graph during 
runtime, to reflect the changing security requirements of the system. This section is dedicated to the 
analysis of the dynamic risk assessment life cycle and the Security Controller. 

Here, we present the process for the runtime risk assessment in further detail.  After the design-time risk 
assessment phase is completed, the PUZZLE Security Orchestrator instantiates the low-level enactment 
rules through the deployment of the Orchestration Workers, which include the following types of agents: 

• Attestation Controller: Responsible for the PUZZLE trust assurance services, which serve to 
ensure traffic integrity at the ingress point, as well as service integrity at the sink point. 
Specifically, traffic integrity at the ingress point, i.e., the entry point of the SME, refers to the 
authentication and integrity of the payload. Service integrity at the sink point refers to the 
attestation of the integrity of analytics services. This is crucial for the protection of the PUZZLE 
framework itself against adversaries, who may attempt to launch an attack that bypasses these 
analytics. This is referred to in the ZTA as binary attestation. In practice, the only layer that is 
analyzed locally in real time – at the node – is Layer 7, which includes for example the verification 
that the selected SSL cryptographic protocol suites are used as expected, or the verification that 
the cryptographic key length is correct. Further details on this component will be given in D3.1 
[44]. 

• Programmable Log/Metadata Extractor: Responsible for network monitoring and real-time 
analysis of network traffic. Recall that this is performed through the eBPF and XDP agents, which 
were previously analyzed in Section 3.2. This component will be further expanded upon in D3.3 
[45]. 

• Network Offline Processing Controller: Responsible for the replication of traffic data, and 
offloading so that the analytics can run offline, where more computational resources are 
available, especially for the ML analytics. Network layer traffic that cannot be analysed in real 
time will be replicated with the eBPF traffic replication filters through the Network Offline 
Processing Controller and offloaded for offline processing. Specifically, the replicated traffic data 
is sent through the Orchestration Worker’s Container Network Interface (CNI) to the Packet 

Indexer of the Edge Analytics Resource (Sink Point), where network analytics can be performed. 
Further information on this component will be given in D3.5 [46]. 

The Edge Analytics Resource contains components such as the Analytics Control Plane Agent and the 
Analytics Job Controller, and eventually runtime threats and vulnerabilities are identified by performing 
ML-based intrusion detection via the Analytics Pipeline. This component identifies whether an event can 
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be classified as an anomaly or as unexpected behavior, which might pose a security risk. We expand on 
the specific mechanisms that are used to perform these analytics in the following sections. 

The traffic data that was replicated and used to identify this event is sent as raw data to the Working 

Memory, which serves as the Attack Validation component, where the forensics are executed. The Attack 
Validation component can create virtual replicas of the infrastructure assets of the SME devices based on 
the received raw data, in order to emulate execution paths received. This way, it will try to identify the 
specific nature of the new vulnerability that was used for launching this specific attack path. Then, this is 
given to the Risk Assessment Engine to re-calculate the whole risk graph. 

While this process is executed during design time and is activated by default when the SME user initiates 
the PUZZLE marketplace, the Runtime Risk Assessment Engine addresses any possible changes in assets, 
dependencies, data value chains, and existing vulnerabilities of the SME. If any new threats or 
vulnerabilities through the process analyzed above, the assessment process is triggered again in order to 
update the risk graph and interdependency graph, as well as create new low-level runtime policies, in 
order to address the ever-changing state of the system. 

In the following, we provide a more detailed analysis of the risk assessment strategy employed within the 
PUZZLE framework. 

3.3.1 Network Traffic Analytics and Attack Validation 
In this section, we analyze the process followed by the PUZZLE framework in order to detect new threats 
and vulnerabilities, which are afterwards given to the Risk Assessment module in order to update the risk 
graph and develop low-level enactment policies accordingly. In this subsection, we present the attack 
identification and validation mechanisms available within the PUZZLE framework that trigger a risk graph 
re-evaluation. 

3.3.1.1 Programmability of Data Plane for Packet Monitoring 
In this section, we expand on the specific mechanisms employed within the PUZZLE framework as part of 
the runtime risk assessment process, as outlined in the previous sections. One main functionality provided 
by the PUZZLE framework that is used to assist in the dynamic risk assessment process is network traffic 
and packet monitoring. In general, various hooks can be deployed to ingress points, where they perform 
low-level tracing, packet monitoring and packet introspection, to collect data for network analytics. Note 
that, in case an attack has occurred, it will be detected by the Analytics Pipeline through ML-based 
analytics, and the Attack Validation component will try to deduce information regarding the specific 
nature of the threat by replicating the attack path, which can afterwards be utilized by the Risk 
Assessment module in order to update the risk graph and create new low-level enactment policies and 
rules. 

Recall that there are two types of agents, namely eBPF and XDP packet filter agents. As previously 
mentioned, eBPF filters are responsible for system/kernel traffic, while XDP is responsible for network 
traffic. More specifically, eBPF refers to the extended Berkeley Packet Filter, which is a JIT virtual machine 



  

 

D2.1 Risk Assessment Methodology & Threat Modelling 

 

office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This 
project has received funding from the European Union’s Horizon 2020 (H2020) research and 
innovation programme under the Grant Agreement no 883540. This document does not 
represent the opinion of the European Union, and the European Union is not responsible for 
any use that might be made of such content. 

 

 

P
a

g
e

  5
3  

 

in the Linux kernel which provides an interface to data link layers, thus enabling access to low-level, raw 
packets to be received, and give information about operations pertaining to system processes within a 
device or container. On the other hand, XDP (eXpress DataPath) filtering refers to a hook in the driver 
space that allows users to drop, reflect or redirect packets before socket buffer metadata is added to 
them. 

Depending on the computational complexity of the required analysis, it is possible to either perform 
computations in real-time, or offline by using replicated data in the Edge Analytics component. In the 
latter case, the PUZZLE framework entails the use of traffic replication filters that are available, so that 
the information from the network and traffic analytics can be processed offline. As previously mentioned, 
the reasoning behind this replication is because the analysis requires several intensive computations, and 
it is performed by the Network Offline Processing Controller, and the replicated data is forwarded to the 
Edge Analytics Resource in order to perform analytics and forensics. In the context of data packet 
replication, a filter program is attached to the socket in order to limit data flow coming through it, so that 
no unnecessary packet data is copied, thus increasing computational efficiency. 

The types of computations performed on captured and monitored data were mentioned in the D1.7 
deliverable, and are summarized here in the context of Risk Assessment. The types of computations on 
monitored traffic, as well as their categorization into online and offline computation, are as follows. 

Stream processing: Refers to the computation of data as they enter the system. This type of processing 
refers to cases where we need real-time network analytics by sampling and filtering the required data, in 
order to handle network security aspects such as DDoS attacks, which require immediate action. In this 
case, data is captured over a relatively short period of time, and computation is relatively simple. This 
type of computation is performed locally, in real-time. 

Batching: Refers to processing of large amounts of data gathered over a long period of time, and might 
have latency in the range of minutes or more. Computations can be big and complex, and actions that fall 
under this category in the context of Risk Assessment are anomaly detection, forensics analysis, VNF 

profiling or load prediction. This type of computation is performed offline, by using the replicated 
monitored data in the forensics and analytics components. 

Micro-batching: Refers to an amalgamation of the two above categories. Micro-batches can gather data 
into sub-second increments. Incidents that fall into this category of computation are flow classification, 
authorization, IDS, IPS and service degradation. This type of computation is also performed offline with 
the replicated data, as in the previous case. 

At this point, recall the output of the policy translator employed by the Expert System that was mentioned 
in Section 4.2. The policies that indicate the required data are compiled dynamically into objective files 
that will be installed by the local control plane agent, and filter the data that is required by the Risk 
Assessment system in order to update the risk graph accordingly, as well as create new enactment policies 
as rules, so they can be deployed and enforced. 
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In order to perform edge and cloud analytics, two components are used in the context of PUZZLE as part 
of the Log/Metadata Extractors module: 

• Software-based Security Agents (probes): Can be deployed to other layers in order to capture 
data and perform preliminary analysis. This data can afterwards be sent to the Analytics Engine 
for a more detailed analysis. Software-based probes can be used in each container or VM where 
an Orchestrator Worker is deployed. For example, in the FOGUS use case, such components can 
be OpenStack, Slice Manager, OSM, the Web Portal. In the ATracker use case, corresponding 
components may be the Web Application or the Data Sharing and Streaming components. 

• Hardware-based smartNICs (Network Interface Controllers): These refer to the Log/Metadata 
extractors that have been mentioned in previous sections. Can be deployed to gateways and edge 
devices to capture network traffic. It should be noted that the SmartNICs can be used to provide 
hardware acceleration in the monitoring process. However, since PUZZLE is agnostic, these are 
not necessary for its operation and we are not bound to a specific type of hardware. If such 
hardware is not available, there is also the possibility to deploy software based virtual NICs, 
referred to as vNICs, which are used to obtain cloud analytics. For example, in the FOGUS use 
case, such extractors can be deployed to Network and Traffic Generators, Routers and Gateways, 
Mobile Network Infrastructure Components, 4G/5G-Enabled devices and base stations. In the 
ATracker use case, applicable devices can be the ATracker Hub, Raspberry Pi and other Edge 
Devices (Mobile, PC). 

The different components where analytics can be performed in the edge and in the cloud are Edge 

networks (e/gNodeB), Edge Gateways/Servers, Core Network/Internet, IoT Devices, 
Terminals/endpoints, Data centers etc. 

3.3.1.2 Detection Algorithms 
After the relevant data has been collected, in order to assess whether an intrusion has occurred or not, 
the PUZZLE framework contains a detection system that combines the functionality of an Intrusion 

Detection System (IDS) and an Intrusion Prevention System (IPS), which serves to detect network 
anomalies and attacks. This system gets data from the captured traffic and performs an analysis by using 
algorithms integrated in the PUZZLE intrusion detection tool framework [47]. 

This tool framework aims to perform feature extraction on the data flow captured with the probes or 
available mechanisms mentioned in the previous section, and focuses on behavioral analysis, such as 
packet and flow statistics of various protocols, in order to detect deviations from expected network traffic 
behavior. It is also able to perform analysis on encrypted traffic, such as TLS connections between client 
and server, as well as features extracted from the application layer, which is sent over the TCP/IP stack. 

The PUZZLE detection component aims to integrate the feature extraction and intrusion detection 
functionalities in order to classify traffic as benign or malicious. Recall that the monitoring agents are used 
to monitor network traffic, and can be used to record metadata in network layers 2 to 7. Traffic from layer 
7 (Application layer) can be analyzed locally in real time, while the rest of the layers are analyzed offline 
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after data replication. Next, we give a tentative list of the considered methodologies. It should be noted 
that this is an indicative list, since PUZZLE will also consider additional methodologies in the future. 
Further details on the cyber security analytics will be given in deliverable D3.4. 

• Machine Learning (ML) based intrusion detection: These techniques have recently attracted a 
lot of attention in the field of network intrusion detection, since Artificial Neural Networks 

(ANNs) are good at learning complex non-linear concepts and adapt to expected network traffic 
behavior patterns. The main disadvantage of ANNs is the large amount of required computational 
resources, which makes it necessary to employ a powerful CPU or GPU to perform the training 
phase offline. 

• Stacked Autoencoder (SAE): A deep learning based structure that aims to mimic traffic patterns 
and model normal network behavior. The goal is to implement an unsupervised system by 
employing an unsupervised backpropagation neural network to perform feature extraction. This 
approach is calculating an error metric that signifies how different the incoming traffic is 
compared to the expected behavior. The advantage of this approach is that it does not require a 
labelled training dataset, and is much less computationally intensive compared to the ML 
approach. 

• Long-Term Short Memory (LTSM) and Convolutional Neural Networks (CNNs): These 
approaches are deep learning techniques which require labelled data as input. However, there is 
a research effort to combine them with unsupervised learning techniques in order to take 
advantage of their potential applications. 

The output of the PUZZLE detection system is of paramount importance in the function of the Risk 
Assessment module, in the implementation of new enactment rules and policies and in updating the risk 
graph, since it provides valuable information regarding attacker activity and its effects on network traffic. 

3.3.1.3 Attack Validation and Simulation Service 
The PUZZLE Attack Validation component aims to simulate malicious cyber-attacks and their effects. In 
resource-constrained embedded systems, this process can be performed on arrays or clusters of 
Programmable Logic Controllers (PLCs). PLCs are employed by SMEs in a wide variety of industries and 
are used to control operational aspects such as manufacturing infrastructure, assembly lines, and 
robotics. However, they are vulnerable to various attacks, such as malicious firmware updates, as they 
typically do not have sufficient authentication mechanisms, and are common targets of malicious 
adversaries. However, the Attack Validation component is not limited to the use of PLCs, which as 
previously mentioned are intended for use in systems with limited resources. A virtual replica of the attack 
path can be created for any type of system without affecting the operation of the original asset. However, 
as the complexity of the attack path increases, so does the complexity of the virtual replica needed to 
simulate it in order to run the forensics. 

The PUZZLE Attack Validation component simulates cyber attacks in a virtual environment of emulated 
PLCs, and the resulting information is sent back to the Expert System and the Risk Assessment module in 
order to assist in the policy and decision making process. 
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Note that the Attack Validation component is not a mandatory service within the PUZZLE marketplace. As 
outlined in D1.7, this component is intended to be useful in the following two cases: 

1. Simulation and validation of attacks within the SME environment. 
2. Analysis of services provided by the security service providers and are intended to be uploaded 

to the PUZZLE Marketplace Repository to be used by other SMEs. 

In the context of the Risk Assessment engine, the attack validation and simulation functionality is useful 
to provide relevant information for updating the risk graph and low-level policies. The Attack Validation 
component is very useful for identifying attacks that cannot be easily identified with conventional 
methods, such as zero-day vulnerabilities. 

The Attack Validation component is used in both the design-time and runtime phases of the Risk 
Assessment component. In the following, we analyze the function of this component during both these 
phases. 

Design-time phase: The Attack Validation component is executed on two occasions as part of the design-
time phase: When the SME is first registered to the PUZZLE framework, and when there is an update to 
the SME topology, such as the addition or removal of assets, or changes in the interdependencies between 
assets. 

Since the PUZZLE risk assessment component has created the interdependency graph by employing all 
the methods outlined in previous sections, the Attack Validation component creates a virtual 
representation of each asset, so that each virtual representation has the same characteristics as the 
original asset. Afterwards, based on this asset topology, a Virtual PLC (VPLC) cluster is created, which 
provides the foundation for the emulation of a potential attack during the runtime phase. 

Runtime phase: The Attack Validation component is one of the tools used within the PUZZLE framework 
to continuously detect and validate attacks in the SME environment within the Risk Assessment 
framework. This process consists of the following steps: 

1. The Attack Validation component is triggered when suspicious activity or behavior is detected by 
the corresponding PUZZLE component. This can occur when if) an attestation failure is detected 
at any asset within the SME, or ii) when malicious activity is detected by one of the PUZZLE 
analytics components. These have been outlined in the previous sections, and include the PUZZLE 
monitoring probes and smartNICs or vNICs, as well as the Edge analytics component. 

2. After the malicious activity is detected, it is forwarded to the Attack Validation component. This 
information can include data, such as network traffic, system data, memory dumps and other 
information related to the asset that might assist the simulation process. 

3. Forensics analysis tools are used to reproduce the attack path using the available suspicious 
activity information. The appropriate forensics tools are executed and the attack path simulation 
identifies any potential malicious activity. 
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4. The execution path results are forwarded to the Risk Assessment engine, which takes any 
necessary actions, such as updating the risk graph, in order to address the newly identified threat. 
If no threat has been identified, no action is taken. 

It is important to note that this is an auxiliary service of PUZZLE. The Virtual PLC cannot be constructed 
for any type of asset, because not every asset can be virtualized. Therefore, a selection of the assets that 
can be virtualized has to be made so that this service can be applied to this subset. 
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4 Security Policy & Mitigation Enforcement Phase 
As previously mentioned, in accordance with the zero trust architecture (ZTA) employed within PUZZLE, 
we use a code-based policy enforcement approach. To this end, in this section, we give a high-level 
overview of the Cilium [39] based creation of policies and low-level enactment rules by the Policy 
Translator through BPF and XDP scripts, as well as their enforcement through the PUZZLE Security 
Orchestrator. Please note that the specific types of rules created by the Policy Editor, as well as the 
description of specific rules that apply to each Network Layer, are outside the scope of this Deliverable, 
but will be further analyzed in D2.2 [48]. 

In a nutshell, the workflow of rule development and deployment of low level enactment rules and policies 
through the Cilium framework can be summarized into the following steps: 

1. Policies are expressed by using the policy language provided by the Cilium framework. 
2. Rules and policies are linked with appropriate eBPF and XDP scripts. 
3. The Cilium based agent containing the desired rules and policies goes through the LLVM compiler 

and is compiled into eBPF bytecode. 
4. When this is complete, the resulting program goes to the PUZZLE Security Orchestrator who 

starts deploying Security Orchestration Workers. 

Next, we expand on the above process in more detail. As previously mentioned, in the Cilium framework, 
rules and policies are applied in the form of eBPF and XDP scripts. Cilium provides the framework to 
develop rules based on BPF templates. In general, BPF refers to a flexible and efficient virtual machine-
like construct in the Linux kernel, which allows the execution of bytecode at various hook points in a safe 
manner. This property makes BPF ideal for the expression of rules and policies that can be applied to 
network traffic flow. Specifically, Cilium provides the following hooks: 

• XDP hooks: The XDP BPF hook is placed at the earliest possible point in the networking driver and 
triggers a run of the BPF program as soon as a packet is received. This ensures the most efficient 
possible packet processing performance, since the program runs directly on packet data before 
any other processing can happen. In the context of PUZZLE, these hooks are used for filtering 
received network traffic, which can eventually be used for protection against threats such as DDoS 
or Amplification Attacks. 

• eBPF hooks: It was previously mentioned that  eBPF based agents are used in order to monitor 
system level traffic, which refers to tasks and processes within a device or container. In the 
context of Cilium, these eBPF hooks refer to agents that will run after the networking stack has 
done initial processing of a packet, and has access to most of the metadata associated with the 
packet. 

After the formulation of rules and policies is completed, the agent containing the desired rules and policies 
goes through the LLVM compiler in order to produce the resulting bytecode. The LLVM compiler is used 
in the context of the Cilium framework, since it is currently the only compiler suite that provides a BPF 
back end. Specifically, the BPF back end was merged into LLVM’s 3.7 release. Typically, BPF programs are 
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written in C, and they are subsequently compiled by LLVM into object/ELF files, which are parsed by user 
space BPF ELF loaders, and pushed into the kernel through the BPF system call. The kernel verifies the BPF 
instructions and JITs them, returning a new file descriptor for the program, which can be attached to a 
subsystem. If possible, the subsystem can then further offload the program to a hardware component, 
e.g. a NIC. 

Afterwards, the output of the LLVM is sent to the PUZZLE Security Orchestrator, who is responsible for 
deploying the Security Orchestration Workers. The deployment process uses the Kubernetes API and 
containers. These containers can be repeatable, and they decouple applications from any underlying host 
infrastructure. This makes the deployment more practical for different cloud or OS environments. A 
container consists of the bytecode and any runtime, application and system libraries it requires, as well 
as default values for essential settings. 

4.1 Overview of Cilium Policy and Rule Enforcement 
In this section, we expand on some of the core concepts introduced in the previous section, namely the 
creation of rules and rule enforcement strategy in the context of Cilium. The policies and rule templates 
provided by the Cilium framework are based on a whitelist model, meaning that each policy only allows 
traffic that matches that rule. In case two or more rules are concurrently applicable, and one would match 
a broader set of traffic, then the traffic that matches the broader rule will be permitted. If two rules with 
overlapping allowed traffic are present, then the union of both rules will be applied. If the traffic does not 
match any of the applicable rules, then it will be dropped. 

We also give a brief overview regarding rule structure within the Cilium framework. A Rule is defined as a 
common base type shared by all rules, which specifies which endpoints the rule applies to, as well as 
common metadata to identify the rule. The Cilium Rule data type contains the following fields: 

• EndpointSelector and NodeSelector: Specifies the endpoints or nodes where the policy rules are 
applicable. In this object, we select the endpoints that the policy rules will be applied to, by 
specifying the desired endpoint labels. 

• Ingress: List of rules that are applied at ingress of the endpoint, meaning the network packets 
which enter the endpoint. 

• Egress: List of rules that are applied at egress of the endpoint, meaning the network packets which 
leave the endpoint. 

• Labels: Used to identify the rule. It is possible to list and delete rules by using their labels. In case 
a rule is imported via Kubernetes, an automatic label is assigned to it via the Cilium framework. 

• Description: A string that describes the rule, as well as its intention as scope in human readable 
form. 

All the above sections are optional. Either ingress, egress or both can be provided. If both are omitted, 
the rule has no effect. 



  

 

D2.1 Risk Assessment Methodology & Threat Modelling 

 

office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This 
project has received funding from the European Union’s Horizon 2020 (H2020) research and 
innovation programme under the Grant Agreement no 883540. This document does not 
represent the opinion of the European Union, and the European Union is not responsible for 
any use that might be made of such content. 

 

 

P
a

g
e

  6
0  

 

Next, we provide some information on the Cilium based agents responsible for policy enforcement, which 
are deployed by the PUZZLE Orchestrator. A Cilium agent can be put into three different policy 
enforcement modes, depending on whether it accepts endpoint traffic from a source or not: 

• default: This is the default behavior for a Cilium agent for which a policy enforcement configuration 
value has not been specified. Specifically, if a rule selects an endpoint and the rule has an ingress 
section, the endpoint goes into “deny at ingress”. Conversely, if a rule selects an endpoint and the 
rule has an egress section, the endpoint goes into “deny at egress”. 

• always: In this mode, policy enforcement is enabled on all endpoints, even if no specific endpoints 
are specified for any rule. 

• never: In this mode, policy enforcement is disabled on all endpoints, regardless whether any rules 
select specific endpoints, meaning that all traffic is allowed from any source or destination (i.e. 
ingress or egress). 
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5 OLISTIC Risk Assessment Metamodel and Graph-Based Melling 
Techniques 

In Section 3.1, we defined some key concepts and definitions of terms used in the field of risk assessment. 
This section is dedicated to the analysis of the risk assessment metamodel and graph-based methodology 
used in the context of the PUZZLE project, which involves the calculation of risks and considers the 
relations between the aforementioned concepts. 

The risk assessment engine used within the PUZZLE framework is based on the OLISTIC Risk Assessment 
platform, which has been developed and launched by UBITECH, and it covers cybersecurity and 
information security impact assessment. However, it should be noted that, in the context of PUZZLE, the 
OLISTIC methodology will be enhanced and tailored to consider vulnerabilities for the specific type of 
ecosystems, mainly SMEs, that we consider in PUZZLE. Additionally, the CVE methodology will be 
enhanced by using the latest version (3.1) of the CVSS score [49]. We will also consider the identification 
of the vulnerabilities that are defined by an attack path, so that each asset can be considered as an 
intrusion point. In the context of the ZTA considered within PUZZLE, this break down of the risk is 
necessary for the calculation of fine-grained policies, since ZTA involves increasing granularity of principles 
and continuous monitoring of threats. 

The OLISTIC platform can assist in both the design-time and runtime risk assessment, and can handle the 
cascading effects due to the interdependencies between the assets of the SME. Moreover, OLISTIC is 
constantly updated with the latest identified CVEs by drawing information from the US National 
Vulnerability Database, and it uses the CPE (Common Platform Enumeration) Dictionary naming 
convention for information technology systems, packages and software. OLISTIC will also be connected 
with the PUZZLE STIX service in order to get newly identified vulnerabilities from other SME environments. 

OLISTIC is able to calculate risk levels across assets, processes, business elements and other organizational 
units, and will be used to perform the risk evaluation and calculate the risk graph. The Drools expert 
system is also used as a central component of the system implementation. 

5.1 High-Level Overview of the Risk Assessment Concept 
In this section, we provide an overview of the risk assessment concept, which will provide a reference 
framework that defines the relationship between key elements of the risk assessment methodology of 
the PUZZLE project, as well as a consistent language that will be used in this and future technical 
deliverables. A high-level view of the key risk assessment concept and their relation is given in Figure 7. 
This is essentially an instantiation of the Risk Assessment methodology that was already described in 
Section 3, as interpreted by OLISTIC. Based on this, we will then create the actual architecture of the 
PUZZLE framework in deliverable D2.3. 
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Figure 7: High-level overview of the risk assessment concept 

The Assets are a key factor for a risk assessment methodology, as any risk quantification method is related 
to their exploitability. As previously mentioned, an asset is any entity that is considered to be of value and 
needs to be protected, and can be any element within an organization that is used in the frame of the 
operations of an SME. Each asset regardless of its nature or operational role, may entail several 
vulnerabilities. A potential adversary or attacker aims to exploit these vulnerabilities in order to cause 
harm to an asset. Vulnerabilities may be inherent weaknesses of the assets or event misconfigurations. 

Figure 8 depicts a conceptual overview of the metamodel employed by the risk assessment methodology 
of PUZZLE, which combines all aforementioned concepts. Recall that the PUZZLE system supports the IRL 
and CRL, as defined in the previous sections. While the IRL can be calculated by only using the asset listing 
and information mined by the Kubernetes-based monitoring system, the CRL requires knowledge of the 
asset relationships. Regarding these relationships, this metamodel includes the following: 

• Classes: Types of relationships, as mentioned in the Interdependency Graphs section, such as 
physical, information, geospatial, etc. 

• Dimensions: Scope of the asset, such as device characteristics, response and coupling behavior, 
mode of operation. 

• Characteristics: Internal, upstream, and downstream dependencies. 
• Direction: Relationships between assets can be unidirectional or bidirectional. For example, when 

considering the relationship between two assets A and B, it is possible that the operations of A affect 
B, but B does not affect A, in which case the relationship is unidirectional. If they both affect each 
other, the relationship is bidirectional. 

Relationships between assets have multiplicative effects on risk calculation models. If a threat affects or 
harms an asset, this can result in adverse effects to other assets and to the overall system, meaning that 
the asset interdependencies may cause amplification of the total consequences of an event. As a result, 
the entry point of an attack, referred to as a “single point of failure”, can result in generalized system 
failure, and the asset relationships can lead to a level of complexity that masks certain risks. It should be 
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noted that the fact that any asset can be considered as a point of intrusion is the reason why “traditional 
network security boundaries” are no longer effective and a ZTA based approach is necessary. 

 

Figure 8: Overview of the metamodel 

In order to evaluate the CRL which involves the interdependencies between each individual asset, the 
knowledge of the relationship itself is not sufficient. The knowledge of how the exploitation of an asset 
can lead to the exploitation of a related asset is also required. This knowledge is determined by the 
propagation rules, which are defined in the Propagation Rules Management component of the Risk 

Quantification Engine. More information on the possible vulnerabilities and threat scenarios is given in 
Section 6 for the two use cases examined. For example, in the case of a Privilege Escalation Attack on an 
ATracker asset, an attacker might act as a legitimate user, compromising the confidentiality and integrity 
of the asset. This can propagate to other assets, where the privileges gained by the attacker grant them 
additional data manipulation capabilities. These rules also take into consideration the information from 
any integrated Monitoring System in the context of PUZZLE (note that we are focusing on a Kubernetes-
based system), and involve the asset type, relationship type, attack type, exploitable vulnerability type 

and attack context (for example time and attacker capabilities). 

The knowledge of all possible attack paths is also required in order to calculate the CRL. A conceptual 
overview of the attack path from an entry point to a target point is shown in Figure 9. An attack path is 
denoted as a list of key-value pairs, which refer to the asset-vulnerability pairs traversed by the attacker. 
For example, the attack path marked in red arrows in Figure 9 would be denoted as , which is the path 
that the attacker would follow to get access to Asset 3 by using Asset 1 as an entry point. Afterwards, the 
overall impact based on this attack path can be calculated as described in Section 3.2.2.1. Specifically, an 
attack path between two consecutive assets can be described by its Individual Impact Level (IIL). The 
overall impact level of a path can be calculated by essentially multiplying the IILs across this path. 
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It is important to note that it is possible for an attack path to be cyclical, meaning that an attacker may 
return to an asset after having already traversed it in order to move on to a different asset, because 
particular permissions and privileges might be needed, which are not accessible through a direct path. For 
this reason, the direct path cannot be considered equivalent to a cyclical path between the entry and 
target points, and should be considered as two different paths. The exhaustive calculation of all possible 
attack paths is performed by the Attack Profiling component. 

 

Figure 9: Abstract representation of asset and vulnerability dependencies and attack path formation 

It should be highlighted that the aspect of the presented methodology, where the attacker may use any 
asset of the infrastructure as an entry point to access another target asset, is an innovation of PUZZLE in 
the context of Zero Trust Architecture. Typically, in Risk Assessment methodologies, it is assumed that an 
attacker targets standalone assets. However, in PUZZLE, in order to create the Risk Graph and 
subsequently the rules and low-level enactment policies, we consider intelligent adversaries based on 
the Threat Landscape described in Section 2.2. These adversaries may target the weakest link in the chain, 
to be able to get access to a more safety critical or sensitive software or hardware asset in the target 
ecosystem. This methodology is a novelty of PUZZLE, especially in the context of the SME ecosystems that 
we consider.



  

 

D2.1 Risk Assessment Methodology & Threat Modelling 

 

office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This 
project has received funding from the European Union’s Horizon 2020 (H2020) research and 
innovation programme under the Grant Agreement no 883540. This document does not 
represent the opinion of the European Union, and the European Union is not responsible for 
any use that might be made of such content. 

 

 

P
a

g
e

  6
5  

 

6 Risk Assessment of the Reference Scenarios 
Within the context of PUZZLE, the Risk Assessment framework will be developed and tailored to the 
security requirements of the targeted ICT deployments, within the SME environment boundaries, of the 
two envisioned use cases. As a starting point, we will consider the application services, managed within 
each use case, the assets (both hardware and software) comprising the infrastructure that offers these 
application services and the type of relationship established between the identified assets. This exercise 
will enable us to: a) create a concrete threat model, per use case, where we can identify the impact of 
each threat and, thus, the priority in providing appropriate mitigation measures against identified attacks, 
and b) create the necessary security policies and low-level enactment rules to be deployed by the PUZZLE 
Security Orchestrator [48] for enhanced operational assurance. The latter will be the focus of the 
subsequent deliverables of WP2, where we will expand the risk assessment methodology based on the 
results of the Edge Analytics services designed and implemented in the context of WP3. 

In the remaining part of this chapter, we present a comprehensive list and description of the Assets, Asset 

Interdependencies, possible Threat Scenarios and Attack Trees for the two envisioned use cases, i.e., 
“Cloud-based Network Media Infrastructure & Management Platform for Multimedia Services” and 
“Cloud-based Activity Tracking Infrastructure & Synthetic Personal Data Monitoring”. Recall that for the 
former use case, the focus is on network-based attacks that may affect the experimentation 
infrastructure provided by FOGUS SME to their customers for testing the resources needed to manage 
the exchanged traffic, whereas in the latter the threat landscape also includes system-level attacks 

targeting the ATracker Hub edge points while privacy is also a crucial requirement considering the 

sensitivity of the circulated information [1]. 

6.1 Reference Scenarios 
6.1.1 Reference Scenario 1 – Cloud-based Network Media Infrastructure and Multimedia 

Services 
The FOGUS Media Tool provides an experimentation infrastructure where SMEs can test their 
applications’ behaviour and performance in various environments by creating differently configured 
experiments. Such SMEs can be, for example, mobile application and web developers, multimedia service 
providers or research centres. The mechanism that FOGUS employs to achieve this is a network of 

computers, consisting of virtual and physical machines, which cooperate to manage experiments, 
provide the infrastructure to execute these experiments, and provide performance insights to the SME 
regarding their application of interest. From the above, it follows that the focus of the Risk Assessment 
module in the context of the FOGUS use case is the management of the large amounts of resulting media 
traffic. Therefore, the priority when it comes to the threats that should be identified by the Risk 
Assessment engine are the network-related threats, i.e., the traffic monitored by the XDP based agents 
within the Security Orchestration Workers. 

As an Internal Operator of FOGUS Media Tool, it is of crucial importance to ensure that the assets and 
network are secure. It is necessary for all the security services to be updated regarding the Risk 
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Assessment that occurs continuously during runtime from PUZZLE Agents, identifying events and 
incidents. In the aspect of this necessity, the Internal Operator should take into consideration security 
services and the adoption of the new recommended policies, that may be compiled due to newly 
identified vulnerabilities and potential threats, using the Risk Assessment and Orchestration Components 
of the PUZZLE Framework. 

6.1.1.1 Assets 
Table 11: Demonstrator #1 Assets 

Asset_ID Name Short description Details Asset Category 

Service Layer 

FOGUS.AS.1 Host PC 1 PC hosting several 
core services 

Vendor: Dell Vostro 
3470 

Hardware 

FOGUS.AS.2 Operating 
systems  
 

OS running on PC1 Vendor: Ubuntu 
16.04.06 LTS 

Operating System 

FOGUS.AS.3 Katana Slice 
Manager 

Katana Slice Manager 
for managing 5G 
slicing  

Hardware: 2 vCPUs, 
4GB RAM, 60GB 
Storage 
 

Virtual Machine (1) 

FOGUS.AS.4 Operating 
systems  
 

OS running on VM1 Vendor: Ubuntu 
16.04.06 LTS 

Operating System 

FOGUS.AS.5 OSMv5 

NFV 
Management 
and 
Orchestration 

For 5G Hardware: 2 vCPUs, 
4GB RAM, 60GB 
Storage 

Virtual Machine (2) 

FOGUS.AS.6 Operating 
systems  
 

OS running on VM2 Vendor: Ubuntu 
16.04.06 LTS 

Operating System 

FOGUS.AS.7 Coordination 
Layer 

Web Portal Hardware: 2 vCPUs, 
2GB RAM, 50GB 
Storage 

Virtual Machine (3) 

FOGUS.AS.8 Operating 
systems  
 

OS running on VM3 Vendor: Windows 10 
Pro x64 

Operating System 

FOGUS.AS.9 Prometheus Open-Source systems 
monitoring and 

n/a Tool 
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alerting toolkit (collect 
results) 

FOGUS.AS.10 Grafana Open-Source systems 
monitoring and 
alerting toolkit 
(visualize results) 

n/a Tool 

FOGUS.AS.11 iPerf Open-Source Speed 
test Tool for TCP, UDP, 
SCTP 

n/a Tool 

FOGUS.AS.12 ELCM Experiment Life-Cycle 
Management  

5genesis Project Tool 

FOGUS.AS.13 Keysight 
OpenTAP 

Open-Source Project 
for executing 
automated tests  

n/a Tool 

FOGUS.AS.14 InfluxDB Open-Source time 
series database 
(results repository) 

n/a Tool 

FOGUS.AS.15 Host PC 2 PC hosting several 
core services 

Vendor: Dell Vostro 
3470 

Hardware 

FOGUS.AS.16 Operating 
systems  
 

OS running on PC2 Vendor: CentOS 7 Operating System 

FOGUS.AS.17 OpenStack Open Source Cloud 
Computing 
Infrastructure 
Software 

RPM Distribution of 
OpenStack 

Virtual Machine 

Infrastructure Layer 

FOGUS.AS.18 Host PC 5 PC hosting several 
core services 

Vendor: Dell G5 5587 Hardware 

FOGUS.AS.19 LTE and 5G-NR 
(New Radio) 
Ues – Working 
as mobile 
devices for 
application 
testing 

Universal Software 
Radio Peripheral is a 
range of software-
defined radios, 
intended to be a 
hardware platform for 
software radio. 

USRP N310 Hardware 

FOGUS.AS.20 Mobile Device Mobile Device Vendor: Samsung A90 
5G 

Hardware 
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FOGUS.AS.21 Devices Devices 4G UE: Commercial 
LTE mobile phones 
and dongles 

Hardware 

FOGUS.AS.22 LTE/5G-NR Base 
Station (gNB) 

gNB – 5G wireless 
base stations for 
communications 
between UE and 
mobile network. 

OAI (Open Air 
Interface) 

Software 

FOGUS.AS.23 Host PC 6 PC hosting several 
core services 

Vendor: Dell Inspiron 
5570 

Hardware 

FOGUS.AS.24 LTE and 5G-NR 
(New Radio) 
Ues – Working 
as mobile 
devices for 
application 
testing 

Universal Software 
Radio Peripheral is a 
range of software-
defined radios, 
intended to be a 
hardware platform for 
software radio. 

USRP B210 Hardware 

FOGUS.AS.25 LTE/5G-NR Base 
Station (eNB) 

eNB – evolved Node B 
– Base Stations 
connected to the 
network that 
communicate 
wirelessly with mobile 
handsets in a 5G LTE 
network or 5G non-
standalone (NSA) 
mode. 

OAI (Open Air 
Interface) 

Software 

FOGUS.AS.26 10GbE Adapter 
Module 
between OAI 
based host PC 
and SDRs 

Provides 10GbE 
Ethernet connectivity 
between the gNB/5G 
UE SDRs and the 
respective Open Air 
Interface PC hosts 

Vendor: Sonnet 
Thunderbolt-3 10GbE 
Adapter Module 

Hardware 

FOGUS.AS.27 Host PC 4 PC hosting several 
core services 

Vendor: Dell Vostro 
3470 

Hardware 

FOGUS.AS.28 EPC Evolved Packet Core is 
an architecture to 
handle voice and data 
efficiently, and is used 
for additional 
functionalities. 

OAI vEPC Framework 

FOGUS.AS.29 5GC 5G Core is similar to 
EPC but adapted to 5G 

Open 5G System 
(open5GS) 

Software 
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FOGUS SDN-Controlled WAN Emulator 

FOGUS.AS.30 Host PC 3 PC hosting several 
core services 

Vendor: Dell Vostro 
3470 

Hardware 

FOGUS.AS.31 Mininet Mininet creates a 
realistic virtual 
network, running real 
kernel, switch and 
application code, on a 
single machine 

n/a Software Emulator 

FOGUS.AS.32 Remote ONOS 
Controller 

ONOS, Open Network 
Operating System, is a 
newly released open-
source SDN controller 
that is focused on 
service provider use-
cases. 

n/a Software 

FOGUS.AS.33 GUI A system of interactive 
visual components for 
computer software 

n/a Graphical User 
Interface 

FOGUS.AS.34 iPerf Traffic Generators for 
performance / 
benchmarking / 
monitoring 

n/a Tool 

FOGUS.AS.35 Speedtest Network utility n/a Tool 

FOGUS.AS.36 Ping Network utility n/a Tool 

6.1.1.2 Asset Interdependencies and Visualisation 
Table 12: Demonstrator #1 Interdependencies 

Asset_ID_X Relation Asset_ID_Y Details 

FOGUS.AS.2 Is_installed_on  FOGUS.AS.1 Ubuntu Linux is installed on Host PC 1 

FOGUS.AS.4 Is_installed_on  FOGUS.AS.3 The Katana Slice Manager is installed on the VM 1 

FOGUS.AS.5 Is_installed_on  FOGUS.AS.6 OSMv5 is installed on Ubuntu Virtual Machine 2 

FOGUS.AS.7 Is_connected_to FOGUS.AS.8 Web Portal is connected to Virtual Machine 3 

FOGUS.AS.9 Is_installed_on FOGUS.AS.8 Prometheus is installed on Windows 10 Pro x64 

FOGUS.AS.10 Is_installed_on FOGUS.AS.8 Grafana is installed on Windows 10 Pro x64 

FOGUS.AS.11 Is_installed_on FOGUS.AS.8 iPerf is installed on Windows 10 Pro x64 
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FOGUS.AS.12 Is_installed_on FOGUS.AS.8 ELCM is installed on Windows 10 Pro x64 

FOGUS.AS.13 Is_installed_on FOGUS.AS.8 Keysight OpenTAP is installed on Windows 10 Pro x64 

FOGUS.AS.14 Is_installed_on FOGUS.AS.8 InfluxDB is installed on Windows 10 Pro x64 

FOGUS.AS.16 Is_installed_on FOGUS.AS.15 CentOS 7 is installed on Host PC 2 

FOGUS.AS.17 Is_installed_on FOGUS.AS.16 OpenStack is installed on CentOS 7 

FOGUS.AS.19 Is_connected_on FOGUS.AS.18 USRP N310 is connected on Dell G5 5587 

FOGUS.AS.20 Is_connected_on FOGUS.AS.19 Samsung A90 5G is connected on USRP N310 

FOGUS.AS.21 Is_connected_on FOGUS.AS.19 4G UE: Commercial LTE mobile phones and dongles are 
connected on USRP N310 

FOGUS.AS.22 Is_installed_on FOGUS.AS.18 LTE/5G-NR Base Station (gNB) is installed on Dell G5 5587  

FOGUS.AS.24 Is_connected_on FOGUS.AS.23 
LTE and 5G-NR (New Radio) Ues – Working as mobile 
devices for application testing is connected on Dell 
Inspiron 5570 

FOGUS.AS.25 Is_installed_on FOGUS.AS.23 LTE/5G-NR Base Station (eNB) is installed on Dell Inspiron 
5570 

FOGUS.AS.26 Is_connected_on FOGUS.AS.19 10GbE Adapter Module between OAI based host PC and 
SDRs is connected on on USRP N310 

FOGUS.AS.26 Is_connected_on FOGUS.AS.24 10GbE Adapter Module between OAI based host PC and 
SDRs is connected on USRP B210 

FOGUS.AS.28 Is_installed_on FOGUS.AS.27 EPC is installed on Dell Vostro 3470 

FOGUS.AS.29 Is_installed_on FOGUS.AS.27 5GC is installed on Dell Vostro 3470 

FOGUS.AS.31 Is_installed_on FOGUS.AS.30 Mininet is installed on Dell Vostro 3470 

FOGUS.AS.32 Is_installed_on FOGUS.AS.30 Remote ONOS Controller is installed on Dell Vostro 3470 

FOGUS.AS.33 Is_ 
Proccessed_by FOGUS.AS.30 GUI is processed by Dell Vostro 3470 

FOGUS.AS.34 Is_installed_on FOGUS.AS.30 iPerf is installed on Dell Vostro 3470 

FOGUS.AS.35 Is_installed_on FOGUS.AS.30 Speedtest is installed on Dell Vostro 3470 

FOGUS.AS.36 Is_installed_on FOGUS.AS.30 Ping is installed on Dell Vostro 3470 

 



  

 

D2.1 Risk Assessment Methodology & Threat Modelling 

 

office@puzzle-h2020.com – www.puzzle-h2020.com 

 

The work described in this document has been conducted within the project PUZZLE. This 
project has received funding from the European Union’s Horizon 2020 (H2020) research and 
innovation programme under the Grant Agreement no 883540. This document does not 
represent the opinion of the European Union, and the European Union is not responsible for 
any use that might be made of such content. 

 

 

P
a

g
e

  7
1  

 

6.1.1.3 Possible Threat Scenarios 
In Table 13, we provide and put forth the details of various threat scenarios of interest that are of interest 
to the FOGUS use case, and are to be detected in PUZZLE by the Risk Assessment Engine based on the 
categorization of Table 12, which in turn constitutes the baseline for creating the Attack Tree presented 
in the subsequent section. 

Table 13: Demonstrator #1: Possible threat scenarios 

Threat scenario 
Affected 

Assets 
Description 

Reconnaissance Attacks 

FOGUS.AS.1 

FOGUS.AS.15 

FOGUS.AS.18 

FOGUS.AS.23 

FOGUS.AS.27 

FOGUS.AS.30 

An attacker launches an undetected attack in order to exploit 
network and system information of the Media Tool’s 
components. This can enable the identification of details 
regarding the topology of the infrastructure, i.e., the type of 
assets and devices, the type of connections between them and 
the type of servers connected. This information can subsequently 
be used in order to launch more impactful attacks. 

Brute-Force Attacks FOGUS.AS.7 

An attacker tries, using excessive forceful attempts, to gain 
access to the Media Tool System. Essentially, the focus is to 
launch a brute-force attack in order to try to break the 
credentials for accessing servers of the media infrastructure, of 
the experimentation structure of the Media Tool system, which 
can then be used to gain access to the exchanged traffic by the 
customers during their experiments. 

Privilege Escalation Attacks 

FOGUS.AS.1 

FOGUS.AS.15 

FOGUS.AS.18 

FOGUS.AS.23 

FOGUS.AS.27 

FOGUS.AS.30 

An attacker exploits the compromised data in order to gain 
access control inside the Media Tool’s components. In this threat 
scenario, the attacker aims to gain access to a user or SME 
account, which would grant them elevated access such as root 
permissions, system administrator permissions, and various 
other privileges into the servers and devices where the user 
experiments are performed.  

Remote Access 
Exploitation 

FOGUS.AS.1 

FOGUS.AS.15 

FOGUS.AS.18 

FOGUS.AS.23 

FOGUS.AS.27 

An attacker exploits remote access vulnerabilities to collect data 
from Media Tool system, thus installing backdoors for future 
intrusions. This is relevant to the cases where a server in the 
experimentation infrastructure needs to be accessed remotely, 
or if an SME needs to perform experiments on a Remote Access 
tool. 

Man-in-the-Middle FOGUS.AS.1 

FOGUS.AS.15 

An attacker intercepts the communication between the Media 
Tool’s components to collect sensitive information. In this case, 
an attacker would attempt to intercept information exchanged 
between the servers of the FOGUS Media Tool infrastructure 
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during the execution of an experiment, or traffic generated 
through the SDN-controlled WAN emulator. 

SQL Injection 

FOGUS.AS.1 

FOGUS.AS.15 

FOGUS.AS.18 

FOGUS.AS.23 

FOGUS.AS.27 

FOGUS.AS.30 

An attacker injects SQL commands in the Media Tool in order to 
access, make changes or even erase data stored in the database. 
If an SME is using the FOGUS infrastructure to test an application 
that involves accessing or modifying database entries, an 
attacker may attempt to perform an SQL injection attack in order 
to compromise various assets of the SME. 

Web-Application Attacks 

FOGUS.AS.1 

FOGUS.AS.7 

FOGUS.AS.15 

FOGUS.AS.18 

FOGUS.AS.20 

FOGUS.AS.23 

FOGUS.AS.27 

FOGUS.AS.30 

An attacker uploads a malicious script in order to extract data 
from the Media Tool’s components. A major part of the FOGUS 
media tool is the web service, through which the client performs 
user registration, log-in, provides various experiment 
configurations, as well as the application they want to perform 
experiments on. Also, all the results of the experiment are 
available through a web portal. It follows that a successful web 
application attack would pose a severe threat to the SME assets 
and information integrity. 

Malware Infection 

FOGUS.AS.18 

FOGUS.AS.20 

FOGUS.AS.21 

FOGUS.AS.23 

FOGUS.AS.27 

Malicious software is installed from the attacker in order to 
exploit Media Tool’s data. If the user’s terminal through which 
the FOGUS web service is accessed is affected by malwares such 
as viruses, worms, trojans, rootkits, adware and spyware, this can 
lead to leakage of data relevant to the user application or 
configuration data used in the context of a user experiment. 

Attacks on Protocol 
Vulnerabilities 

FOGUS.AS.1 

FOGUS.AS.7 

FOGUS.AS.15 

FOGUS.AS.18 

FOGUS.AS.20 

FOGUS.AS.23 

FOGUS.AS.27 

FOGUS.AS.30 

An attacker exploits vulnerabilities regarding the protocols that 
are used for communication between the components. This is 
particularly relevant in the FOGUS use case, since an attacker 
may aim to exploit vulnerabilities or implementation bugs of one 
or more protocols used for communication between the servers 
of the experimentation infrastructure, such as communication 
between LTE and 4G/5G base stations and mobile user 
equipment. 

Denial-of-Service 
FOGUS.AS.1 

FOGUS.AS.7 

FOGUS.AS.16 

External attacker (outsider) tries to perform too many access 
requests to the service, in order to clog the system for not being 
able to handle legitimate requests. For instance, an attacker may 
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attempt to launch a DDoS attack through the web interface and 
overload the server structure with traffic. 

 

6.1.1.4 Attack Trees & Severity/Impact Scoring 

Figure 10 presents the attack graph of the FOGUS Media Tool. These attacks can affect each one of the 
Media Tool components separately (Infrastructure Layer, Service Layer and WAN Emulator), but also as a 
whole system. A short attack scenario accompanies each attack in order to highlight how an attack can 
pose a serious threat to the FOGUS Media Tool services.Table 14 consists of the possible attacks that could 
endanger the Media Tool and the assessment of severity of the attacks on its components. Confidentiality, 
integrity, and availability along with accountability and access control are considered the core 
underpinning of information security. There are 5 indicators (‘negligible’, ‘minor’, ‘moderate, ‘significant’, 
‘severe’), in order to evaluate the severity for the Media Tool system for each concept and 4 indicators 
(‘IL’ for Infrastructure Layer, ‘WE’ for WAN Emulator, ‘SL’ for Service Layer, ‘ALL’ for All Components) to 
specify which component is affected by each attack. 

This severity analysis is particularly important because there is a large attack landscape, which must be 
considered for the protection of such SME ecosystems. Therefore, when the low-level enactment rules 
and security policies are created based on the threats identified by the Risk Assessment, we also need to 
consider the availability of resources in the SME, as well as deploying the Security Agents in a way that 
doesn’t affect the normal operation of the SME. Essentially, what we want to do as part of the Risk 
Assessment is to consider the needs of the SME based on a various number of constraints, the most 
important being the performance and the available resources. As a result of these constrains, in some 
cases, we might only be able to create security policies for the threats that have the highest impact on 
the SME. 
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Figure 10: Media Tool Attack Grap
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Table 14: Media Tool Attacks and Risks 

Relevant Attack Risk for Media Tool [Component] - [Severity] 

Reconnaissance Attacks Loss of Confidentiality: Threat actors aim to collect valuable information 
regarding the Media Tool system and its data to exploit it. 

[ALL] - [Significant] 

Brute-Force Attack Loss of Confidentiality and Integrity: Threat actors use excessive forceful 
attempts to try and ‘force’ their way into the Media Tool system and its data. 

[SL] - [Significant] 

Privilege Escalation 
Attacks 

Loss of Confidentiality: Malicious users act as legitimate users as soon as the 
Media Tool system and its data is compromised. 

 [SL] - [Severe] 

Loss of Integrity and Access Control: Information is compromised and may be 
leaked to the public from the Media Tool system and its components. 

[ALL] - [Severe] 

Remote Access 
Exploitation 

Loss of Integrity: Threat actors exploited remote access vulnerabilities in order 
to collect data from the Media Tool system and its components. 

[IL, SL] - Significant] 

Man-in-the-Middle Loss of Confidentiality: Malicious users gain access between the Media Tool’s 
components communication to exploit their data. 

 [SL] - [Significant] 

SQL Injection Loss of Confidentiality: The Media Tool system and its data is compromised by 
malicious users, who execute database commands. 

[ALL] - [Significant] 

Loss of Integrity: The Media Tool system and its data can no longer be trusted, 
as malicious users may have tampered the Media Tool data using SQL code. 

[ALL] - [Moderate] 

Loss of Availability: The Media Tool data are no longer available, as the 
malicious users have erased the database with SQL commands. 
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[ALL] - [Severe] 

Web-based / Web 
Application Attacks 

Loss of Accountability: Threat actors upload a piece of malicious script code to 
exploit data from the Media Tool system. 

[ALL] - [Significant] 

Malware Infection Loss of Integrity: Malicious software installed on the Media Tool system to 
exploit its data. 

[IL] - [Significant] 

Attacks on Protocol 
Vulnerabilities 

Loss of Confidentiality: Malicious users attack the commonly used 
communication protocols to exploit the Media Tool’s data. 

[ALL] - [Significant] 

Loss of Integrity: Malicious users may have made changes to intercepted data, 
so the Media Tool data can no longer be trusted. 

[ALL] - [Moderate] 

Denial-of-Service Loss of Availability: The Media Tool system and its data cannot be retrieved 
by an authorized user, as it has been over-flooded with malicious traffic. 

[SL] - [Severe] 

 

6.1.1.5 Risk Assessment Instantiation for Reference Scenario 1 
Now, we have put forth all possible threats, vulnerabilities (the most prominent ones considering the 
target ecosystem), including the severity. Putting together all the pieces of the puzzle from all the 
subsections of 6.1.1, this section is dedicated to a description of how the Risk Assessment module is going 
to operate within the FOGUS use case. Please note that this is a brief description given as an example, 
while more detailed information on the Risk Assessment operation will be provided in deliverable D2.3. 

First, consider that the PUZZLE Ingress and Sink points will be connected to the appropriate points of the 
FOGUS Media Tool. Specifically, the Experiments Management assets such as the Web Portal, as well as 
the Servers, Laptops and Mobile Devices of the FOGUS Experiments Infrastructure will be connected to 
PUZZLE for data monitoring. 
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Afterwards, the SME user will log into the PUZZLE Marketplace, where the Risk Assessment tool is 
activated by default. Then, all hardware and software assets will be identified, based on the relationships 
that have been fleshed out in Table 11 and Table 12, as well as any possible vulnerabilities. 

Consider, for example, that a Dell Vostro 3450 computer which serves as Host PC 1, is equipped with 
Ubuntu Linux as denoted in Table 12, and a vulnerability that affects the networking capabilities of this 
asset is discovered and outputted by the Risk Assessment. This will afterwards become part of the Expert 
System, and together with the Policy Editor Tool and the Security Services will be used to define 
corresponding networking enactment rules. This process is done semi-automatically, meaning that the 
input of a System Administrator is also necessary. 

The generated (security) enactment rules will be based on the Cilium templates [39], and in the case of 
the FOGUS use case, will refer primarily to processing and analysing networking traffic for identifying any 
threats or possible misbehaviours. Recall that PUZZLE’s security agent programmability will be based on 
the use of state-of-the-art eBPF and XDP security enablers that provide the entire toolchain for monitoring 
and introspecting network traffic at all layers of the networking stack. Thus, it provides a powerful control 
logic that combined with the dynamic insertion of low-level enactment rules, it enhances (during runtime) 
the security posture of the entire network infrastructure.  

The generated enactment rules will be based on the Cilium templates, and in the case of the FOGUS use 
case, will refer primarily to networking traffic. For example, a networking rule might be as simple as “If 
incoming traffic originates within the IP range XXX.XXX.XXX.XXX – YYY.YYY.YYY.YYY, then block”, or more 
complex, such as “If the encapsulation header of layer X of a packet is in format Y, then perform action Z”. 
After these rules are generated, the Risk Assessment proceeds as described previously in this deliverable. 

6.1.2 Reference Scenario 2 – Cloud-Based Activity Tracking Infrastructure & Synthetic 
Personal Data Monitoring Services 

Ensuring data and system security and privacy in the ATracker is within the top of the ATracker’s System 
Administrator’s priorities, especially considering the sensitive nature of the collected activity data, while 
aspects like performance and availability are important from a business scope. In order on the one hand 
to ensure that the ATracker system is not susceptible to vulnerabilities, and on the other hand to see the 
anticipated impact of a cybersecurity event to the overall infrastructure and decide on the optimal 
handling, the user, i.e. the ATracker System Administrator, leverages the PUZZLE Risk Assessment and 
Policy Recommendation Services. The user connects the ATracker system to the PUZZLE Framework and 
activates the Risk Assessment Services. The responsible components scan the ATracker system end-to-
end and create the risk graph of the current ATracker instance. The risk graph including the identified 
assets and their properties, as well as the calculated risk indexes and discovered vulnerabilities are 
available to the user through the PUZZLE Dashboard. Additionally, the user is provided with 
recommendations and a list of services available through PUZZLE that can help address the identified risks, 
so that she can safeguard the system. The user can manually make required reconciliations to the 
automatically created graph and enter any missing information that could further facilitate risk 
assessment (such as operational or infrastructure information). As the ATracker system can be 
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continuously expanded with new assets introducing new risks, the risk assessment can run in a periodic 
manner or be triggered whenever the user registers a new asset, so that the risk graph is updated 
accordingly. Furthermore, the risk assessment can be event-driven, meaning that whenever a new 
cybersecurity incident is identified, the Risk Assessment Engine will calculate the anticipated impact for 
the affected asset but also for the overall infrastructure, based on the interrelations among the assets and 
the centrality of the assets, according to their location within the graph. 

6.1.2.1 Assets 
The SUITE5 Activity Tracker (ATracker) is a cloud-based data handling and analytics suite, consisting of 
three main layers, the ATracker Hubs, the Personal ATracker instances and the Cloud-based Analytics 
Engine. The Personal ATracker and the Cloud-based analytics Engine provide the appropriate user 
interfaces to the users, while the exchange of data between the layers happens through web-based 
communications. 

Table 15: Demonstrator #2 Assets 

Asset_ID Name Short description Details Asset Category 

Cloud-based ATracker 

S5.AS.1 Cloud Container(s) Containers 
containing the 
Cloud-based 
ATracker  

Docker  Operating System 
Virtualization 

S5.AS.2 Operating systems  
 

OS running on Cloud 
Container 

Vendor: Ubuntu 
20.04.2 LTS 

Operating System 

S5.AS.3 Cloud Hosting Cloud-based hosting 
for the ATracker 
containers 

DigitalOcean 
 

Cloud Resources 

S5.AS.4 Cloud Storage - 
Relational Database 

Relational database 
for persistence of 
data 

(indicative) 
PostgreSQL 

Storage 

S5.AS.5 Cloud Storage - 
Object Storage 

Data lake for 
persistence of data 
as objects 

(indicative) Minio Storage 

S5.AS.6 Cloud-based 
ATracker App - Web 
Application 

The ATracker Cloud-
based Engine 

Vue.js, Node.js 

 

Application 
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S5.AS.7 Cloud Analytics 
Engine 

Analytics and 
Visualization Engine 

Python, SciKit learn, 
Pandas, Kibana, 
Spark, Keras, 
ElasticSearch 

Application 

S5.AS.8 Data Analyst User of the Cloud-
based ATracker – 
Process the collected 
data and perform 
analytics 

n/a Human Actor 

S5.AS.9 Data Consumer User of the Cloud-
based ATracker – 
Search and retrieve 
data assets, use the 
configured analytics 

n/a Human Actor 

Personal ATracker 

S5.AS.10 Local Container(s) Locally installed 
containers for the 
Personal ATracker 
Instance 

Docker Operating System 
Virtualization 

S5.AS.11 Local Storage Local storage for 
persistence of data 

(indicative) 
PostgreSQL 

Storage 

S5.AS.12 Local Operating 
system 
 

OS running on Local 
Container 

Vendor: Ubuntu 
20.04.2 LTS 

Operating System 

S5.AS.13 Personal ATracker 
App - Web 
Application 

Web application 
integrating the 
Personal ATracker 
features 

Vue.js, Node.js, 
Docker 

Application 

S5.AS.14 Personal Analytics 
Engine 

Lightweight analytics 
and visualisation 
engine 

Python, SciKit learn, 
Pandas, Kibana // 
integrated ML 
support in Raspberry 
Pi 4 

Application 

S5.AS.15 Access Point 1 Access point to the 
Internet 

TP-Link Orbi Pro 
SRR60 

Hardware 
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Firmware Version    
V2.6.2.200 

S5.AS.16 Personal ATracker 
User 

User of the Personal 
ATracker  

n/a Human Actor 

ATracker Hub 

S5.AS.17 Raspberry Pi 
Operating System 

OS running on 
Raspberry Pi 

Raspberry Pi 4 OS Operating System 

S5.AS.18 Raspberry Pi Storage  Storage unit for 
persistence of data 

SD / Micro SD Storage / Hardware 

S5.AS.19 Local Storage Local storage for 
persistence of data 

(indicative) 
PostgreSQL 

Storage 

S5.AS.20 Access Point 2 Access point to the 
Internet and local 
network 

TP-Link Orbi Pro 
SRR60 

Firmware Version    
V2.6.2.200 

Hardware 

S5.AS.21 Raspberry Pi 1 Device acting as 
ATracker Hub 

Raspberry Pi 4 Hardware 

S5.AS.22 ATracker Local 
Runner 

Application running 
on the device that 
will act as the 
ATracker Hub  

n/a Application 

Sensors / Personal Data Sources 

NOT SUBJECT TO PUZZLE SERVICES 

 

6.1.2.2 Asset Interdependencies and Visualisation 
The risk assessment engine is able to represent the interdependencies that may exist among the identified 
assets. This subsection aims to document the interdependencies of the assets. The result will be an 
interdependency graph as show in Figure 11.  

Consider the following relations among the assets: Is_installed_on, Is_connected_to, Is_used_by, 
Is_located_in, Is_stored_on, Is_Proccessed_by. 
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Table 16: Demonstrator #2 Interdependencies 

Asset_ID_X Relation Asset_ID_Y Details 

S5.AS.1 Is_installed_on  S5.AS.3 Container(s) running on the cloud resources 

S5.AS.2 Is_installed_on  S5.AS.1 Operating system is running on the 
container(s) 

S5.AS.4 Is_installed_on  S5.AS.3 Relational database is installed on the cloud 
infrastructure 

S5.AS.5 Is_installed_on  S5.AS.3 Object storage / data lake is installed on the 
cloud infrastructure 

S5.AS.6 Is_installed_on  S5.AS.1 Application is running in the container 

S5.AS.6 Is_connected_to  S5.AS.4 Application is connected to the relational 
database 

S5.AS.6 Is_connected_to  S5.AS.5 Application is connected to the object 
storage/ datalake 

S5.AS.6 Is_used_by S5.AS.8 Application is used by Data Analyst 

S5.AS.6 Is_used_by S5.AS.9 Application is used by Data Consumer 

S5.AS.7 Is_installed_on  S5.AS.1 Engine is installed on the container 

S5.AS.7 Is_connected_to  S5.AS.4 Engine is connected to the relational 
database 

S5.AS.7 Is_connected_to  S5.AS.5 Engine is connected to the object storage/ 
datalake 

S5.AS.6 Is_connected_to  S5.AS.7 Application is connected to engine 

S5.AS.12 Is_installed_on  S5.AS.10 Operating system is running on local 
container 

S5.AS.13 Is_installed_on  S5.AS.10 Application is running on local container 

S5.AS.13 Is_used_by  S5.AS.16 Application is used by Personal ATracker User 

S5.AS.14 Is_installed_on  S5.AS.10 Engine is running on local container 
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S5.AS.13 Is_connected_to  S5.AS.15 Application is connected to access point 

S5.AS.13 Is_connected_to  S5.AS.14 Application is connected to engine 

S5.AS.17 Is_installed_on  S5.AS.21 Operating system is running on Raspberry Pi 

S5.AS.18 Is_installed_on  S5.AS.21 Storage resides on the Raspberry Pi 

S5.AS.19 Is_used_by  S5.AS.21 Local storage is used by Raspberry Pi 

S5.AS.21 Is_connected_to  S5.AS.20 Raspberry Pi is connected to access point 

S5.AS.21 Is_used_by  S5.AS.16 Raspberry Pi is used by Personal ATracker 
User 

S5.AS.22 Is_installed_on   S5.AS.21 Application resides on the Raspberry Pi 
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Figure 11: ATracker Interdependency Graph 

6.1.2.3 Possible Threat Scenarios 
In Table 17, we provide and put forth the details of various threat scenarios of interest that are of interest 
to the Suite5 use case, and are to be detected in PUZZLE by the Risk Assessment Engine based on the 
categorization of Table 16, which in turn constitutes the baseline for creating the Attack Tree presented 
in the subsequent section. 

Table 17: Demonstrator #2:  Possible threat scenarios 

Threat scenario Affected Assets Description 
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Reconnaissance 
Attacks 

All assets (hosting, 
OS, apps, storages, 
access points) 
except: 

S5.AS.8 

S5.AS.9   

S5.AS.16 

An ongoing, undetected reconnaissance attack is taking place at any 
level of the ATracker infrastructure, to gather network and system 
information that will later be used in a subsequent DoS or Access or 
other attack 

Privilege 
Escalation Attacks 

S5.AS.6   

S5.AS.13 

S5.AS.21 

S5.AS.22 

The attackers take advantage of inadequate access control, 
vulnerabilities (as for example the CVE-2021-23222 [50] affecting 
Ubuntu 20.04 LTS), or system bugs, to gain vertical or horizontal 
access inside the ATracker system in order to gradually gain elevated 
permissions and follow through with their attack (e.g. access 
personal data, shut down the ATracker services or even send falsified 
messages to the ATracker users) 

Remote Access 
Exploitation 

S5.AS.6   An attacker can access the ATracker system using remote access 
vulnerabilities, thus allowing the creation of backdoors to the system 
and remote code execution for retrieval or modification of data 
records or even to infringe the overall system and data availability. 

Man-in-the-Middle S5.AS.15 

S5.AS.20 

Attackers (either insiders or outsiders) interrupt the traffic 
exchanged within the ATracker infrastructure, to redirect users to a 
fake web application and collect sensitive activity information, user 
credentials and user them as-is, or even to alter information and 
send the manipulated data back to the receiver and vice versa 

SQL Injection S5.AS.4 

S5.AS.5 

S5.AS.11 

S5.AS.18 

S5.AS.19 

Malicious SQL commands are injected in the ATracker system to 
access stored data, manipulate database data, execute 
administration operations on the database management system etc. 
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Malware Infection All assets (hosting, 
OS, apps, storages, 
access points) 
except: 

S5.AS.8 

S5.AS.9 

S5.AS.16 

Malicious software is installed (viruses, trojans, etc.) in the devices 
used by individual users for access to the ATracker applications 
(ATracker Hub, Personal ATracker, Cloud-based ATracker) or to the 
ATracker application servers, to gain illegitimate access to the 
ATracker system, execute malicious code etc. 

Attacks on 
Protocol 
Vulnerabilities 

S5.AS.13 

S5.AS.15 

S5.AS.20 

S5.AS.21 

Attackers exploit vulnerabilities in the protocols used for data 
transmission (e.g., Bluetooth, WLAN protocols etc.) to eavesdrop or 
intercept the communications 

Denial-of-Service S5.AS.6 The Cloud-based ATracker is flooded with traffic, leading to 
unavailability of services 

ML Attacks S5.AS.7 

S5.AS.14 

The Cloud-based Analytics Engine that also provides ML analysis, is 
overwhelmed by a vast amount of data, thus being unable to process 
them 

Malicious 
Container 
Deployment 

S5.AS.1 

S5.AS.3 

S5.AS.6 

A malicious container is deployed in the cloud where the Cloud-
based ATracker resides, by an insider with admin rights or by anyone  
who has gained privileges through privilege escalation or remote 
code execution, allowing adversaries to run their own executions 

 

6.1.2.4 Attack Trees & Severity/Impact Scoring   

The following figure illustrates the attack graph of the ATracker infrastructure. These probable attacks 
have been grouped in three areas, either as possibly applicable to all layers of the ATracker system, or as 
targeting mainly specific layers of the ATracker system (on the one case that would be the Cloud-based 
ATracker, and on the other, the Personal ATracker and the ATracker Hubs). A brief attack scenario 
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accompanies each attack, to showcase how a threat actor could penetrate the ATracker system and 
manipulate its data and services. 
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Figure 12: ATracker Attack Graph 
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The assessment of severity of an attack on the ATracker infrastructure has been based on three main axes 

that represent the most common impact of cybersecurity events to infrastructures [51], namely: loss of 

confidentiality, loss of integrity and loss of availability. For each axis, the anticipated severity for the 

ATracker system has been indicated in a 5-level scale (‘negligible’, ‘minor’, ‘moderate, ‘significant’, 

‘severe’), taking into consideration the likelihood of the specific risk and the impact on the ATracker. It 

should be noted that only the main axes foreseen as impacting the ATracker have been described per 

attack. The overall severity of an attack for the ATracker can be then calculated as being equal to the 

highest identified risk level. 

Table 18: ATracker attacks and risks 

Relevant Attack Risk for ATracker [Severity] 

Reconnaissance 
Attacks 

Loss of Confidentiality: The ATracker system and its data is compromised by threat actors 
that slowly collect information to exploit it later in other attacks [Significant] 

Overall Attack Severity: [Significant] 

Privilege Escalation 
Attacks 

Loss of Confidentiality: The ATracker system and its data is compromised by external 
hackers acting as legitimate users. Information is published on public-facing portions of the 
ATracker system from illegitimate users [Significant] 

Loss of Integrity: The ATracker system and its data can no longer be trusted, as they can be 
manipulated by illegitimate users [Significant] 

Loss of Availability: Illegitimate users that have gained administrative privileges, make the 
ATracker system and data no longer available to authorised users [Moderate] 

Overall Attack Severity: [Significant] 

Remote Access 
Exploitation 

Loss of Integrity: The ATracker system and its data can no longer be trusted, as they can be 
manipulated by illegitimate users who have exploited remote access vulnerabilities 
[Significant] 

Overall Attack Severity: [Significant] 
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Man-in-the-Middle 

Loss of Confidentiality: The ATracker system and its data is compromised by threat actors 
[Significant] 

Loss of Integrity: The ATracker data can no longer be trusted, as they may been tampered 
by a malicious actor intercepting communications [Moderate] 

Overall Attack Severity: [Significant] 

SQL Injection 

Loss of Confidentiality: The ATracker system and its data is compromised by external 
hackers who execute database commands [Significant] 

Loss of Integrity: The ATracker system and its data can no longer be trusted, as a malicious 
actor may have tampered the ATracker data using SQL code [Moderate] 

Loss of Availability: The ATracker data are no longer available, as the threat actor has 
erased the database with SQL commands [Severe] 

Overall Attack Severity: [Severe] 

Malware Infection 

Loss of Integrity: The ATracker system and its data can no longer be trusted, as the 
malicious software is exploiting them to perform other activities (e.g. gain access to user’s 
devices etc.) [Significant] 

Loss of Availability: The ATracker system and data are no longer available to authorised 
users (e.g. data have been encrypted) [Severe] 

Overall Attack Severity: [Severe] 

Attacks on Protocol 
Vulnerabilities 

Loss of Confidentiality: The ATracker system and its data is compromised by external 
hackers who exploit the used communications protocols [Significant] 

Loss of Integrity: The ATracker data can no longer be trusted, as a malicious actor may have 
intercepted erroneous data [Moderate] 

Overall Attack Severity: [Significant] 

Denial-of-Service 

Loss of Availability: The ATracker system and its data cannot be retrieved by an authorized 
user, as it has been overflooded with malicious traffic [Severe] 

Overall Attack Severity: [Severe] 
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ML Attacks 

Loss of Availability: The ATracker system and its ML services are no longer available due to 
being overflooded with traffic [Moderate] 

Overall Attack Severity: [Moderate] 

Malicious Container 
Deployment 

Loss of Integrity: The ATracker system and its data can no longer be trusted as malicious 
code is executed through the deployed container [Moderate] 

Overall Attack Severity: [Moderate] 

6.1.2.5 Risk Assessment Instantiation for Reference Scenario 2 
As in the previous Reference Scenario, here we present an example description of how the Risk 

Assessment module is going to operate within the Suite5 ATracker use case, taking into consideration the 

information from all the subsections of 6.1.2. Again, as in the previous reference scenario, note that more 

information will be provided in deliverable D2.3. 

First, consider that the PUZZLE Ingress and Sink points will be connected to the appropriate points of the 

ATracker. Specifically, various data sources, e.g., Raspberry Pis, wearables and third-party applications 

and services are connected to the core devices of the individual user that hosts the Personal ATracker. In 

this context, any device with data processing and storage capabilities can act as an ATracker Hub. These 

will be connected to the PUZZLE components that are responsible for collecting the mirror traffic of the 

infrastructure coming from the ATracker Hub and Personal ATracker instances. 

As in Reference Scenario 1, the SME user will log into the PUZZLE Marketplace, where the Risk Assessment 

tool is activated by default. Then, all hardware and software assets will be identified, based on the 

relationships that have been fleshed out in Table 15 and Table 16, as well as any possible vulnerabilities. 

As before, these assets, interdependencies and vulnerabilities will become part of the Expert System, 

which will afterwards be used in order begin the semi-automated policy and rule generation process with 

the Policy Editor tool and the Security Services, along with the manual input of a System Administrator. 

The main difference in this use case is that we are mainly focused on system-level attacks, i.e., attacks 

that affect system operation of a specific asset. 

As previously mentioned, the ATracker Hub takes data from external, end user devices. An example of a 

system-level vulnerability that may affect these devices refers to a kind of attack, where an adversary may 

extract information from the encapsulation header of Layer 7 of a packet, such as the encryption 

algorithms supported in an SSL connection, the crypto protocols used, the size of the encryption key etc. 

After the relevant rules and policies are generated, the Risk Assessment proceeds as described previously 

in this deliverable. 
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7 Summary and Conclusions 
This final section will act as a synopsis of this deliverable and will summarize its findings. The scope of this 

deliverable was to provide a detailed description of the Risk Management phase and more particularly 

the threat modelling and the risk assessment methodologies that will be developed within the project. 

PUZZLE Risk Assessment methodology aims to provide implementation guidance and deals with the 

identification of threats, determines their probability of occurrence, and their resulting impact. The assets 

of interest are the devices of the infrastructure of each target SME (e.g., processors, mobile devices, ASICS, 

etc.), hosting their operational services, as well as the network equipment and protocols that provide all 

the underlying communication interfaces and mechanisms. 

To reflect on PUZZLE’s Risk Assessment work and data flow and how provided assurance services are 

engrained at all stages of the developed lifecycle, this deliverable documents the risk assessment 

methodology that consists of four (highly interdependent) phases, namely the Design-time Risk 
Assessment, the Policy Modelling and Specification, the Run-time Risk Assessment (including also the 

evaluation of newly identified threats and risks) and the Dynamic Update of the Low-Level Security 
Enactment Policies and Rules. This will serve as the guide for the development of PUZZLE RA framework 

to be presented in the subsequent deliverables of WP2. 

First, we present a background analysis including some well-known risk assessment solutions tailored to 

not only SMEs, but also larger companies, organizations, etc. that have been proposed in the literature 

and an extensive list of threats and the adversary models that are considered in the PUZZLE project and 

should be addressed by our risk assessment process. Then, we extensively describe the design time and 

run time phases of the PUZZLE risk assessment engine 

The Risk Assessment phase will be executed during both the design- and run-time, to address initially 

unknown threats. During the design-time, the risk assessment will be applied by security experts in order 

to provide a cartography of their supported/enabled applications, assets (hardware and software) and 

services ecosystem. During the run-time, it will be applied towards the serialization of all information that 

is required to perform the re-calculation of relevant risks that may lead to a (possible) dynamic update of 

predefined security policies. This information will be extracted by the various security monitoring agents 

and edge analytics tools that will be leveraged through the PUZZLE Security Orchestrator. 

As the name suggests, the Policy Modelling and Specification phase contains all tasks related to the 

specifications of the PUZZLE composition control architecture which implements a policy-based approach 

for enabling the deployment, enforcement and management of network- and system-based enactment 

rules protecting all the layers of the networking and operational stack of the target infrastructure. This 

will leverage the state-of-the-art BPF and LDP toolchain. Defined policies must be expressive, deployable, 

and enforceable and may be dynamically updated if the attack graph (produced and maintained within 

the Risk Management phase) is amended with new types of vulnerabilities. Within the context of this 

phase, security properties of the PUZZLE architecture itself are also considered for protection. However, 

PUZZLE’s run-time assurance framework must also address the dynamic runtime properties of all 
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deployed CPSs which cannot be modelled completely at design-time; taking into consideration their 

changing control objectives and system configurations as well as the changing communication and 

computation resources and allocation. 

In this context, we also have the Policy Enforcement phase where the defined security control policies 

and policy sets are made available to the deployed infrastructure assets which can, then, start enforcing 

them and make decisions based upon the results of the PUZZLE analytics services. ML-based analytics and 

other intrusion detection mechanisms are employed for protecting against the vulnerabilities identified 

in the design-time risk assessment phase. 

Another distinct feature of this phase is the provision of functionalities regarding modelling policy 

dynamics and dynamic change of policies. Considering the complexity of today’s SMEs&MEs where the 

deployed software may be updated to a more sophisticated version with new capabilities, the threat 

model has to take into consideration, e.g., zero day attacks that were not evaluated in the RA phase at 

design-time. On top of that, a decision about a system’s integrity might not be sufficient to understand a 

system’s behaviour. In this case, another stream of assurance functionality is needed which entails a more 

in-depth investigation to detect any cheating attempts or if any type of malware is resident to the system’s 

program and data memory. This is the goal of the Run-time Risk Assessment phase: based on collected 

evidence regarding the behaviour of a system, runtime verification mechanisms (through the Attack 

Validation component) are applied for monitoring and verifying both the execution behaviour of a single 

system as well as the communication patterns of a set of attesting systems against a set of specific 

requirements as identified in the design phase. 

Overall, full transparency of all cyber-physical systems and how they operate in this complex environment, 

in terms of operational assurance, verification and security policy enforcement, mandates the continuous 

execution of the above described phases and functionalities throughout the whole life cycle of the target 

ecosystem. This means that the PUZZLE’s RA framework internal technical components run in parallel 

exchanging the necessary information for triggering actions, within the previously described assurance 

and risk management phases, in order to achieve its overall goal of providing “security-by-design” and 

during operation. Given the overall description of PUZZLE’s RA framework positioning in the overall 

PUZZLE architecture and the dependencies and interactions between its internal components, the 

detailed documentation and implementation of each one of these integral components will follow in the 

context of WP2. 
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