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1 Executive Summary 
An increasing number of security experts suggests that organisations should invest in 

security solutions for minimising the consequences of cyber threats, as well as to collaborate 

with their peers by sharing information and knowledge about occurring incidents and to 

collect and analyse insights that originates from external parties. 

Nevertheless, there is a set of qualitative high-level factors, which depending on the 

underlying conditions, can be considered either as a strength or weakness for the success or 

not of a Threat Information Sharing Platform (TISP). These factors refer to aspects within a 

single organisation, its peers, the platform or the overall environment and are the following: 

• the presence (or not) of a well-defined legal framework that formally describes the 

rights and responsibilities of participating organisations 

• the definition of clear (or not) governance policies of the Threat Information Sharing 

Platform on the roles, rights, responsibilities, the objectives, scope, rules and 

processes that should be followed, as well the technologies to be employed by its 

members 

• the decision makers’ trust stance towards sharing and collaboration with other 

organisations, agencies, and companies  

• the organisation’s risk attitude when assessing the expected benefits and costs from 

sharing threat-related information with other consortium members 

• the trustworthiness of the rest of the organisations, as well as other peer properties, 

such as their domain and the type of information these are seeking (i.e., similarity) 

For this reason, a set of technologies and standards have been defined, as well as services 

that collect, examine, analyse, and make available digital evidence originating from a variety 

of sources. While existing products and services require a trusted third party, decentralised 

approaches based on blockchain technology are increasingly proposed in order to avoid the 

risks of relying on a single entity for security and performance.  

PUZZLE follows a similar approach and relies on the a) redundancy, b) scalability, c) 

immutability, d) strong encryption and e) transparency of blockchain networks and smart 

contracts for offering resilience, accountability, data integrity and trust to its members. 
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This report provides a preliminary design of the mechanisms that should be in place for 

incentivising the secure, fair and scalable data exchange between different organisations. To 

this end we define a set of smart contracts and related methods for the two main types of 

roles that will be engaged into sharing activities; namely contributors and consumers of 

Collective Threat Information (CTI). Furthermore, we identify a set of services that should be 

offered by the blockchain infrastructure, and which are related to creation and update of the 

channels (i.e., logical sub-ledgers of the blockchain).  

The first smart contract allows an organisation to share a cyber event with other consortium 

members by uploading it to the blockchain. These events can come from businesses that have 

deployed PUZZLE-compatible security mechanisms, such as Intrusion Detection Systems 

(IDS), or security providers that feed the channel(s) with their own information and 

intelligence. This smart contract consists of a single method called UploadCTI that proposes 

a new transaction that should satisfy a set of commonly agreed rules. If the organisation is 

allowed to write to this channel and the rules are met, then eventually the cyber event, 

formatted as a STIX (Structured Threat Information eXpression) message, will be appended to 

that channel together with other messages that were placed on the same block. Furthermore, 

the activity score of the contributing organisation will be increased by a carefully selected 

number. 

The second smart contract shall support organisations in obtaining CTIs and is expected to 

include two (sets of) methods. The first method returns a set of metadata for CTIs (i.e., both 

new and historic ones) that meet the search criteria of authorised users, while the second one 

is used for retrieving specific cyber events (i.e., STIX messages). Organisations with high score 

could have higher priority in obtaining search results in order to incentivise contributions. The 

activity score of the consuming organisation could be discounted by a certain percentage, 

while the score of the source organisation could be increased (as this would reflect a useful 

CTI). 
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2 Introduction 

2.1 Scope and purpose 
The adoption of new business models and new service delivery paradigms, such as cloud and 

edge computing, that heavily rely on interconnected Information and Communication 

Technologies (ICT) by entities in all business domains (e.g., transportation, media and 

factories), on the one hand brings new revenue streams and drives operating costs down, but 

on the other hand increases the attack surface of the underlying infrastructures.  

At the same time, the increasing commercialization of cyber-crime as evidenced with 

Malware-as-a-Service as well as the emergence advanced persistent threats allow cyber 

criminals to efficiently target a broader set of networks and workers for disrupting services, 

exfiltrating sensitive data and performing other malicious activities, which increases the 

importance of security and privacy for all stakeholders and especially businesses, consumers 

and policy makers. 

To protect against the new threat landscape, an increasing number of security experts and 

organisations realise the need to collaborate by sharing information and knowledge about 

threats and mitigation strategies. For this reason, a set of technologies and standards have 

been defined, as well as services that collect, examine, analyse, and make available digital 

evidence originating from a variety of sources. 

This report provides a preliminary design of the mechanisms that should be in place for 

incentivising the secure, fair and scalable data exchange between different organisations, and 

especially Small & Medium Enterprises and Micro Enterprises (SMEs&MEs), based on state-

of-the-art and standardised technologies; namely blockchain and smart contracts.  

2.2 Relation to other WPs and Deliverables 
This report builds upon the insights gained regarding the security and privacy requirements 

of SMEs & MEs, as well as the legal, ethical and privacy constraints in the envisioned PUZZLE 

ecosystem, which were analysed in D1.1 [1] and D1.6 [2] respectively.  

Furthermore, the envisioned smart contracts and the Smart Contract Composition Engine that 

will be producing these on demand shall seamlessly interact with other PUZZLE technologies, 
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especially the Security Context Broker (SCB) and the Secure Information eXchange (SIX) 

engine that are defined in D2.4 [3] and D3.7 [4] respectively, and the overall PUZZLE framework 

whose reference architecture is provided in D1.7 [5]. 

2.3 Deliverable structure 
This report is structured as follows: 

• Section 3 examines in detail the benefits and barriers in sharing cyber security data, 

information and knowledge amongst organisations, as well as provides an overview of 

existing products, services and research activities. 

• Section 4 provides an overview of standardised exchange formats (e.g., STIX) and 

secure, resilient and trust-enabling technologies; namely Hyperledger Fabric as a 

popular blockchain platform. 

• Section 5 defines a set of smart contracts for the two main types of roles that will be 

engaged into sharing activities; namely producers and consumers of Collective Threat 

Information (CTI), and 

• Section 6 provides the main conclusions and next steps. 
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3 Collective Threat Intelligence 
Collective threat intelligence is the process resulting from the collection and processing of 

raw data from various sources and its transformation into information when context 

information is added. By analysing further different pieces of information (e.g., over time) 

analysts can derive intelligence regarding a security incident (e.g., whether a false alarm was 

raised or in case of a valid incident to see which assets were compromised and which path has 

been followed) and eventually to make informed decisions (e.g., on the countermeasures to 

be deployed). Furthermore, intelligence, information or even raw data can be shared with 

other organisations (green arrows in Figure 1, below). 

 

Figure 1 – From multi-source raw data to actionable security intelligence1 

3.1 Drivers and Barriers 
Based on a literature review ([6], [7], [8], [9]) we identified a set of qualitative high-level 

factors, which depending on the underlying conditions, can be considered either as a strength 

or weakness for the success or not of a Threat Information Sharing Platform (TISP). These 

                                                             
 

1 Adjusted from  
https://publichealthmatters.blog.gov.uk/2018/12/05/from-data-to-decisions-building-blocks-for-
population-health-intelligence-systems/  
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factors refer to aspects within a single organisation, its peers, the platform or the overall 

environment and are the following: 

• Legal framework,  

• Platform policies, 

• Organisation’s trust stance, 

• Organisation’s risk attitude and 

• Peers’ trustworthiness and similarity 

In the following we examine each of the high-level factors and related aspects in more detail. 

3.1.1 Legal framework 

The importance of information sharing to ensuring network and information security has been 

acknowledged by both policy makers over a decade ago, e.g., in the European Programme on 

Critical Infrastructure Protection (EPCIP)2. Nevertheless, the presence of a well-defined legal 

framework that formally describes the rights and responsibilities of participating 

organisations is key to the uptake of such collaborative schemes.  

The exchange of threat information can entail possible data protection problems and the risk 

of publishing sensitive data of its users (e.g., according to the data protection requirements, 

specified by the General Data Protection Regulation (GDPR) or the California Consumer Privacy 

Act (CCPA)). Even though the risks above can be mitigated by carefully devised sharing policies 

(such as encryption and anonymisation, see Section 3.1.2, below), other risks could surface due 

to the mere availability of this information. In the latter case for example, organisations may 

fear that by sharing security-related information and best practices with peers will create the 

perception of a cartel to competition authorities (i.e., for possible violations of anti-trust or 

fair-competition law), or their customers. 

The presence (or not) of legal protections from liability if an organisation shares cybersecurity 

data, such as Antitrust Law and government restrictions on the use of information, can have 

                                                             
 

2 https://ec.europa.eu/home-affairs/counter-terrorism-and-radicalisation/protection/critical-
infrastructure-resiliance_en  
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a significant effect on the management’s decision to actively participate in a TISP. 

Furthermore, clear and comprehensive support towards policies that protect privacy and 

personal identifying information can also encourage organisations to participate in sharing 

efforts by reducing the legal risks they would face in case of a security incident. For example, 

legal liabilities from class action lawsuits against the company by a group of customers could 

be reduced if details about the security breach were disclosed to the security community in a 

timely manner, or even avoided if best practices were followed. For this reason, various 

countries introduced legal obligations, see for example the German IT Security Act3, for 

reporting security incidents, especially for critical infrastructure operators, while failing to do 

so may lead to fines. 

3.1.2 Platform policies 

Threat Information Sharing Platforms are, by definition, multiparty entities and thus the 

governance policies on the roles, their rights and responsibilities, the objectives, scope, rules 

and processes that should be followed, as well the technologies to be employed are 

important, both during group formation and while in operation. In principle, closed groups 

need fewer rules and procedures than “open” ones in which participation is voluntary, or 

subscription based. 

Initially, information was shared within closed groups that were moderated or facilitated by a 

public-sector agent, rules and processes were simple yet well-defined (e.g., membership was 

by invitation only, physical meetings were taking place at regular intervals), the scope was 

limited (e.g., information on strategic topics rather than operational issues was exchanged) 

and use of technology was minimized in case of emergency. Nowadays several initiatives for 

sharing threat-related information are set up by governments, security providers, 

organisations, policy makers and domain-specific coalitions (e.g., on critical infrastructures). 

These governance policies need to be clear, understood and appropriate to the needs of the 

group in order to be agreed by its members and followed in the long run. For example, usage 

of common standards for exchanging information and carefully selected technologies for 

                                                             
 

3 https://src-gmbh.de/en/it-sicherheitsgesetz-2-0-vom-kabinett-verabschiedet/  
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security, trustworthiness, data provenance, privacy, as well as automation encourages 

collaboration and sharing.  

If, on the other hand, policies are not well-defined, not aligned with the objectives of some 

members, or not enforced then participation is jeopardized. Similarly, if interoperability is not 

achieved (e.g., threats and vulnerabilities are exchanged via proprietary protocols (and 

without translation to standardized solutions), sharing will be impeded. Furthermore, absence 

of automated information filtering, or grouping, increases the workload of security analysts, 

since collecting, processing, analysing and digesting becomes increasingly difficult and less 

actionable. 

3.1.3 Organisation’s trust stance 

The decision makers’ trust stance towards sharing and collaboration with other organisations, 

agencies, and companies is another important factor that can encourage or block participation 

in TISPs.  

If, for example, executive members of an organisation favour information sharing between 

people, firms, and organisations, then it is likely that this organisation will be interested in 

joining one, or more, TISPs. On the contrary, those decision makers who fear that sharing 

information with rivals/competitors may have a detrimental effect on their competitive 

position are less likely to collaborate. This is aligned with the economic theory, where rational 

organisations shall share information with others only when the expected benefits of doing 

so outweigh the expected costs. Thus, it is important that platform operators carefully define 

the governance policies regarding the size of the group that information is shared with, the 

mix of participants, and/or the security properties of the platform itself. 

3.1.4 Organisation’s risk attitude 

Participating in a TISP requires considerable capital investments for the necessary 

infrastructure (both hardware and software) to share and receive information, and 

operational costs for collection and processing by security analysts, as well as infrastructure 

maintenance. Note that some of these costs may need to be newly introduced for some firms 

and can be considered too high. For instance, many SME and MEs have limited human 

resources to process shared data and information, so additional personnel costs for 
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performing the security analysis in-house may be required. Furthermore, participating 

organisations may be asked to pay recurring subscription fees to TISPs for recovering their 

costs. The participation costs related to infrastructure can be predicted more accurately when 

the governance policies of the TISP are clear and well-documented. Nevertheless, there are 

additional types of more subtle costs and/or uncontrollable risks that an organisation may 

face when participating to a TISP, such as the following 

• risk to accidentally leak important data, such as information about the company 

infrastructure that will reveal details about additional vulnerable entities. 

• reputational damage and a loss of customers or revenue following a disclosure. 

• risk of negative publicity that may negatively affect customers’ trust and consequently 

market value/stock prices, if customers’ personal data or company’s secrets leaked 

during the information sharing process. 

Regardless of the exact cost figures, it is believed that organisations can better estimate these 

costs compared to the benefits of participating in such a collaborative platform. In particular, 

the benefits of participating in an exchange platform are often difficult to quantify, as the 

consequences of avoided incidents are usually unknown and arise later. For example, an 

organisation may not be able to determine how many attacks have been avoided, or not 

escalated, through their security measures.  

Traditionally, the majority of organisations tend to underestimate the importance of network 

and information security investments and rarely perform a cost-benefit analysis in advance. 

For this reason, the organisation’s risk attitude can determine to a great extent the 

participation to a TISP, or not. According to economic theory, those decision makers that are 

asked to choose among two options of equal expected value but prefer the one with higher 

outcome probabilities over less probable options (i.e., more risky ones), are characterised as 

“risk averse”. Even when the expected consequences are devastating, which is probably the 

case for most SMEs and MEs that don’t have the necessary skills and resources, some 

organisations could still choose against information sharing (i.e., “status quo bias”).  
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The benefits that organisations can obtain through their participation in TISPs, and decision 

makers should be aware of, include (but not limited to) the following: 

• Collecting threat intelligence information can provide extensive knowledge about a 

wide variety of cyber threats that grow more sophisticated by the day, e.g., different 

assets, different domains, different geographic locations, as well as the Tactics, 

Techniques, and Procedures (TTPs) that are followed, leading to enhanced own 

situational awareness, which helps organisations in better assessing vulnerabilities 

(ranging from well-known to newly emerging ones).  

• Enhanced situational awareness of each individual organisation, when combined with 

a large enough group of collaborators, can also improve the effectiveness of available 

countermeasures (through validation in several environments). By combining 

information on the successful (or not) mitigation of a cyber threat on different entities, 

security analysts can better understand the conditions that render a certain 

countermeasure as suitable (or not) and consequently improve the collective 

knowledge 

• Up-to-date knowledge on best-practices can be used for better responding and 

recovering in case of an attack, as well as avoided reputation damage, avoided 

regulatory fines, etc. 

• The common information repository leads to decreased security expenditure costs 

(assuming that the organisation decides to invest in security) due to the non-exclusive 

but excludable nature of information; once information has been obtained it may be 

shared with others at (almost) zero marginal cost. For example, the number of security 

analysts needed by each organisation is reduced.  

• Sharing can also decrease the time needed to remediate after an attack, e.g., by 

collaborating with other security experts, and thus decreasing costs associated with 

incident response.  
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• Improved public image and/or reputation perceived by customers, upstream providers 

and peers that can have an impact on an organisation’s relationships to other market 

actors. 

3.1.5 Peers’ trustworthiness and group similarity 

The trustworthiness of the rest of the organisations, as well as other peer properties, such as 

their domain and the type of information they are seeking, can affect the decision of an entity 

to collaborate, or not. When information about the group composition is known a-priori (e.g., 

when the governance policies are already announced) an organisation may choose to enter 

the group or not. If, however, the organisation is already part of a TISP and the incurred costs 

outweigh the benefits perceived then it can choose to exit. 

Aspects related to peers’ characteristics (such as trustworthiness) that can lower the value 

of a TISP include:  

• a significant share of TISP members “free-ride” and strategically underperform in 

terms of information shared in the hope of obtaining helpful information from other 

members for little or no cost.  

• malicious or unreliable information (e.g., false positives) contributed by organisations 

offering competing good and services, which may compromise the organisation’s 

security infrastructure (e.g., Host Intrusion Detection Systems) or even directly harm 

the organisation’s assets to be protected 

• irrelevant or non-actionable information (e.g., information is positioned at a different 

level on the operational-strategic spectrum due to different objectives or domain). 

Table 1 provides instances of each high-level factor above that can encourage or impede the 

adoption of a TISP. In fact, some of those conditions can encourage sharing behaviour (act as 

“drivers”), while others can act as a bottleneck (i.e., a “barrier”).  
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Table 1 - An overview of the market conditions for each high-level factor that can strengthen or impede adoption of a 
Threat Information Sharing Platform (TISP) 

High-level Factor Drivers Barriers 

Legal framework 

Legal protections are in place 

to protect firms from liability 

if they share cybersecurity 

data according to guidelines 

Legal protections are not 

considered comprehensive or 

strong enough against law 

enforcement or regulatory 

action. 

Platform policies 
• Common standards &  
• automation 

capabilities, 
• confidentiality  

Lack of interoperability or 

compatibility between the 

platform and its members 

Organisation’s trust stance 

Management is open to 

sharing and collaboration 

with other organisations, 

agencies, and companies 

• Sharing information 
with 
rivals/competitors is 
very risky 

• Too much shared 
information and 
difficulties of 
validating data 
quality 

• Big size of the group 

Organisation’s risk attitude 

• Situational 
awareness and 
incident response at a 
reduced cost (less 
security 
infrastructure and 
fewer personnel)  

• Improved public 
image and/or 
reputation perceived 
by customers, 
upstream providers 
and peers 

Risk aversion  

Peers’ trustworthiness and 

group similarity 

Reciprocal and high-quality 

information shared 

• Unreliable data,  
• Many free riders  
• Divergent peers 
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3.2 Existing products and services 
There are several commercial Threat Information Sharing applications, such as AT&T Alien 

Labs Open Threat Exchange4, Anomali ThreatStream5, IBM X-Force Exchange6, Eclectic IQ7, 

Facebook ThreatExchange8, Falcon Intelligence Crowdstrike9, McAfee Threat Intelligence 

Exchange10, ThreatConnect11 and ThreatQ12. 

In the following we will focus on open-source tools Malware Information Sharing Platform 

(MISP), Collaborative Research Into Threats (CRITs) and Collective Intelligence Framework 

(CIF), where more details are publicly available.  

3.2.1 MISP Threat Sharing 

MISP (Malware Information Sharing Platform) Threat Sharing13 is a software suite for 

supporting incident analysts, and security professionals in general, to detect and prevent 

attacks, frauds or threats against ICT infrastructures, organisations or people in any business 

domain. It is open-source (thus the platform is used free-of-charge) and supports the 

following features: 

• automatic collection and storing of threat-related (technical and non-technical) 

information, such as Indicators of Compromise related to cyber security incidents, 

financial fraud information or even law-enforcement information, in a structured 

manner based on flexible data model, adjustable taxonomies and scalable 

architectures (Real-time publish-subscribe channels), 

• correlation between attributes and indicators from malware and attacks for 

generating threat intelligence, either in an automated way (e.g., IP addresses 

matching) or manually via the user interface, 

                                                             
 

4 https://cybersecurity.att.com/open-threat-exchange  
5 https://www.anomali.com/products/threatstream  
6 https://exchange.xforce.ibmcloud.com/  
7 https://www.eclecticiq.com/  
8 https://developers.facebook.com/programs/threatexchange/  
9 https://www.crowdstrike.com/endpoint-security-products/falcon-x-threat-intelligence/  
10 https://www.mcafee.com/enterprise/en-us/products/threat-intelligence-exchange.html  
11 https://threatconnect.com/  
12 https://www.threatq.com/  
13 https://www.misp-project.org  
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• support for a variety of output formats (STIX v2.0, OpenIOC, plain text, CSV, MISP XML 

or JSON) and flexible APIs for automated integration with other security systems (e.g., 

IDS, SIEM) for triggering appropriate countermeasures, 

• automatic sharing cyber security indicators with trusted communities using different 

model of distributions, advanced sharing policies and trust-enabling mechanisms, in 

order to take advantage of collective knowledge and skills, as well as 

• security mechanisms for privacy (e.g., pseudo-anonymous mechanism to delegate 

publication of events/indicators to another organisation) and authentication (e.g., 

signing of the notifications via PGP and/or S/MIME depending on the user 

preferences). 

3.2.2 CRITs 

CRITs (Collaborative Research Into Threats)14 is an open source, web-based cyber security tool 

that enables analysts and security experts to effectively manage and interpret malware and 

cyber threat data. It can be used either in an islanding mode (i.e., a private isolated instance), 

or as a collaborative defence mechanism (i.e., interconnected with instances from other 

trusted organisations via a RESTful API). In both cases, it connects with other software using 

open source and/or standardized APIs for collecting the full-range of threat-related 

information and other metadata from publicly available sources (e.g., by using the Combine 

tool). The CRITs repository supports several standard data formats, such as OpenIOC, CybOX 

and STIX v1.0 and CVE data. The threat database is combined with an analytics module to 

analyse binaries with YARA rules, while it accepts IDS rules as signature types for defending 

the organisation’s network. 

3.2.3 CIF 

CIF15 (Collective Intelligence Framework) is an open-source cyber threat intelligence 

management system that allows security experts inside an organisation to correlate known 

                                                             
 

14 https://www.mitre.org/research/technology-transfer/open-source-software/collaborative-
research-into-threats-crits  
15 https://csirtgadgets.com/collective-intelligence-framework  
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malicious threat information from many sources for identification (incident response), 

detection (IDS) and mitigation. In particular, CIF supports the following:  

• configuring the feeds to be used for collecting data (e.g., each instance is preconfigured 

with more than 20 default feeds),  

• ingesting data sets, such as feeds of malicious IP addresses, domains and URLs from 

different sources, 

• normalising the threat intelligence data sets to alleviate the different formats that are 

usually used, 

• storing information according to native format,  

• analysing this information to generate knowledge (e.g., IDS rules for Snort and 

Zeek/Bro), 

• querying via a web browser, native client or using the Application Programming 

Interface (API), and 

• sharing selected threat information with other users and groups (e.g., using STIX 

format via a separate module).  

Apart from the centralised approaches that were outlined above, there are several 

researchers (e.g., [9] and [11]) that have opted for a distributed approach based on blockchain 

technology, in order to avoid the risks of relying on a single entity for security and 

performance. Blockchain networks rely on redundancy for ensuring high availability and 

throughput since each participant keeps a copy of the ledger. Furthermore, blockchains 

ensure non-repudiation by applying complex, yet flexible, workflows for achieving consensus 

amongst the nodes maintaining an immutable ledger, while relying on advanced 

cryptographic techniques for achieving data integrity and quality. Thanks to the immutability 

and transparency features of the blockchain, it is very hard for a participant to deny or tamper 

any shared threat data, leading to accountability. Participation in such blockchains can be 

open or permissioned depending on the anonymity requirements, while anonymisation 

techniques can be applied before data is shared so that a good balance between privacy and 
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data quality is achieved. Smart contracts support automation, which allows participants to 

get the threat data on time, while the high number of participants reduces the cost to be 

internalised by each member. These technologies increase the trustworthiness of a 

blockchain-enabled TISP. Therefore, the trust of the participants in each other and in the 

infrastructure increases.  
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4 Trust Enablers 
This section shall give an overview of the PUZZLE SIX Engine building blocks (i.e., blockchain 

network and smart contracts). Furthermore, a state-of-the-art on endorsement policies and 

consensus mechanisms for collectively agreeing on the management of threat-related 

information will be given. Finally, a description of the format used for exchanging threat-

related information (i.e., STIX standard) is provided. 

4.1 PUZZLE Secure Information eXchange Services 
Collaborating SMEs/MEs within the PUZZLE ecosystem should be able to exchange 

information regarding cyber-incidents. The main purpose that such a communication channel 

will serve is the fast and reliable notification of a pre-specified group of stakeholders 

regarding an incident. The propagated message will mainly contain information about the 

cyber-incident, what it is about, how it works and what are the available countermeasures so 

far. This message will contain information about a potential imminent threat and will 

summarize the experience from an incident that occurred on a member of the SMEs/MEs in 

the corresponding group.  

 

Figure 2 - A flowchart to determine whether a blockchain is the appropriate technical solution to solve a problem (from 
[12]) 
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It is obvious that a communication mechanism that is responsible for the circulation of such 

important data must rely on a robust technological solution that is governed by the CIA triad 

(Confidentiality, Integrity, Availability), with guaranteed confidentiality, integrity and 

availability for the system. Based on the flowchart that appears in Figure 2 and given that a) 

we need to store the system state that b) results from the interactions of multiple parties and 

c) we cannot assume that a Trusted Third Party (TTP) that is always online exists and all 

members of the consortium agree to use it, we selected to go with a state-of-the-art data 

sharing service that utilizes the blockchain technology using distributed ledgers among the 

participating entities to distribute and store the messages.  

4.1.1 SIX Engine Characteristics 

The Secure Information eXchange (SIX) engine is the communication mechanism that sits in 

the heart of PUZZLE architecture and will orchestrate all kinds of data transfer. The 

blockchain-based solution was selected because it is offering multiple layers of security for 

the propagation and storage of the data. With this approach we are creating an environment 

that does not need a central authority to manage any interaction, but the communication 

between SMEs/MEs is based on a distributed ledger that is maintained and supervised by an 

advanced form of peer-to-peer network. The protocols on this network are constructing an 

umbrella of trust between entities that otherwise would not trust each other.  

A carefully designed blockchain ecosystem can meet the needs of the PUZZLE project. There 

are some services that we demand from a communication system, and on our conceptual 

architecture with distributed ledger technology as the core mechanism, are all covered. We 

need a system that will offer: 

1. Security and Privacy  

2. Transparency  

3. Trust  

4. Reliability 

5. Traceability 

6. Speed 
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Blockchain technology secures and authenticates transactions and data using robust 

cryptographic algorithms, hence establishing the security and privacy of the interacting peers. 

PUZZLE highly values data security and this is the reason that our selection for the 

communication channel is a mechanism that is developed to be secure by design. It is a 

solution that relies on a closed secure network of nodes that interact with each other using 

advanced encryption techniques to protect the data flow from being compromised and 

tampered by any kind of attackers. Regarding the user's privacy, the blockchain solution 

provides anonymization techniques to the extent that we need, concealing sensitive 

information that do not concern us, while in parallel offering transparency and traceability for 

the transactions that take place. Finally, the use of a peer-to-peer network that blockchain 

technology is based on provides sufficient propagation speed for the purpose of our 

deployment. 

4.1.2 SIX Engine Building Blocks 

There are multiple Distributed Ledger Technologies that could support the vision of PUZZLE. 

The platform that we plan to utilize is the Hyperledger Fabric framework which is hosted by 

The Linux Foundation. The selection was based on a number of factors, mainly regarding the 

services that each solution offers to fulfil the needs of the project that we described. In this 

section we will give an overview of the SIX engine architecture and how it will utilize the 

mechanisms of Hyperledger Fabric (HLF) Distributed Ledger Technology (DLT). 

Hyperledger Fabric will be used as an organisation network that will interconnect the 

organisations-peers. In the example on Figure 3 we have 6 organisations that each one is a 

node member on the peer-to-peer network. Each organisation will hold its own copy of the 

ledger and a copy of the smart contracts that will define the communication rules between 

the individual peers. We will have channels of communication formed by these organisations 

that will include the peers that should interact with each other. Any transaction carried out by 

any of the organisations is transparent to all 6 organisations in our example, while each 

channel will have an instance of smart contracts and a set of policies that define the channels 

rules. 

By default, each organisation can commit to the network. Also, an organisation can possess 

multiple roles like Endorser, Leader, Anchor. The endorsing peers simulate a transaction and 
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produce an endorsement signature that will approve a transaction, while leader peers are 

responsible for gossip data dissemination, and anchor peers are used for peer discovery on 

behalf of an organisation. There is also a node called “Orderer” in the blockchain, which is 

responsible for the “Ordering” service where the transactions are placed and maintained in 

order. Each peer has its own CA authority, and since Fabric is a modular structure, we can have 

any CA authority that suits us. 

 

Figure 3 - The chaincode and network of peers as the building blocks of the Hyperledger Fabric 

The pipeline of the actions that will propagate a new message in the system starts with the 

initialization of a transaction from a client. The client application proposes a transaction to 

the predefined endorsing peers. Next, the endorsing peers verify the signature and execute 

the transaction. The transaction proposal is a request that invokes a chaincode that will 

specify how we will read or write to the ledger. The set of the endorsing peers that this request 

targets will have to execute and approve the transaction regarding the endorsing policies that 

have been defined. Each endorsing peer takes the transaction proposal inputs as arguments 

to invoke the chaincode function. Chaincode is then executed against the current state of the 

database to produce transaction results including a response value. An endorsement policy is 

specified for a specific chaincode, meaning that different channels can have different 

endorsement policies. 

After the initiation of the transaction and the propagation to the endorsing peers, the 

application verifies the endorsing peer signature and compares the response to determine if 

the proposal responses are the same. This is the final step of the endorsing procedure, where 
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the application identifies if the specified endorsement policy has been fulfilled before 

submitting the transaction to the Ordering service. Once the endorsement responses are valid 

and the transactions are forwarded to the Orderer service, the orderer node orders 

chronologically the transactions and creates a block. Once the block is formed, the order node 

transmits it to all committing peers or to the relevant leader peers of each organisation. Using 

gossip protocol, the block is transmitted to all the peers on a channel or the peers internally 

to every organisation where each peer validates the transactions to ensure that the 

endorsement policy is fulfilled and there have been no changes to the ledger state regarding 

past transactions. Finally, after all committing peers validate the transactions of the new 

block, the transactions are written to the ledger updating his status and each peer 

asynchronously notifies the client application regarding the success or failure of the 

transaction. 

The ledger in HLF consists of a world state and a blockchain. The world state is a distinct 

database that holds the current values of a set of ledger states, while the blockchain 

integrates a transaction log that records all the changes that have resulted in the current 

world state. Transactions are collected inside blocks that append to the blockchain, providing 

a clear understanding of the history of changes that have resulted in the current world state. 

As shown in Error! Reference source not found., a ledger L comprises blockchain B and world 

state W, where blockchain B determines the world state W. Hyperledger Fabric is actually 

maintaining multiple copies of a ledger in the network. The copies are distributed among peers 

and are kept consistent with every other copy through the consensus process, realizing the 

Distributed ledger Technology. 
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Figure 4 - The main building blocks of blockchains 

4.1.3 Methods for channel management 

Channels are key enablers of trust in Hyperledger Fabric and the PUZZLE Secure Information 

eXchange engine will be offering methods for managing those, i.e., creating and updating 

channels. A new channel can be created when a new consortium has been formed in the real 

world, or for building a channel that focuses on a new topic, such as a wide-scale attack 

campaign. These channels can be private (e.g., across different departments of the same 

organisation), or multiparty (i.e., across several organisations). Furthermore, participants may 

be organisations in different business domains (e.g., SMEs) as well as security providers that 

offer their services via a blockchain. In the latter case, these channels can be offered following 

the Blockchain-as-a-Service paradigm, where a third party takes responsibility of managing a 

blockchain that can support the needs of several business domains and even for offering the 

necessary infrastructure (e.g., for endorsing peers, etc.). Recently the need to make two or 

more blockchains interoperable has surfaced, which aims at allowing transmission of value 

and information between different blockchain networks, but this is considered as out of 

PUZZLE’s scope. The policies are collectively decided upon by the members of a channel and 

need to be followed when smart contracts are executed. These can be grouped into the 

following categories: 

• Structure policies that define key entities and details such as administrators, 

organisations, peers and ordering nodes of blockchain networks. Each participating 

organisation can specify the set of roles from within the organisation that are able to 

perform an action. Figure 5 maps the signature policies (i.e., read, write, admin, endorse) 

with the roles (i.e., admin, peer, client) of Org1. For example, only members that belong to 

the “peer” role can satisfy the Endorsement policy. Thus, for a new transaction to be 

endorsed, each peer node shall read the signatures attached to the transaction and 

evaluate them against the signature policies defined in the channel configuration. 
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Figure 5 - An example of structure policies defined by an organisation for a certain channel 

• Process policies that govern which users can do what and under what conditions. For 

example, organisations that are not members in a particular channel’s consortium cannot 

read/write data from/to that channel on the ledger, unless they get an approval to join the 

consortium. Similarly, by default, only “consortium” members have the ability to create 

new channels or approve a smart contract before it can be deployed to a channel. Such 

decisions are taken based on process policies that are commonly agreed, and which 

specify how many roles need to agree for a transaction to be considered valid. For 

example, in the exemplary process policies shown in Figure 6, the endorsing nodes are 

instructed to accept new transactions only if at least one “writer” role from each 

organisation in the channel have accepted it. An example of such policies is the set of 

organisations that need to. 

 

Figure 6 - An example of process policies commonly agreed by all members of a certain channel 
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If information on some channel policies is missing, default policies are inherited from the 

“system” channel (i.e., the orderer channel) that is used to orchestrate channel creation. For 

example, the system channel can be used to define the set of ordering nodes that form the 

ordering service. 

An existing channel may need to be updated for various reasons, such as: 

• including additional organisations as channel members, 

• excluding existing ones, 

• changing details on the channel process policies, in most cases new endorsement rules 

for ensuring that sensitive information will not be accessible to externals, or  

• changing details on the channel process policies to improve blockchain throughput, 

e.g., determine the transaction count (i.e., MessageCount option) or transaction size in 

bytes (i.e., PreferredMaxBytes option) to be collected by orderer before batching a 

block of transactions. 

It is important to note that when the channel configuration needs to be updated, any changes 

to the channel structure need to be approved by a set of organisations (according to the 

channel process policies mentioned above). 

4.2 Trusted Consent mechanisms in DLTs 
When it comes to interaction between individuals under an agreement, the most important 

aspect that must govern their relationship is trust. Before the introduction of the blockchain 

technology the only way to build trust between multiple entities was to gather them under 

the umbrella of one single authority that will supervise the transactions between entities. This 

centralized mode of operation has been replaced by a decentralized framework that has 

allowed us to proceed and create trust between interacting entities with the use of distributed 

ledger technology and the tools that it offers. 

4.2.1 Trust Enablers in DLTs 

Blockchain and DLTs in general are trust producing technologies that replace any trustworthy 

intermediary. In a simple distributed ledger deployment, this is achieved because each 

individual is holding his own copy of the ledger and the majority of individuals consent and 
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determine what is the valid version of the ledger. The entire validation process that will allow 

or not a new entry in the system is governed by a set of rules that define all the necessary 

parameters and are usually called the endorsement policies. While the overall process of 

agreeing over a valid state of the ledger is called consensus. The blockchain technology comes 

to add upon that with its, by design, immutable nature and the techniques that it can offer. 

Each block that is inserted in the blockchain through a decentralized consensus mechanism 

can only be tampered if a malicious individual controls more than 50% of that mechanism, and 

it gets exponentially harder to tamper blocks that are deeper in the past of the blockchain. 

In our solution, the PUZZLE project will utilize the Hyperledger Fabric (HLF) as the distributed 

ledger technology. It provides a state-of-the-art blockchain framework with multiple 

capabilities that will cover the needs of any aspect of our solution. We will describe later on 

in this section the approach of HLF on how consensus is achieved, but first need to define the 

concept of smart contracts since they are the key element that will orchestrate our 

deployment. Smart contracts are programs stored in the blockchain that represent a contract 

and will be executed when predetermined conditions are met. They are useful when there is a 

need to automate the execution of an agreement in low or no-trust environments so that all 

participants can be immediately certain of the outcome, without any intermediary’s 

involvement. 

In the Hyperledger Fabric, the ledger combined with smart contracts are the heart of the HLF 

blockchain system. The ledger is a data bank that holds facts about the current historical state 

of a set of objects, while smart contracts define the executable logic that generates new facts 

that are added to the ledger. Another notion in the HLF ecosystem is the chaincode. Chaincode 

is a mechanism mainly used by administrators to group related smart contracts for 

deployment, but can also be used for low level system programming on Fabric. Smart 

contracts are packaged into a chaincode which is then deployed to the blockchain network, 

this chaincode governs how smart contracts are packaged for deployment.  

In Hyperledger Fabric, the terms “smart contracts” and “chaincode” are often used 

interchangeably. Smart contracts define the rules between different entities in executable 

code, and then applications can invoke a smart contract to generate transactions that are 

recorded on the ledger, while chaincode governs how smart contracts are packaged for 
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deployment. So, a smart contract is defined within a chaincode and when a chaincode is 

deployed, all smart contracts within it are made available to applications. In PUZZLE we will 

develop chaincode that will define and support the creation of the two main smart contracts 

that we will use. We will use the Go programming language to build our chaincode because of 

the APIs that it offers and the compatibility with the individual modules of the project that will 

handle the creation and interaction of smart contracts. In Figure 7 below you can see an 

overview of the architecture, where each peer has a copy of the ledger and is ruled by a 

chaincode that contains the relevant smart contracts. 

 

 

Figure 7 - The envisioned PUZZLE blockchain architecture  

4.2.2 Endorsement Policy in HLF 

An endorsement policy is mainly a condition on what endorses a transaction. The peers of the 

peer-to-peer blockchain network have a pre-specified set of endorsement policies which are 

referenced when a transaction is triggered. In Fabric, an endorsement policy, that applies to 

all the smart contracts defined within it, is associated with every chaincode allowing users to 

define policies around the execution of transactions. The endorsement policies define which 

peers need to agree on the results of a transaction before it can be added to the ledger, they 

can be parameterized, and these parameters can be specified by a deploy transaction. 
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As described in Section 4.1.2, the ledger in Hyperledger Fabric is a system that is composed by 

a database called world state, that holds current values of a set of ledger states, and a 

blockchain that integrates a transaction log that records all the changes and new entries that 

have resulted in the current world state. A very simple example of an endorsement policy 

might define that “three out of four” participants in a blockchain network must sign a 

transaction before it is considered valid. So, all of the transactions whether valid or invalid are 

added to a distributed ledger, but only the valid transactions update the world state. 

Endorsement policies in Hyperledger Fabric is what makes it differ from other blockchain 

solutions like Ethereum or Bitcoin. In these networks any node can generate a valid 

transaction that will end up in the system's permanent storage. HLF is modelling the real 

world more realistically, since transactions must be validated by trusted entities in a network.  

There are multiple ways to require endorsement in HLF. By default, endorsement policies are 

specified in the chaincode definition which is agreed to by the network members of a defined 

subnet, called channel in HLF. This endorsement policy is then committed to this channel by 

the means that it applies on all the transactions within it. In PUZZLE we will follow this 

approach by defining robust endorsement policies that will govern and protect the data flow 

in our network. 

4.2.3 Decentralized consensus in HLF 

The consensus that we briefly described in Subsection 4.2.1 is a very important notion in the 

field of distributed computing, hence in the modern computing world. In general, a consensus 

algorithm is a process in computer science through which we achieve agreement on a single 

data value among distributed processes or systems. They are specifically designed to achieve 

reliability in a network involving multiple unreliable nodes.  

One of the major advantages of Hyperledger Fabric is its ability to support different consensus 

algorithms, so we will select the best fit for our requirements. The two main properties that 

we can follow are the Byzantine Fault Tolerance (BFT) and the Crash Fault Tolerance (CFT). 

Byzantine Fault Tolerance is a core principle that most distributed systems are following, 

according to it, the service that implements the consensus can do its job even in the presence 

of malicious actors. While Crash Fault Tolerance protocol defines a level of resiliency, where 

the system can still correctly reach consensus if components fail. Both protocols are very 

mailto:office@puzzle-h2020.com
http://www.puzzle-h2020.com/


  

 
D2.5 Dynamic Trusted Consent and Threat Intelligence Sharing in 

Cybersecurity Marketplaces, Contracts and Rules a 
 

office@puzzle-h2020.com – www.puzzle-h2020.com  

 

The work described in this document has been conducted within the project PUZZLE. This project has received funding 

from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no 
883540. This document does not represent the opinion of the European Union, and the European Union is not 

responsible for any use that might be made of such content. 

P
ag

e3
5

 

important in a distributed system with BFT to be more complex due to its resilience to 

malicious nodes. 

To achieve consensus in Hyperledger Fabric, the nodes in the network provide a guaranteed 

ordering of the transactions while validating the blocks of transactions that need to be 

committed to the ledger. The correctness of all transactions in a proposed block is confirmed 

according to endorsement and consensus policies, while an agreement of order and 

correctness is required among peers. Basic principle of consensus is that each node is 

guaranteed the same sequence of inputs and results in the same output on each node. When 

identical series of transactions are received by the nodes, the same state changes must occur 

on each node. This safety property must be satisfied identically to a single node system that 

executes each transaction atomically one at a time to guarantee agreement among nodes. The 

other property that is of great importance is that each legitimate node must eventually receive 

every submitted transaction. 

Hyperledger Fabric, as most of the blockchain solutions, was designed to operate in an 

environment of partial trust. Therefore, the voting-based algorithms have an advantage in 

that they provide low-latency finality. When a transaction or block is validated by the majority 

of nodes, consensus is achieved and closure occurs. Reaching consensus through vetting-

based algorithms is a trade-off between scalability and speed, since the more nodes that exist 

on the network, the more time it takes to propagate messages and reach consensus. 

Consensus in Hyperledger Fabric is composed of 3 phases: execution, ordering, and validation. 

So the lifecycle of a transaction in Fabric is composed of the following steps: 

1 Execution of transaction in any order or even in parallel. This step is governed by the 

current endorsement policies. 

2 Ordering is the phase when the endorsed transaction from the endorsement phase is 

ordered under agreement to the ledger. When enough peers agree on the result of a 

transaction, it is added to the ledger and disseminated to all peers. 

3 Validation phase is the phase where each peer validates and applies the ledger’s 

transactions in sequence. At that point, the peers can check whether a later transaction 

was invalidated by an earlier transaction since the ordering phase is completed. 
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A detailed transaction flow example is depicted in the sequence diagram below. 

 

Figure 8 - The execution flow of a transaction submitted into Hyperledger Fabric [4] 

The implementation of the ordering phase in HLF can achieve consensus using a few different 

approaches. Currently there is no production grade Byzantine Fault Tolerant ordering service 

for HLF, with the latest version (v2.3) supporting only Crash Fault Tolerance. The available 

services are Raft, Kafka, and Solo with Raft being the recommended one. 

Raft is a CFT ordering service that follows a “leader and follower” model, where a leader node 

is elected (per channel) and its decisions are replicated by the followers. Raft ordering 

services should be easier to set up and manage than Kafka-based ordering services, and their 

design allows different organisations to contribute nodes to a distributed ordering service. 

The system can sustain the loss of nodes, including leader nodes, as long as there is a majority 

of ordering nodes remaining. Raft is said to be “crash fault tolerant” (CFT). In other words, if 

there are three nodes in a channel, it can withstand the loss of one node (leaving two 

remaining). If you have five nodes in a channel, you can lose two nodes (leaving three 

remaining nodes). This feature of a Raft ordering service is a factor in the establishment of a 

high availability strategy for your ordering service. 

mailto:office@puzzle-h2020.com
http://www.puzzle-h2020.com/


  

 
D2.5 Dynamic Trusted Consent and Threat Intelligence Sharing in 

Cybersecurity Marketplaces, Contracts and Rules a 
 

office@puzzle-h2020.com – www.puzzle-h2020.com  

 

The work described in this document has been conducted within the project PUZZLE. This project has received funding 

from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no 
883540. This document does not represent the opinion of the European Union, and the European Union is not 

responsible for any use that might be made of such content. 

P
ag

e3
7

 

4.3 Structure of Exchanged Threat Intelligence data 
The digitalisation is growing at a rapid pace, most of the SMEs/MEs are relying on a digital 

infrastructure to host, support, communicate and promote their products and services. This 

has led to an unprecedented expansion of the attack surfaces, which in turn led to an increase 

on the attack techniques and malwares that are threatening organisations.  Threat 

Intelligence is a domain of great importance that helps individual entities to protect 

themselves from cyberattacks. Especially SMEs/MEs that most likely have neither the ability 

nor the expertise to use state-of-the-art security mechanisms are suffering from multiple 

kinds of cyber threats. Threat intelligence provides knowledge about threats that is evidence-

based and it usually includes context, techniques, indicators, implications and guidelines to 

protect an organisation against existing or emerging threats or malwares. The most crucial 

field of such a system after the ability of detecting a threat, is the packaging and propagation 

of it on a network of connected organisations that are at risk. 

4.3.1 State-of-the-art in Threat intelligence information standards 

Threat intelligence is usually divided into three distinct categories that each cover a specific 

domain: strategic, tactical and operational. Strategic threat intelligence provides wider 

feedback of the threat landscape of an organisation that is meant for non-technical personnel. 

Tactical threat intelligence provides a detailed analysis and presentation of the Tactics, 

Techniques and Procedures (TTPs) of any threat actor and is meant for mainly technical 

audiences. Finally, operational threat intelligence is the type that utilizes specialized 

knowledge to provide accurate insights to help experts understand the nature and intent of a 

malicious event.  

There are a variety of tools and standards that each cover a type of those mentioned above. 

Namely, the most widespread threat intelligence standards are: 

• STIX - Structured Threat Information eXpression 

• MISP Threat Sharing Standards 

• TAXII - Trusted Automated eXchange of Indicator Information 

• CybOX - Cyber Observable eXpression 

• IODEF - Incident Object Description Exchange Format 
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• IDMEF - Intrusion Detection Message Exchange Format 

• OpenTPX - Open Threat Partner Exchange 

• Sigma - Generic Signature Format for SIEM Systems 

Since the default data format in the Fabric Ledger is the key-value pair and that such a data 

structure can be represented using a JSON/XML format we are focusing on a holistic approach 

on this destination. Such an approach will end up in a solution with both human-readable and 

machine-readable messages that will be easily accepted from all the project’s modules. Apart 

from the format that will suit our modules and technologies we take into consideration what 

kind of data we need to process, store and propagate. To this end, we have concluded that we 

need to use a state-of-the-art format for cyber observables and threat information that will 

provide mechanisms to handle the following prerequisites for our solution: 

1. We need an open-source platform that would provide a wide variety of mechanisms 

that could be tuned to cover every aspect of the PUZZLE solution and to be accessible 

by all members and stakeholders. 

2. The GDPR oriented solution that we offer demands from the selected standard the 

ability to modify the messages to protect the sensitive data of the users. So that every 

entry in the ledger will not contain personal information. 

3. The selected threat intelligence platform must provide messages-insights that are 

separated from the actual data that described or led to the relevant threat message. 

This will help to keep the blockchain clear and lightweight while storing the extra data 

on an “OffChain” storage that is referenced from the blockchain. 

4. The format that the selected threat intelligence will follow should be compatible with 

our current technologies but also intuitive and comprehensive. 

4.3.2 Structured Threat Information Expression 

To support the exchange of threat intelligence information we will format the data using the 

Structured Threat Information Expression (STIX) standard. STIX format is specifically 

designed for exchanging cyber threat intelligence (CTI), complies with the technologies that 

we will use and covers all the prerequisites that we defined. STIX is a standardized XML 

programming language for transporting data about cybersecurity threats in a common 
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language that can be easily understood by humans and security tools. It defines a taxonomy 

of cyber threat intelligence that is represented by a set of objects. The STIX core objects are: 

• STIX Domain Object (SDO): Higher Level Intelligence Objects representing behaviors 

that threat analysts would typically create for understanding the threat landscape. 

• STIX Cyber-Observable Objects (SCO): Representing observed facts about a network 

that may be related to higher level intelligence, forming a more complete 

understanding of the threat landscape. 

• STIX Relationship Objects (SRO): Objects that connect SDO and SCO together to form a 

more complete understanding of the threat landscape. 

STIX is designed to cover multiple core use cases. It can be used by threat analysis to review 

cyberthreats and threat-related activities. It can be used during threat analysis to identify 

patterns that could indicate cyberthreats, while during the decision-making phase it can help 

facilitate cyber threat response activities, including prevention, detection and response. But 

the area that it is mostly used and the main reason that we will use it is its capabilities of 

formatting and sharing cyber threat information internal or external to an organisation 

environment. 

STIX is a multipurpose tool that is designed to provide a wide set of cyber threat information. 

The STIX language architecture is composed by the following 9 main building blocks, which 

are related between them (see Figure 9 for a visual representation of those constructs): 

• Cyber observables are the basic building block within the STIX architecture, they are 

stateful properties or measurable events that describe what we have seen, or we 

might see in cyber indicators. 

• Indicators describe patterns for what we might see and a description of what it means 

if it is an incident. 

• Incidents describe instances of specific adversary actions.  

• Adversary tactics, Techniques, and Procedures (attack patterns, malware, exploits, 

tools, infrastructure, etc.) describe the attack methods used by the adversary.  

• Exploit Targets describe vulnerabilities and weaknesses. 
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• Courses of Action describe any response or mitigation action that might be taken in 

response to an attack. 

• Cyber Attack Campaigns describe multiple incidents or TTPs with a shared intent. 

• Cyber Threat Actors provides identification of an adversary. 

• Reports are used to give context to a set of STIX content. 

 

Figure 9 - A visual representation of the main concepts conveyed in STIX messages 

To be able to provide such a wide range of mechanisms, STIX is designed to be both flexible 

and extensible. It is able to work with all of the existing standardized languages as optional 

extensions. Thus, for any use case, the developer can leverage only the modules of STIX that 

are relevant. 
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4.3.3 STIX standard use case for PUZZLE 

The STIX project was originally developed by MITRE16 for the US Department of Homeland 

Security and it was designed as an open-source community-driven project to provide an XML 

structured language for expressing and sharing threat intelligence. Later, for the STIX 2.1 

version that we are planning to use, XML format was replaced by JSON format which is more 

lightweight, simple, adequate for threat data and is preferred by developers. Below is an 

example of a STIX formatted message as it is created from the Indicator module of STIX that 

notifies for a malicious Uniform Resource Locator (URL) and a backdoor malware that is 

associated with the URL. 

 

Figure 10 - An example of a STIX message 

Malicious URL values such as the example above are one out of many indicators that can be 

represented using the SDO. An indicator object like this must contain some specific 

parameters that define its format. First of all, the URL which is given using a STIX patterning 
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language "[url:value = 'http://x4z9arb.cn/4712/']", next a “indicator_types” parameter that 

provides context about the URL, a “valid_from” parameter that dictates the time from which 

this URL should be considered worthwhile intelligence. An extra SDO is used to contain 

information about the malware, with a “malware_types” parameter to inform about the type 

of malware from a STIX open vocabulary with malware. Regarding the “malware_types” the 

SDO can contain extra information that is relevant to each case. While finally a STIX 

Relationship Object (SRO) is used to link together the indicator and malware SDOs. 

In our solution, the PUZZLE’s risk assessment module will be the main component responsible 

for managing the threat intelligence data. The risk assessment module will have to follow the 

STIX 2.1 specifications upon the creation and propagation of every new entry. Having a specific 

and universal serialization format for the documents that contain all kinds of threat 

intelligence information allows us to utilize more of the STIXs standards mechanisms if 

needed. During the integration of each module and the interactions between them we need to 

have the ability to support or even expand our solutions capabilities with the options that STIX 

project gives us. 

PUZZLE highly values the confidentiality of the participating members SMEs/MEs. To this end, 

the top priority for each new CTI piece of information is to conceal any sensitive data regarding 

the monitored participant. We will only import to the system what is absolutely necessary for 

the propagation and the proper information of the other members on a protected channel of 

SMEs/MEs. Each case will be analysed separately, and unnecessary information will be 

removed or anonymized, e.g., IP addresses of the host, paths and directories or network 

components that might disclose critical infrastructure information, etc. This process has an 

ultimate purpose of not any kind of personal/sensitive information to be stored in any 

permanent data storage along the procedure of processing and maintaining the data in order 

to be GDPR compliant.  
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5 Design and Specification of Smart Contracts 
A smart contract is a program, also known as chaincode in Hyperledger Fabric that provides 

the commonly agreed business logic for initialising and managing the ledger state, as well as 

tracking the status of assets in the world state. Once the smart contract is deployed on the 

distributed ledger, the code cannot be altered unilaterally, or by a subset of parties without 

being noticed and it will be performed automatically as soon as the conditions specified in the 

code are met. Thus, the parties can transact directly with one another without having to rely 

on traditional intermediaries. 

The chaincode implementation of our solution to support the basic and current applications 

will be composed of two main functions that will define the two smart contracts. One for 

creating and inserting new recommendations to the ledger from the system and one for the 

users to fetch the selected threat-related information. In the PUZZLE ecosystem we will 

assume that the assets to be monitored via the world state are the organisations’ activity 

score, i.e., a positive score suggests frequent contributions of cyber threat information. 

5.1 Types of Smart Contracts in PUZZLE 
In this section we will describe the two smart contracts that can promote sharing of actionable 

cyber threat information and intelligence in the PUZZLE ecosystem. 

5.1.1 Uploading CTI 

The smart contract that allows an organisation to share a cyber event with other consortium 

members by uploading to the blockchain consists of a single method called UploadCTI. These 

events can come from businesses that have deployed PUZZLE-compatible security 

mechanisms, such as Intrusion Detection Systems, or security providers that feed the 

channel(s) with their own information and intelligence, such as the Open CTI [4].  

In order to meet participants’ trust requirements, access to the cyber event should be limited 

only to the members that were envisioned by the source organisation (i.e., the uploader). Thus, 

policies need to be defined that restricts leakage of sensitive information.  

These policies could be based on a Traffic Light Protocol (TLP) tag that is included in the STIX 

event object to be created by the PUZZLE Risk Assessment module. In that way, the peers can 
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check against the policy of each channel in order to decide whether the channel used is an 

appropriate one, and if yes, then store and share in the blockchain network.  

For example, when a STIX event contains: 

• “TLP:green” flag then it is permitted to be shared freely across any channel, 

• “TLP:amber” flag then it can be stored in a channel where not all organisations have 

access to, 

• “TLP:red” flag then it can be stored in the channel where only members of the source 

organisation have access to, 

Eventually, the smart contracts to be proposed in PUZZLE will update the world state of the 

blockchain. For example, it may be considered fair that the successful sharing of new CTI 

events with other channel members should lead to an increase of the organisation’s 

reputation score by a number that is either fixed or depends on the STIX payload. 

In order to meet the agreed policies on the number of transactions (or their total size) that are 

enforced by the orderer, as well as for improving throughput, low-level details about the 

event (e.g., logged data) that are included in the proposed transactions should be stored 

outside the blockchain. For example, we could use the InterPlanetary File System17 (IPFS), 

which is an open-source, peer-to-peer network that can store big data in a scalable and 

resilient manner. 

5.1.2 Retrieving CTIs  

The smart contract for supporting organisations in obtaining CTIs is expected to include two 

(sets of) methods; the first one facilitates searching for useful CTIs and the second one for 

retrieving those. 

5.1.2.1 SearchCTIs  

This is a family of methods for retrieving the identifiers of all cyber events that meet the user-

supplied search criteria (i.e., both new and historic ones). It is anticipated that different 

methods will be supported for querying different event attributes, as well as performing 
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searches on anonymised CTI metadata. Furthermore, organisations with high score could have 

higher priority in obtaining search results in order to incentivise contributions. 

5.1.2.2 GetCTI 

This method retrieves a single cyber event. It can also check the restriction tags while 

evaluating the query transaction or even the reputation score of the requesting organisation. 

Retrieving a CTI from the blockchain shall trigger an update to the activity score of the 

recipient organisation (i.e., a reduction) and it could lead to an increase of the source 

organisation’s reputation (as this would indicate a useful CTI).  

5.2 Flow-Sequence Diagrams 
In this section we will provide a high-level overview of the actions that will be taking place 

when a new channel needs to be created (in Figure 11) or be updated (see Figure 12). Similarly, 

we document the interactions required when an organisation is going to upload a new CTI 

event (in Figure 13), or perform a query to retrieve a list of relevant CTI events and eventually 

consume one, or more, CTI events (see Figure 14). 
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5.2.1 Managing channels 

 

Figure 11 - Creating a channel for sharing CTI events along with the commonly agreed smart contract(s) 
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Figure 12 - Updating the configuration of an existing channel and the associated smart contract(s) 
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5.2.2 Uploading CTIs 
 

 

Figure 13 - Contributing a new CTI event on a channel 
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5.2.3 Retrieving CTIs 

 

Figure 14 - Searching for relevant CTI events on a channel and retrieving selected ones  
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6 Conclusions and next steps 
This report provides a preliminary design of the mechanisms that should be in place for 

incentivising the secure, fair and scalable data exchange between different organisations. To 

this end we identified a set of services that should be offered by the blockchain infrastructure, 

and which are related to creation and update of the channels (i.e., logical sub-ledgers of the 

blockchain). Furthermore, we defined a set of smart contracts and related methods for the 

two main types of roles that will be engaged into sharing activities; namely contributors and 

consumers of Collective Threat Information (CTI).  

The first smart contract allows an organisation to share a cyber event with other consortium 

members by uploading it to the blockchain. The second smart contract shall support 

organisations in obtaining CTIs and is expected to include two (sets of) methods; one for 

querying the relevant channel for available events and another for retrieving specific cyber 

events (i.e., STIX messages).  

Fairness will be obtained by keeping a score for each organisation. For example, the Smart 

Contract Composition Engine could prepare smart contracts so that the score of an 

organisation is increased when it uploads a STIX message or when another organisation 

consumes an event that it had contributed. Furthermore, the score of an organisation is taken 

into account when querying the blockchain or obtaining an event from the ledger. 

Next steps include the finalisation of the smart contract design, including the careful selection 

of the parameters that affect the organisations’ score, as well as the development of the 

Smart Contract Composition Engine so that these can be deployed on the Hyperledger Fabric. 
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