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1 Executive Summary 
This Deliverable is the first version of the "Collective Attestation & Runtime Verification," as it 

will be designed and developed in the frame of PUZZLE project. The scope of this Deliverable 

is to present the architectural design of the edge trust assurance and runtime verification 

enablers as part of the PUZZLE framework. The overall aim is to build efficient and collective 

runtime attestation mechanisms enabling the bulk attestation of all infrastructure edge 

assets, including the monitoring and verification of both the execution behaviour of the assets 

as well as the communication patterns and asset relationships. This set of edge trust 

assurance services will be made available in the PUZZLE marketplace and used to deploy 

cybersecurity management services over the SMEs/MEs infrastructure. Also, the Deliverable, 

focuses on the theoretical analysis of the attestation methodologies that will be employed in 

the implementation of the Trust Assurance services, and provides information regarding the 

integration of the attestation mechanism in the overall PUZZLE architecture, as well as the 

relevant workflows and sequence diagrams. 
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2 Introduction 

2.1 Scope and purpose 
This Deliverable constitutes the first of a series of two (D3.1 and 3.2), intended to provide the 

overall architecture design and implementation of PUZZLE attestation and verification 

services as part of Puzzle Framework. 

D3.1 aims to describe the use of the Trust Assurance Services provided by the PUZZLE 

framework, to fulfill the security requirements of the entire heterogeneous environment that 

the SMEs/MEs are confronting nowadays. Therefore, it is essential to select and define the 

methodologies that are able to verify that the assets and devices of an SME system have not 

been compromised by a malicious party and the exchanged data between them are 

trustworthy.  

The overall methodology is based on the concept of attestation, which refers to the process 

where an entity, referred to as the Verifier, can ascertain the trustworthiness of a device or 

asset, referred to as the Prover. In attestation, this is achieved by using a Root-of-Trust, which 

is a component that is constructed so that it can be considered trusted by default and 

constitutes the basis on which the trustworthiness of the adjacent component can be 

evaluated. These concepts are further analyzed and expanded upon throughout the 

Deliverable, and the necessary definitions are provided. 

Next, the positioning of the Trust Assurance Services within the PUZZLE ecosystem is 

presented, their relation to the rest of the Security Services provided by the PUZZLE 

framework, and the kind of resources and information that needs to be attested as part of 

these services. Note that the PUZZLE Trust Assurance services consider the trustworthiness 

of the assets of the target SME, as well as the components of the PUZZLE framework itself. 

Also, the requirements are described that need to be fulfilled in regard to the employed 

attestation methods, as well as the state-of-the-art of attestation methodologies that will be 

considered. 

Taking all these elements into consideration, specific attestation methodologies are 

introduced that will be employed as part of the PUZZLE Trust Assurance Services, as well as a 

mailto:office@puzzle-h2020.com
http://www.puzzle-h2020.com/


  

 
D3.1 Collective Attestation & Runtime 

Verification a  
 

office@puzzle-h2020.com – www.puzzle-h2020.com  

 

The work described in this document has been conducted within the project PUZZLE. This project has received funding 

from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no 
883540. This document does not represent the opinion of the European Union, and the European Union is not 

responsible for any use that might be made of such content. 

P
ag

e8
 

detailed analysis of the mathematical foundation behind them, and the way that they ensure 

trustworthiness from a theoretical standpoint. Afterward, these methodologies are 

positioned within the overall PUZZLE framework, and detailed descriptions of the architecture 

and the information flows are provided, as well as sequence diagrams that describe the action 

workflows. Lastly, implementation aspects are provided, such as the structure of the 

employed monitoring agents and the underlying APIs, and a release plan including further 

implementation steps, which results will be thoroughly presented in the frame of the next 

Deliverable (D3.2). 

2.2 Relation to other WPs and Deliverables 
The PUZZLE Collective Attestation and Runtime Verification services are initially mentioned in 

the Deliverable D1.1 "PUZZLE - D1.1 Security and Privacy Requirements Analysis" of WP1 - Task 

1.1, which has provided a holistic overview of the PUZZLE Project Services that will be offered 

to the SMEs & MEs.to peran The PUZZLE Trust Assurance Services are also defined in the 

deliverable D1.7 "PUZZLE Framework Reference Architecture" of WP1-Task 1.5. Additionally, 

this Deliverable is related to D2.1 "PUZZLE - D2.1 - Risks Assessment Methodology and Threat 

Modelling" of WP2 – Task2.1, which provides information regarding the output of the Risk 

Assessment Methodology that identifies the vulnerabilities that should be addressed by the 

attestation services, as well as D2.2 "PUZZLE - D2.2 - Policy Modelling & Cybersecurity, 

Privacy, Legal and GDPR-Compliant Policy Constraints" of WP2 – Task 2.2, which describes the 

creation of the attestation policies that will be enforced by using the methodologies analyzed 

in the present Deliverable. 

 

Figure 1 - Relation to other WPs and Deliverables 
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2.3 Deliverable Structure 
This document's structure is composed of the following main chapters: 

• Chapter 1 introduces the Deliverable, its scope, the input it received from other tasks, 

and the contributions it makes in other work packages. 

• Chapter 2 presents the positioning of the Trust Assurance services within the PUZZLE 

framework, the requirements that need to be fulfilled, the underlying KPIs, and the 

framing of these services in terms of the considered use cases. 

• Chapter 3 provides a state-of-the-art in operational assurance schemes, and a 

theoretical analysis of the attestation methodologies that will be employed in the 

implementation of the Trust Assurance services provided by PUZZLE. 

• Chapter 4 provides information regarding the integration of the previously mentioned 

methodologies in the overall PUZZLE architecture, as well as the relevant workflows 

and sequence diagrams. 

• Chapter 5 concludes the Deliverable. 
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3 Requirements of Trust Assurance Services & Positioning in 

the PUZZLE Ecosystem  
The heterogeneous infrastructure of businesses with products coming from various 

manufacturers makes it highly challenging for System Administrators to adequately monitor 

the security status of each device connected to their networks and establish a trustworthy 

environment among them. Also, it is tough to constantly control the integrity of the devices in 

terms of the correctness of running services, considering at the same time that most of them 

consist of hardware parts and modules produced by several vendors, even from unknown 

producers. Thus, diverse technologies can coexist, creating a complex and insecure 

environment. 

The problem is getting worse in the case of SMEs, which lack the expertise and the trained 

personnel to identify and solve these issues on time. In general, the lack of security visibility 

is the primary precursor to security incidents since security gaps are extremely hard to detect, 

remediate, and address on time for every device deployed in the infrastructure. This is the 

motivation behind PUZZLE, which aims to satisfy the need for an automated solution that can 

easily monitor the interaction between the devices and ensure the trusted behavior of the 

devices concurrently. 

As has been previously described in the frame of D1.7 about "PUZZLE Framework Reference 

Architecture", one of the main components of the framework is the "Trust Assurance Services" 

dedicated to the provision of end-to-end security and transparency to the SME environment. 

Its ultimate goal is to ensure the secure operation of the business ecosystem in terms of data 

and asset integrity. To accomplish this, an efficient runtime attestation mechanism has been 

designed and developed that can verify the state of the underlying assets and the exchanged 

data among them. The overall responsibility of the component is to ensure the integrity, 

trustworthiness, and operational assurance of the various assets of the target SME and the 

PUZZLE framework itself.  

The role of the runtime attestation mechanism in PUZZLE is twofold: (a) On the one hand is 

related to monitoring traffic between the devices by verifying a series of security properties 

such as cryptographic protocols, signature validity, and key length. This will ensure that the 
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data transmitted from one device to another have not been tampered by a malicious actor 

(e.g., from a router to a local server), and will secure the system against man in the middle 

attacks and other network-based threats; (b) On the other hand, the mechanism deployed on 

the devices verifies the security state of the device based on the integrity of the loaded 

binaries and libraries. This will allow the mechanism to confirm that the device "behaves" as 

it has been designed to and will guarantee that its software has not changed during its life 

cycle. This integrity check can be performed on all the underlying infrastructure assets, but it 

can also be extended beyond it and protect the PUZZLE framework itself.  

To this end, this Deliverable provides a detailed description of the components of the PUZZLE 

framework responsible for the instantiation of these trust assurance services, both at the 

security orchestrator level and at each asset of the SME, whose trustworthiness needs to be 

verified. We also present the methodologies employed to achieve the goals mentioned above, 

and the workflow of actions implemented within the PUZZLE framework. 

3.1 Runtime Attestation Mechanisms & Service Integrity 
In general, the process with which the state of an asset can be verified as trustworthy is 

referred to as attestation. Attestation is a method by which a device, referred to as the Prover, 

aims to prove to another device, the Verifier, that it is in a trusted state, meaning that it has 

not been compromised or tampered with by an external attacker, or that its configuration and 

specifications are as expected, compared to an already trusted state. The above could happen 

when establishing roots of trust in assets and using these roots of trust to establish and 

maintain trust relationships. Then, there could be secure communication among the related 

assets inside an SME/ME ecosystem. Thus, using the concept of a trusted ecosystem, 

verifiable evidence on the monitored and traced data can be produced to guarantee their 

confidentiality and integrity. In the remainder of this Deliverable, we will present in detail the 

attestation methods employed by the PUZZLE framework and the components and processes 

that are implemented to this end. 

3.1.1 The Need for Root-of-Trust and Trusted Hardware 

One essential term for implementing assurance and attestation services is the Root-of-Trust. 

Cryptographic constructions may be vulnerable to some attacks/bugs in software and 
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therefore our data may not be protected. Moreover, even the most secure software cannot 

provide good security guarantees if installed in an insecure hardware device. Therefore, it is 

almost impossible for a solution relying totally on software to provide a completely trusted 

environment. 

In general, the term “Root-of-Trust” refers to a resource that is considered inherently trusted, 

meaning that it is designed in a secure manner so that it can always be considered in a 

trustworthy state within a cryptographic system. It is used as the foundation, based on which 

various cryptographic functions can be performed, such as generating digital signatures and 

verifying signatures. In terms of attestation, the Root-of-Trust is the fundamental component 

that the trustworthiness of a device is based on. Specifically, if the state of a device to be 

attested can be traced back to the Root-of-Trust in a secure and verifiable manner, then the 

device is considered to be in a trusted state.  

A hardware-based Root-of-Trust can be a Trusted Platform Module (TPM), defined in the 

International Standard ISO/IEC 11889:2009 [1], which is the international standard for a secure 

cryptoprocessor, or a dedicated microcontroller designed in a secure manner so that it can 

fulfill the requirements to serve as an inherently trusted component as outlined above. When 

a TPM is embedded in its host platform, it serves as the root of trust for measurement and 

report. The TPM is also used as a cryptographic engine, which supports general cryptographic 

functionalities, such as digital signatures, encryption and message authentication. It also 

supports secure and flexible key management solutions, for example, it can implement light-

weight multiple-layers key hierarchy with a very small amount of internal memory. With the 

key hierarchy architecture, the TPM can securely store cryptographic key material, which help 

build security solutions in IoT. The nature of hardware-based cryptography ensures that the 

information stored in the TPM is better protected than software-preserved data.  

The TPM serves as a trust anchor for a host platform it is embedded in. It creates proof 

attestations about the state of the host system in order to enable remote security attestation 

and enhance the confidentiality and integrity of the exchanged data. A significant update to 

the TPM specification was released in the International Standard ISO/IEC 11889:2015 [2], which 
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contains errata, additional algorithms, and new commands. This updated version is referred 

to as TPM 2.0 and is considered within the PUZZLE framework. 

Trusted Execution Environmnet (TEE) is an isolated processing environment in which 

applications can be securely executed irrespective of the rest of the system. It guarantees that 

the code and data loaded are protected with respect to confidentiality and integrity. TrustZone 

from ARM and SGX from Intel are two examples of hardware technologies that can be used to 

support TEE implementations. 

Even though a TPM can be used as a Root-of-Trust, PUZZLE to stay away from additional 

hardware restrictions to SMEs supports cloud-based trusted computing technologies, as it is 

also possible to implement a software-based Root-of-Trust. For example, it is possible to 

create a Virtual Trusted Platform Module (vTPM), which can add a TPM virtual 

cryptoprocessor to a virtual machine. A vTPM is a software-based representation of a physical 

TPM 2.0 chip. A vTPM can act as any other virtual device, which can be added to a virtual 

machine as a Root-of-Trust, and does not require a hardware TPM chip. The PUZZLE 

framework supports both hardware- and software-based Roots-of-Trust. 

Another term that is employed in the present Deliverable for the description of the PUZZLE 

trust assurance services is the Virtual Function (VF). In environments where security as a 

service is employed, such as the PUZZLE framework, a VF refers to a module that is deployed 

and runs in a device, and serves as a containerized security service. A VF can be seen as a 

microkernel or microservice, which is stripped down to contain the single functionality that it 

is dedicated to, and is specifically tailored to its desired functionality. In PUZZLE, the 

Attestation Controller is deployed to an asset as a VF, and serves as a microservice that aims 

to ensure the trustworthiness of the asset it is deployed to. 

3.1.2 Remote Attestation 

In parallel with attestation, which allows a software/hardware entity to authenticate itself, 

the remote attestation is a security service that aims to provide means to verify the integrity 

of a remote device (or a set of devices in the case of collective attestation schemes). The idea 

is that a successful attack on the remote device will violate its integrity, thus detecting 

attacks. In remote attestation, a Verifier entity validates the state of another entity, called 
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Prover, to prove that the Prover is in a benign state. The information available to the Verifier 

depends on the state information captured on the Prover side, and the information available 

to the Verifier determines the types of attacks the Verifier can detect. This concept was 

introduced by the Trusted Computing Group (TCG), aiming the authentication of the software 

configuration of a remote asset. Nowadays, the attack landscape is increasing, so it is 

necessary to ensure the correct and secure operation of these assets by providing suitable 

schemes and mechanisms for collective attestation and control flow manipulation. Thus, 

there have been developed architectures for remote attestation that operate along with a 

TPM, for verifying the integrity of services. 

The remainder of this Deliverable is dedicated to presenting the modules of the PUZZLE 

framework that comprise the Trust Assurance services, as well as the methodologies 

employed in order to achieve trustworthiness, both on traffic- and on service-level. 

3.2 Positioning in the overall PUZZLE Ecosystem 
Before we delve into the details of the Trust Assurance Services, it is essential to recall that 

PUZZLE deploys monitoring agents at the device level to inspect and identify security events; 

these agents will be used from the attestation mechanism to prove the operation of each 

particular device, whereas the framework orchestrator will play the role of the Verifier (in the 

case of remote attestation).  

As a prerequisite for the presentation of the design and specification of the Trust Assurance 

mechanisms employed within PUZZLE, we first present the positioning of these services 

within the PUZZLE ecosystem, as well as the components of the PUZZLE framework where 

these services are employed. The components and processes presented in this section will be 

further analyzed in the remaining sections of this Deliverable.  

The overall aim is to build efficient and collective runtime attestation mechanisms enabling 

the bulk attestation of all infrastructure edge assets, including the monitoring and verification 

of both the execution behaviour of the assets as well as the communication patterns and asset 

relationships based on the SME/ME asset topology. Also, the trust assurance services will 

enable the secure configuration and operation of the PUZZLE functional blocks as such 
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attestation services will be leveraged for attesting the correct execution state of the 

framework's core building blocks.  

This high level of trustworthiness which will not only include integrity of system hardware 

and software but also the correctness and integrity of the generated data flows will, in turn, 

reduce the overall attack vector and allow for the more effective operation of PUZZLE security 

services. Therefore, the usage of Trust Assurance services in the PUZZLE framework is 

motivated by the following two reasons: 

1. Traffic Integrity: To perform trust assurance of the data exchanged between the 

edge devices, i.e., the assets of the SME where the PUZZLE Security Orchestration 

Workers are deployed (edge devices, network routers, servers). Recall that these 

workers contain monitoring agents (see D2.2 [3]) responsible for monitoring network 

data. In this case, Trust Assurance is performed by employing rules applied to the 

monitored Layer 7 traffic and contain actions that aim to verify the correctness of the 

cryptographic primitives, such as the cryptographic protocol suites used, size of the 

key, the validity of a signature, or even if the authentication is correct. This process is 

performed at the asset’s operational environment online during runtime. If an anomaly 

is detected, then the relevant traffic is replicated and forwarded to the Edge Analytics 

component for ML analytics to be performed, as it was outlined in D2.1 [3]. 

2. Service Integrity: To verify the integrity of the operation of the PUZZLE components, 

we employ methodologies that aim to ensure configuration integrity correctness, 

referred to as Configuration Integrity Verification (CIV), by using verifiable evidence. 

This is achieved by ensuring that the list of binaries and libraries that has been loaded 

to the system has not been tampered with by a potential attacker, or changed during 

the lifecycle of the system. To this end, a Trusted Platform Module (TPM) with internal 

quotes is employed. Also, the Service Integrity is applied by default on the verification 

of components integrity of the PUZZLE framework, but it can also be performed on 

each asset of the SMEs infrastructure where it is required. 

 

mailto:office@puzzle-h2020.com
http://www.puzzle-h2020.com/


  

 
D3.1 Collective Attestation & Runtime 

Verification a  
 

office@puzzle-h2020.com – www.puzzle-h2020.com  

 

The work described in this document has been conducted within the project PUZZLE. This project has received funding 

from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no 
883540. This document does not represent the opinion of the European Union, and the European Union is not 

responsible for any use that might be made of such content. 

P
ag

e1
6

 

 

Figure 2 - Positioning of Trust Assurance services in PUZZLE framework 

Next, we provide a brief, high-level overview of the PUZZLE architecture, focusing on the 

positioning of the Trust Assurance services provided by the PUZZLE Marketplace in the 

context of the overall structure of the PUZZLE components and security services. A graphical 

representation of the PUZZLE architecture is presented in Figure 2. 

First, the trust assurance mechanisms will be available in the marketplace and used to deploy 

cybersecurity management services over the SMEs/MEs infrastructure. Therefore, the Trust 

Assurance Services need to be selected by the SME system administrator from the PUZZLE 

Marketplace. In addition, the administrator provides the set of assets that need to be 

attested, meaning the assets that need to verify to the PUZZLE framework that their 
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configuration state is trustworthy throughout the lifecycle of operation of the system. Also, 

the administrator provides any necessary information regarding the configuration of the 

assets and recommendations about rules and policies that should be applied based on the 

security requirements of the SME. 

Afterwards, the Risk Assessment engine is triggered, which is activated by default at the 

PUZZLE marketplace. The Risk Assessment methodology has been outlined in detail in D2.1 [3], 

and is split into the Design-time phase and the Runtime phase. When the Risk Assessment 

process is initiated, the Monitoring System gathers information regarding the assets that 

comprise the SME system, as well as the interconnectivity between the assets and known 

vulnerabilities or Common Vulnerabilities and Exposures (CVEs) that an attacker may exploit 

in order to harm the corresponding asset. The instantiation of the Monitoring System is based 

on Kubernetes, and its output is forwarded to the Expert System of the Locally Centralized 

PUZZLE Orchestrator. 

The output of the Risk Assessment engine is the Risk Graph and Interdependency Graph, 

which is afterward forwarded to the Inference Engine so that the Policy Recommendation 

process is initiated. This is the point of the PUZZLE workflow where the Attestation Policies 

are defined, containing information regarding the set of assets that need to be attested, the 

type of attestation that has to be performed, and the configuration of the corresponding 

assets. Then, these policies are compiled into deployable eBPF and XDP agents, following the 

process that has been described in detail in D2.2 [4], and sent to the PUZZLE Security 

Orchestrator. 

Next, the PUZZLE Security Orchestrator deploys the Security Orchestration Workers to their 

respective assets. At this point, the Attestation Services are initiated. Specifically, the 

attestation policies that have been instantiated in the form of deployable agents contain 

information regarding the attestation actions that need to be performed and refer to traffic 

integrity verification and service integrity verification, which have been previously 

introduced. These will be analyzed in detail throughout the remainder of this Deliverable, but 

a summary of their positioning in the PUZZLE workflow is presented below. 
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Traffic integrity is verified by monitoring network traffic with XDP agents, extracting Layer 7 

traffic properties, and performing runtime checks on the incoming traffic. If these checks are 

successful, then no further actions are required. If there is a failed check, the corresponding 

traffic is dropped, and the replicated traffic is sent for further analysis to the Edge Analytics 

component. Service Integrity involves the execution of an attestation algorithm referred to as 

Configuration Integrity Verification (CIV), which will be analyzed in detail in section 5.3. In 

this process, the PUZZLE Security Orchestrator periodically sends an attestation request to 

the target asset. This triggers a process where the eBPF and XDP agents perform a set of 

measurements on the configuration of the asset, and after signing them with a verified 

Attestation Key, it sends it back to the Security Orchestrator for verification. All signatures 

for the trusted exchange of data will include the respective asset's integrity state (which will 

be the hash value held by the trusted computing component), allowing the verification of the 

trustworthiness of the data stemming from an uncompromised asset. If the attestation is 

successful, no further action is needed. If it fails, the Edge Analytics and Attack Validation 

components are triggered for further analysis.  

If any of the aforementioned attestation and Trust Assurance services indicates a failure or 

identifies a new vulnerability, new attestation policies are formulated by following the 

Runtime Risk Assessment process, which has been previously analyzed in D2.1 [3]. The new 

attestation policies are instantiated in the form of deployable workers and deployed to their 

corresponding assets. These actions are performed throughout the lifecycle of the system's 

operation, so that the PUZZLE framework can provide continuous real-time traffic and 

service trust assurance and attestation services. 

The remainder of this Deliverable is dedicated to the design and implementation details of the 

service and traffic integrity verification provided by PUZZLE, including the theoretical 

framework behind the processes and methodologies employed to this end, as well as the 

design and specification details of the instantiation of these methodologies in the PUZZLE 

framework. 

mailto:office@puzzle-h2020.com
http://www.puzzle-h2020.com/


  

 
D3.1 Collective Attestation & Runtime 

Verification a  
 

office@puzzle-h2020.com – www.puzzle-h2020.com  

 

The work described in this document has been conducted within the project PUZZLE. This project has received funding 

from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no 
883540. This document does not represent the opinion of the European Union, and the European Union is not 

responsible for any use that might be made of such content. 

P
ag

e1
9

 

As in the case of traffic integrity, the Service Integrity mechanism can be employed to attest 

both the edge devices, i.e., the assets of the SME that are monitored by the PUZZLE framework, 

but also the elements of the PUZZLE framework itself. 

3.3 Functional & Non-Functional Requirements 
This subsection presents a summary of functional and non-functional requirements for the 

design of Trust Assurance Services in PUZZLE. The functional requirements refer to the 

system's expected behavior (function) as a specification about what the system must do. To 

this end, a series of requirements have been identified to meet the Trust Assurance Services' 

role in the frame of the PUZZLE framework. Nevertheless, non-functional requirements have 

been defined to specify how the system should operate, further than its specific behavior. In 

the case of Trust Assurance Services, the non-functional requirements are structured as 

criteria related to security, hardware, and performance. 

 
Functional requirements 

 
Table 1 - Functional requirements of Trust Assurance Services 

Requirement Rationale 

Trustworthy Prover device through 
trusted components (root-of-trust) 

For all devices monitored via remote attestation, 
the correctness of captured data should be 
ensured, and that precise information about all 
the relevant state information is correct. Thus, a 
trusted component is required that can prevent 
the data modification and the interference of the 
Prover's state. This trusted component can be 
integrated into the device, such as TEE, TPM, or a 
virtual TPM (vTPM), which is responsible to 
provide cryptographic keys and sign the 
respective hashes.  

Assurance evidence both boot up and 
run time  

The agent must be able to capture all information 
relevant for the attestation. In particular, for 
runtime attestation, the agent must be able to 
monitor the runtime behavior of the Prover 
device as it is required to verify the integrity and 
the correct state of the device during the run time 
even after its secure boot.  
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Requirement Rationale 

State and event monitoring during 
runtime 

Monitoring the device properties (configuration 
hashes) should be done during runtime. The 
verification should be based on the predefined 
configurations (as collected during the 
initialization stages) and as depicted by the 
deployed rules to guarantee the integrity and 
freshness of the collected traces.  

Detection of runtime attacks The trust assurance services should be able to 
detect sophisticated runtime attacks, such as 
attacks that alter the existing device 
configuration during runtime, that cause memory 
dumps or even create malicious network traffic.  

Secure remote attestation protocol The use of the PUZZLE secure attestation 
protocols must provide a series of properties in 
order to be able to provide information about the 
correct execution of a Prover device, such as time 
passed since a kernel function was executed, 
process name, number of bytes read, type of files, 
etc. 

Virtualized agents to be deployed in 
heterogeneous assets 

Due to the heterogeneity of the SME 
infrastructure, the agents should be designed in a 
hardware-agnostic approach (virtualized 
containers). Also, it is vital to ensure trust 
between container-based and virtualized 
services running on the top of the device. 

Prevention against indirect attestation 
agent attacks and its cascading effects 
 

In case of compromise of the puzzle agents 
(containers), possible sensitive information of 
other agents should not be revealed. For 
example, agents that use a common Virtual TPM, 
(on the same virtual machine) should be 
protected against indirect attacks, through which 
an attacker tried to reach the attestation agents 
indirectly with the use of compromised sensitive 
data. 

Correctness of device behavior The mechanism should be able to verify the 
service integrity of the operation of the PUZZLE 
components by monitoring the integrity of the 
loaded binaries and libraries. 
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Requirement Rationale 

Traffic integrity verification The agents should be able to verify the integrity 
of the data exchanged between the edge devices 
and traffic coming from external sources. 

Verification of device state Verification must be able to distinguish correct 
states from incorrect states based on the 
reported information. This means that the 
Verifier needs to have access to a set of 
attestation policies and device properties. 

Trustworthy state storage and 
compression 
 

The storage unit of the PUZZLE framework 
should be trusted since the initial binary hashes 
are stored to it. In particular, these software 
binaries are considered to be free of 
vulnerabilities, so that they can be used as the 
baseline of verification. 

Verification of crypto primitives The evidence of the device should be trusted to 
ensure the integrity of attestation output. This 
should come off through using trusted 
components to sign attestation results (digital 
signatures) and securely provide cryptographic 
keys needed for guaranteeing the integrity and 
freshness of the reported data. All crypto 
primitives should be verified to prevent any risk 
of compromise and to prove that captured 
packets are not tampered (from Layer 7 to packet 
indexer), such as the cryptographic protocol 
suites used, size of the key, validity of signature, 
or if the authentication is correct. 

 
 
Non-functional requirements 

 
Table 2-  Non-functional requirements of Trust Assurance Services 

Requirement Rationale 

Trusted monitoring agent  The agent deployed on the monitored device 
should be trusted and not tampered to ensure 
the transparency of the evidence. For example, 
the captured traces should be unfeasible to be 
manipulated after being collected.  
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Requirement Rationale 

Trusted verifying entity The same way as the monitoring agent, the 
verifying entity (security orchestrator) should be 
trusted as well. For instance, the device that 
verifies the configuration values (of the device) 
against its reference values should be 
trustworthy, as the Prover is considered trusted 
based on this verification.  

Integrity of network traffic The network traffic between the Prover and the 
Verifier should be secure to avoid possible 
malicious actions on the already collected data 
before the verification process. 

Reliability of PUZZLE agents The integrity of the deployed PUZZLE agents 
should be ensured in order to trust the validity of 
the collected traces.  

Performance The performance of the attestation procedure of 
service's execution and traffic monitoring should 
be reasonable time-wise to avoid any 
performance overhead on both the devices and 
the network that might exceed the functional 
limits, and become cumbersome to the system. In 
general, the mechanism should provide robust 
protection without impacting the effectiveness 
of its initial operation.  

Robustness The high robustness of the overall mechanism 
should be ensured to provide secure and efficient 
runtime remote attestation and verification 
methods, to check the state of a device and the 
network itself. Also, the trust assurance services 
should be able to recover after an attack and 
prevention against cascading effects (e.g., leak 
of sensitive information). 

 
 

3.4 Key Performance Indicators 
With regard to the implementation of Trust Assurance Services in the Puzzle framework, a set 

of measurable key performance indicators have been identified along with targeted values. 

The KPIs are driven by the requirements defined in the above subsection and the overall 
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PUZZLE architecture and use cases. The Integrity Measurement Architecture (IMA) [5] has 

been used as the baseline to structure the KPIs.  

Table 3 - Key Performance Indicators (KPIs) of Trust Assurance Services 

Parameter Target KPI 

Number of components whose integrity is monitored by 
the Attestation Service as part of Puzzle Framework 

100% 

Captured amount of integrity attacks on components 80% (baseline 60%) 

Captured amount of network attacks 95% 

Time to detect compromised software <5 sec 

Time to detect compromised traffic <1 sec 

Amount of traffic diverted when an asset is 
compromised 

75% (baseline 55%) 

 

3.5 Use Cases and Test Scenarios 
The attestation mechanism will be demonstrated and validated in both use cases as part of 

the PUZZLE project, i.e., Suite5 ATracker cloud-based activity tracking service, and the FOGUS 

Media Tool cloud network media infrastructure [5]. 

The PUZZLE Trust Assurance services are relevant in both these use cases. In the Suite5 

ATracker use case, attestation of the cloud-based activity tracking will ensure the integrity of 

the information flow between the different edge hubs to the SUITE5 Personal tracker 

infrastructure. Also, the Personal Tracker of a user will be attested by the Cloud-based engine, 

so that the integrity of the devices and the veracity of data is guaranteed. Thus, the Trust 

Assurance Services will ensure the integrity, trustworthiness, and operational assurance of 

the ATracker Hub and the relevant data. Also, the devices used by the users to access the 

Cloud-based Engine ATracker will be checked on their integrity and trustworthiness prior to 

establishing data exchange. With regards to the second use case about FOGUS Media Tool 

cloud-network media infrastructure, the role of the attestation will be the integrity checking 

of configuration files of the pilot's infrastructure that have not been altered, which would 

result in the altering of actual devices. 
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We previously provided definitions for service integrity and traffic integrity, which refer to 

the type of Trust Assurance services that will be provided by the PUZZLE framework. Next, we 

provide examples of how these services are integral towards fulfilling the security 

requirements of the considered use cases. 

Consider the need for traffic integrity assurance in the context of the Suite5 ATracker use 

case. The Suite5 Personal Activity Data Analytics Suite (ATracker) is a cloud-based analytics 

engine that acts as a data handling environment for data accumulated from user devices, such 

as cell phones and wearable devices, to create user profiles that provide useful insights to the 

users. Since the ATracker is responsible for handling and transmitting user data through the 

network infrastructure, it follows that traffic integrity is a matter of paramount importance. 

The PUZZLE Trust Assurance services are able to fulfill this security requirement since the 

integrity of the received user data will be verified by extracting Layer 7 information from the 

received packets and performing runtime checks, including the correctness of the 

cryptographic primitives, the length of the key and the validity of the signature. Thus, it will be 

possible to detect whether the transmitted data has been compromised or not. 

Service integrity is also important in the ATracker use case. A vital security requirement that 

has been specified by Suite5 is that the ATracker server, where the monitored data is gathered, 

and the aforementioned user profiles are formed, should have the correct configuration. This 

requirement can be fulfilled by the service integrity assurance provided by PUZZLE, which can 

compare the configuration state of the ATracker server against a set of trusted reference 

values, to verify that the configuration has not been compromised by a potential attacker. 

Service integrity assurance is also considered in the FOGUS Media Tool use case. The FOGUS 

Media Tool provides a server infrastructure that can be used by developers, organizations, or 

multimedia service providers as an experimentation platform. They can test their applications 

and create differently configured experiments to test their applications' behavior and 

performance in different environments. Since different experiments need different 

configurations before the user can proceed with their deployment, a critical security 

requirement is that these servers are in the correct state. The service integrity assurance 

services can be updated accordingly to correspond to the expected state of the particular 
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experiment. The PUZZLE framework offers this capability, which supports the update of the 

deployed monitoring and attestation agents to reflect the changing device configuration, 

using verifiable evidence and guarantees. 
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4 Design and Specification of Attestation Schemes 
Next, we need to select the attestation schemes to be used in the context of the PUZZLE Trust 

Assurance services, so that the functional-and non-functional requirements outlined in the 

previous Chapter are fulfilled, as well as the operational needs pertaining to the use case 

scenarios. To this end, we first provide a state-of-the-art analysis of the operational 

assurance schemes available in the literature, and then we present the Attestation by Proof 

and Attestation by Quote schemes that will be utilized in order to ensure asset 

trustworthiness. 

4.1 State-of-the-art in Operational Assurance Schemes 
Several operational assurance schemes have been proposed in the literature. It is imperative 

to present the state-of-the-art of some of the most noteworthy attestation schemes about 

remote attestation. In the context of operational assurance, an essential reason behind 

employing attestation mechanisms is that today's infrastructures in SMEs/MEs lack sufficient 

trust. 

For secure remote attestation, the Verifier must be able to establish trust in the state 

information received from the Prover device. Most remote attestation solutions assume an 

adversary with full control over the software of a Prover device, except for a small component, 

called trust anchor, which is assumed to be immune against attacks. Further, the adversary is 

assumed not to perform a physical attack, e.g., against the trust anchor to extract confidential 

information (such as signing keys). Most remote attestation scheme assume software-only 

attacks to be executed against the Prover device. Software-based attestation schemes 

assume, for instance, a limited computation power and limited memory on the Prover device. 

Remote attestation protocols can be divided into two general classes. On the one hand, static 

attestation protocols capture the memory content of a device, typically at boot time or load 

time of a software to be verified. This allows to detect whether software (or their 

configuration files load) have been manipulated. Runtime attestation schemes capture the 

dynamic state of a Prover. They capture the way the software on the Prover device is actually 

executing. This allows detecting attacks that only change the dynamic behavior of a program 

but not the program code itself, such as return-oriented programming attacks.  
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In static attestation, as the name suggests, the static content of a Prover device’s memory is 

captured by the remote attestation mechanism. Typically, this means that the code and static 

data are captured, usually the content is compressed using a cryptographic hash function. As 

mentioned before, a remote attestation protocol needs to fulfil several requirements. 

Attestation mechanisms use different approach to achieve these requirements and can be 

categorized accordingly. Subsequently, the approach used to ensure the correct capturing of 

the Prover’s state is used to divide attestation mechanism (and the trust anchors they rely on) 

into three categories: software-based attestation, hardware-based (or co-processor-based 

attestation) attestation and hybrid attestation. 

Hybrid schemes [7] [8] aim at minimizing the hardware security features required for enabling 

secure remote attestation. Such security features can be as simple as a Read Only Memory 

(ROM), or a simple memory protection unit (MPU). More generally, a trusted execution 

environment (TEE) in a broader sense is used to capture the device’s state, store it securely 

and sign it in order to prove authenticity and protect its integrity during transport.  

All approaches have in common that they typically use a challenge-response protocol to 

ensure freshness of attestation (and to minimize the TOCTOU [9] problems). At the same time, 

non-interactive protocols have been proposed as well to mitigate DoS attacks.  

Collective attestation [10] enables scalable static attestation of large groups of 

interconnected devices. The first scheme for collective attestation that was proposed was 

called SEDA [10]. SEDA extends the software-only attacker assumed by most single-Prover 

attestation schemes to, so-called device swarms. It exploits minimal security hardware to 

enable neighbors' verification and secure hop-by-hop aggregation, thus, achieving scalability 

through the distribution of the attestation burden across the whole network. SANA [11] 

extends SEDA with a novel aggregate signature scheme, which enables low verification 

overhead while requiring minimal trust anchor only for the attested devices. Finally, DARPA 

[12] builds on top of SEDA to enable security under a stronger adversary model based on 

absence detection and periodic heartbeats.   

In a collective attestation scheme, the Verifier chooses a random initiator device from the 

network and sends it an attestation request. The request is then flooded across the network 
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reaching every device and forming a spanning tree rooted at the initiator device. Next, every 

device (starting at leaf nodes in the spanning tree) creates a response formed of a hash of its 

binary, authenticated using symmetric keys shared with neighbours. The response is then sent 

to its parents in the spanning tree. Parents, in turn, aggregate the received responses along 

with their own and forward them to their parents and so on, until the final response is received 

by the initiator which forwards it to the Verifier. Based on the received response, the Verifier 

can determine the number (or IDs) of the devices that failed attestation. By leveraging a 

network-wide heartbeat protocol, collective attestation can also detect physical attacks [13]. 

However, this induces a quadratic runtime and energy overheads.  

Collective attestation schemes are limited to static remote attestation methods. Integrating 

control-flow attestation schemes in collective attestation is an open challenge. Moreover, 

only few collective attestation schemes take into consideration TOCTOU attacks.   

Since the SMEs & MEs ecosystem of assets is forced to encounter continuous cyber-attacks, 

such as zero-day exploits targeting their correct configuration, it is imperative to consider a 

more viable solution regarding runtime and dynamic attestation mechanisms. One of the most 

efficient approaches in this context is Control Flow Attestation, which is a significant dynamic 

property at the software layer, capturing any exploitable software instantiation that could 

affect asset's control flow and functionality. 

One of the solutions regarding the control flow attestation was Control-FLow ATtestation (C-

FLAT) [6], which is an attestation scheme that measures the valid execution paths undertaken 

by embedded devices. C-FLAT, on the other hand, is suitable for small size binaries, as it incurs 

significant performance overhead. Another known attestation scheme is SCAPI [7], which is a 

scalable attestation protocol to detect software and physical attacks. However, SCAPI only 

aims to reduce the overhead above-mentioned. Furthermore, Low-Overhead Control Flow 

Attestation (LO-FAT) [8] is an attestation mechanism that detects control-flow attacks and 

provides non-static attestation schemes. But this protocol is dependent on processor 

hardware features, as it utilizes hardware accelerators to ease the strain for low-powered 

devices. 
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Most of these mechanisms support single-device attestation. However, this strategy would 

not be suitable in PUZZLE Framework, because applying such techniques results in a huge 

overhead. Towards this direction, there have been proposed collective attestation protocols 

like Scalable Embedded Device Attestation (SEDA)[9], Secure and Scalable Aggregate Network 

Attestation (SANA) [10] and Device Attestation Resilient to Physical Attacks (DARPA) [11], 

which highlight the concept of swarm attestation. SEDA, for example, was the first attestation 

swarm scheme, which demonstrated implementations for attestation for embedded systems. 

Moreover, SANA provides a secure and scalable protocol for attestation of large sets of 

assets, relying on a novel signature scheme to allow anyone to publicly verify a collective 

attestation in constant time and space. Another example is DARPA, a light-weight protocol 

that takes advantage of absence detection to identify suspected assets, as physical attacks 

require capture and subsequent temporary disablement of the SMEs & MEs assets. These 

schemes aim to decongest the network by distributing the computational and communication 

burden, thus, reducing the traffic introduced by the large number of edge devices trying to 

attest to their integrity. This is achieved by securely aggregating the attestations of multiple 

devices in a single cryptographic token through where it will be able to confirm that each of 

the involved devices proved correctly that their execution flow is as expected. 

All the aforementioned efforts regarding attestation did prove the trust guarantee provided 

by the related schemes and protocols, but there are still a number of challenges to be 

confronted when it comes to the efficiency and scalability questioning their application in 

real-world edge devices. So in the context of PUZZLE, great emphasis has been placed on 

attestation schemes and mechanisms that provide the SMEs & MEs a trusted ecosystem 

among their assets. Ιn order to achieve the remote attestation aim, tracing techniques needs 

to be employed for being able to monitor during runtime the configuration and behavioural 

properties of interest. Towards this direction, performance statistics collection and their 

analysis, debug or system audit can help to the system administrator to perform system 

instrumentation. 

The tracing and monitoring mechanism enable collecting runtime execution data from an 

application.  During runtime, the application has a footprint on its process space including 

heap, stack, code, and kernel space. Observing this data per process allow building an 
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attestable state of what good application execution look like. With tracing a probe can be 

installed to that function(s) of interest, gather information on lists and collect cumulative 

execution of function, and then cross-reference them, searching for a pattern in lists whose 

processing costs too much CPU time. Tracing is used for statistics collection and performance 

analysis, dynamic kernel or application debug, system audit. Tracing is very powerful, but it 

can also be cumbersome for whole system analysis due to the volume of trace information 

generated. Unlike other approaches, dynamic tracing tools embed tracing code into working 

user programs or the underlying kernel, without the need of recompiling or rebooting the host 

device. Since any processor instruction may be patched, it can virtually access any information 

you need at any place. Dynamic tracing system logic is quite simple: a Unix-based script is 

created which can then be translated to a probe code by a compiler. Modern kernel versions 

have Extended Berkeley Packet Filter (eBPF) [11] integrated, and there is experimentation on 

using it as a platform for generating probe code. Therefor, the service integrity that PUZZLE 

Frameworks provides to the SMEs & MEs assets will be based on the technology of eBPF 

(Enhanced Berkeley Packet Filters) as the most efficient software-based tracing mechanism. 

In the context of PUZZLE, the eBPF allows the tracing of the configurational integrity of bytes, 

as this service will be executed offline, after the replication of traffic.  

In addition, the eXpress Data Path (XDP) framework [12] is also utilized in the implementation 

of the PUZZLE tracing agents. XDP makes it possible to perform high-speed packet processing 

within BPF applications and is appropriate for use in terms of network monitoring, since it 

enables a faster response to network operations. More information and details regarding the 

operation of service integrity are stated in the following sections of this Deliverable. 

One integral part of the attestation schemes that have been proposed in the literature, as well 

as the schemes employed by PUZZLE, are the monitoring agents used in order to gather the 

necessary information to be used in the context of the attestation. One major categorization 

of these monitoring agents pertains to the execution environment, meaning the domain 

where they operate and the resources that they utilize [5]. This can belong to the following 

categories:  
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Since the PUZZLE framework is intended to be applied in various SMEs with a degree of 

agnosticity regarding the nature and the configuration of the assets and devices comprising 

the system, the execution environment of the tracing and monitoring agents can take the 

following forms: 

● Software based, running as part of the target VF host. This kind of environment may 

hinder the performance of the system, since it introduces an additional overhead by 

utilizing the already available computational resources of the target device. However, 

these solutions may be needed in case fine-grained tracing information is required, 

such as the profile of processes running on the deployed containers, virtual CPU 

consumption, patterns of scheduling processes and possible interactions with 

underlying hypervisors. This information can be gathered by eBPF agents to be used 

in CIV schemes that require monitoring of kernel shared libraries, binary status 

changes and data address spaces. 

● Hybrid, leveraging a software environment linked with in-band or out-of-band 

processing units. In some cases, it is required to trace and record software events such 

as instruction execution calls, which cannot be directly monitored by software-based 

solutions without a significant performance overhead. In this case, the additional 

support of hardware-based tracing mechanisms is needed, which can provide the 

necessary input for a software function to the PUZZLE Attestation Agent. This 

hardware may be part of the device CPU as an in-band co-processor, or an out-of-band 

PCIe device connected to the System Memory. 

From the above, it follows that these three different kinds of environments allow supporting 

different security requirements, and can enable the monitoring of different levels of system 

data granularity. A graphical representation of the aforementioned kinds of execution 

environments is given in Figure 3. In the context of PUZZLE, we mainly refer to the Software 

Solution, since we refer to SMEs with heterogeneous asset environments, where dedicated 

hardware modules for attestation may not be available. 
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Figure 3 - PUZZLE Monitoring and Tracing Execution Environments 

4.2 Attestation Schemes 
The motivation behind the Trust Assurance services employed in PUZZLE is to provide a 

method to detect whether the configuration integrity of the SME devices or PUZZLE 

components has been compromised, so that appropriate mitigation actions can be taken 

afterward. This process should be performed during runtime, without interfering with the 

system's operation. As previously mentioned, the Service Integrity part of the PUZZLE Trust 

Assurance Services component involves the verification of the correct operation of the Edge 

Devices of the SME or the PUZZLE components. This kind of attestation is referred to as 

Configuration Integrity Verification (CIV) and will be expanded upon in the following. 

CIV involves using traced data collected throughout the system's lifecycle by the eBPF and 

XDP monitoring agents during the operation of the corresponding device, such as heap, stack, 

and kernel data structures, without introducing significant computational overhead to the 

deployed services and workloads. In a nutshell, the purpose of CIV is to establish software 

integrity of an edge device, which refers to the correct state of the loaded binaries that depict 

the trust state of the target codebase, in which the measurements of the loaded software are 

verified against reference values that characterize known and trusted software 

configurations. Next, we expand on the theoretical background of the methodologies 

employed to perform this kind of authentication and ensure the device's correct operation. A 

similar approach is followed to ensure the traffic integrity between the SME devices.  
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Next, we define two distinct methodologies that can be employed to perform Service and 

Traffic Integrity Verification, referred to as Attestation by Proof and Attestation by Quote, 

introduced as part of the CloudVaults security verification framework [15] and utilized in the 

ASTRID European project [5]. 

4.2.1 Attestation by Proof and Attestation by Quote 

Both methods that will be presented in this Section, i.e., Attestation by Proof and Attestation 

by Quote, enable the automatic and secure establishment of trust between deployed a Prover 

and a Verifier. These attestation schemes utilize Trusted Platform Modules (TPMs) or virtual 

TPMs (vTPMs), attached into the device that needs to be attested, which serve to provide 

evidence of the integrity state of the binary images running inside the device. These schemes 

are able to detect if any container has been compromised, allowing the system to take the 

appropriate mitigation actions in case of a failed attestation, thus retaining the 

trustworthiness of the rest of the system. 

The features provided by these attestation schemes include: 

1. The possibility for low-level tracing capability (Attestation by Quote), meaning the 

verification that the current low-level status and configuration of the device is in a 

trusted state. 

2. Secure Zero Touch Provisioning (S-ZTP), which enables attestation without disclosing 

any information that may lead to identification of the configuration or characteristics 

of the attested asset (Attestation by Proof). 

The motivation behind the latter approach is to allow for attestation without disclosing any 

information that can infer identifiable characteristics of the device to be attested, and it 

enables integrity verification of a designated Edge Device or system, without conveying 

additional or unnecessary information of the underlying host to a remote Verifier. The purpose 

behind this approach is to prevent a potentially malicious Verifier from being aware of the 

components of the underlying system. This is particularly important so that the security and 

trust requirements are fulfilled. 

The difference between these two attestation schemes can be summarized as follows: 
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● Attestation by Quote: Recall from the previous Section that the PUZZLE Security 

Orchestrator contains the Verifier. In this scheme, the Verifier sends a nonce n and a 

selection of Platform Configuration Register (PCR) values to attest (in the case of CIV). 

Then, the Prover, which refers to the device or asset to be attested, passes these 

arguments to its Trusted Component (TC), i.e., its TPM, which subsequently creates a 

structure that consists of the values of the chosen PCRs, which is referred to as a 

Quote. Then the Prover signs the quote, and sends it back to the Orchestrator. If the 

Orchestrator verifies that the PCR values correspond to its reference values, then the 

Prover is considered trusted. 

● Attestation by Proof: In this case, the Orchestrator only sends a nonce n to the Prover. 

If the Prover presents the nonce signed with a fresh and verified Attestation Key, then 

this constitutes evidence that the device is in a trusted state. 

Note that both Attestation by Proof and Attestation by Quote can only attest to the last known 

measurement of the configuration integrity. Therefore, the attestation scheme employed by 

PUZZLE should run periodically to take into consideration the latest measurements in order to 

achieve runtime integrity. 

The Configuration Integrity Verification property in PUZZLE is designed to support both 

Attestation by Proof and Attestation by Quote, in order to enable the continuous monitoring 

and verification of the software integrity of the deployed VFs. Specifically, the CIV allows the 

PUZZLE framework to assess and preserve the integrity of the deployed VF's Trusted 

Computing Base (TCB) both at the time of loading and during software execution, by utilizing 

the capabilities of the provided attestation and tracing schemes, while ensuring predictability 

of the internal TPM Platform Configuration Register (PCR) values, regardless of the order of 

loading of applications and processes. 

To summarize, attestation relies on the underlying system to access a Trusted Component 

(TC), e.g. a TPM, with irreversible PCRs, supports complete and configurable attestation, which 

is capable of obtaining binary signature chains from different unique registers, and utilizes the 

tracing capabilities provided by the eBPF and XDP monitoring agents to identify areas of 

compromise. The privacy-enhanced feature builds on using an Attestation Key (AK) generated 
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within the Trusted Component, which can be used to execute a cryptographic operation if a 

selected set of PCRs is in a verifiably trusted state, signifying that the opponent has not been 

compromised. Also, the integration of these attestation schemes in PUZZLE is convenient, 

since the exchange of messages can work in tandem with TLS protocols. 

A graphical representation of the Attestation by Proof and Attestation by Quote schemes is 

given in Figure 4. 

 

Figure 4 - Attestation by Proof (Left) and Attestation by Quote (Right) 

As it is shown in Figure 4, the Configuration Integrity Verification process is based on a set of 

Device Properties. These include a set of trusted data, that consists of the Device Trusted 

Configuration (DTC) and Device Trusted Binaries (DTB). These are determined during the 

initialization of the Attestation Controller, are known to be trustworthy and to represent the 

correct and expected working state of the resource to be attested, and are used as the 

baseline based on which the current state of the device is attested. Conversely, the actual 

state of the device consists of the Device Actual Configuration (DAC) and the Device Actual 

Binaries (DAB), and the CIV process aims to determine if these states are trustworthy. The 

core of both schemes is the PUZZLE Security Orchestrator, which contains the Verifier that is 

used in order to attest to the trustworthiness of a deployed VF. Next, we give a step-by-step 

summary of each of the aforementioned attestation schemes: 
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Attestation by Proof: 

1. Attestation by Proof requires the use of Attestation Keys (AKs), which are bound to 

specific PCR contents. Therefore, an AK is operable if and only if the PCRs reflect the 

particular PCR state the AK is bound to. To this end, the Orchestrator computes an 

Extended Authorization policy digest based on a set of trusted measurements, 

denoted hPol, which reflects the trusted state in which the AK is bound to. 

2. This policy digest is then deployed to the Prover, together with a subset of PCRs, I, to 

which the policy applies. When the request is received, the Prover is then responsible 

for creating the AK on its TC. 

3. The TC of the Prover constructs a key template based on the received policy digest, 

which dictates the fundamental properties of the key. The template is passed to the 

TC, which creates the AK. 

4. The certificate and its signature, i.e., the public part of the generated AK, are sent back 

to the Verifier for verification. 

5. The Orchestrator (Verifier) verifies the correctness of the key 

6. Afterwards, it sends an attestation challenge to the Prover, which only consists of a 

nonce n. 

7. The Prover signs the nonce using the AK that was previously generated and sends it 

back to the Verifier. 

8. The Verifier verifies that the response to the attestation challenge is correct, by 

checking whether the Prover has presented the nonce signed with a fresh and verified 

AK. In this case, this constitutes indisputable evidence that the Prover is in a verified 

state. 

Attestation by Quote: 

1. When the Verifier (Orchestrator) intends to send an attestation request to the Prover 

device, it must first determine the expected outcome of the attestation, by proactively 

calculating and determining the expected values of the artificial virtual Platform 

Configuration Registers (vPCRs) of the device to be attested (DTCi || DTBn, as shown in 

Figure 4). These will serve as the trusted reference values that the attestation will be 

performed against. 
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2. To this end, the Verifier sends the attestation request to the Prover to similarly 

accumulate its PCRs to indicate any changes in its configuration. Thus, it indicaties the 

PCR index i that must be updated, as well as a configuration file identifier βID to 

measure, which indicates which measurements should be performed. 

3. When the Prover receives this message, it invokes the appropriate function to measure 

the requested configuration values, and performs an extension function on the PCR i 

with the new measurement (DACi || DABn in Figure 4). This is, essentially, a hash value 

of the value of the PCR, with the new value appended to it. Note that it is assumed that 

a potential adversary cannot tamper with the measurement process. 

4. The Verifier sends a nonce n to the Prover, as well as a set of PCRs I to attest. The 

nonce serves to ensure freshness and to prevent replay attacks on the attestation 

process. 

5. The Prover utilizes its Trusted Component to construct a quote structure, which 

consists of the current values of the selected PCRs, and signs it with its Encryption 

Key. This proves that the quote structure is internal to the TC, since the key cannot be 

used to create signatures unless the device is in a trusted state. 

6. The quote certificate and signature are sent back to the Verifier. 

7. If and only if the quote and signature are successfully verified by the Verifier and the 

PCR values correspond to the artificial reference values calculated by the Verifier, then 

the attestation is successful. 
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5 PUZZLE Edge Trust Assurance Services 
Having provided the theoretical and mathematical background of the attestation 

methodologies that have been selected, we can now provide implementation details regarding 

the instantiation of these algorithms in the PUZZLE framework. Specifically, we first present 

the PUZZLE components responsible for handling the attestation services, both from the side 

of the assets to be attested and the PUZZLE Locally Centralized Controller, as well as the 

system model and conceptual architecture of the PUZZLE Trust Assurance services in the 

context of the overall system architecture. The structural details of the eBPF and XDP 

monitoring hooks, as well as the underlying APIs are also presented.  

5.1 PUZZLE Components of Trust Assurance Services  
Recall from Chapter 3.1 the terminology regarding the concept of attestation, which will be 

necessary for the analysis and description of the attestation schemes and methodologies that 

will be presented throughout the present Deliverable. In the following, the component that 

aims to prove the integrity of its trustworthiness by using its configuration data is referred to 

as the Prover, and the component that is responsible for verifying that the Prover is 

trustworthy is referred to as the Verifier. 

Next, we define these terms in the context of the PUZZLE Trust Assurance services. The 

PUZZLE Security Orchestrator, which was presented in the system architecture of D1.7 [6] and 

D2.1 [3], acts as the Verifier, which is responsible for initiating the attestation process based 

on the control policies specified during the Policy Recommendation process, by sending 

attestation challenges to the eBPF Attestation Agent, who runs in the target SME asset which 

acts as the Prover. Note that, as previously mentioned, the Prover can be either a component 

of the PUZZLE framework, or an asset of the SME system. The Verifier bases the attestation 

process on predefined measurements, which reflect the correct configuration of the binaries 

that are allowed to be loaded as part of the VF's configuration. 

Recall that the basis for the execution of an attestation process is the Root-of-Trust, which 

refers to a trusted component that ensures the trustworthiness of various cryptographic 

operations. In PUZZLE, various kinds of Root-of-Trust are supported. For example, they may 

be hardware-based or software-based, and contained within the SME asset that needs to be 
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attested. The most prominent such method is the Trusted Platform Module (TPM), which is a 

secure microprocessor embedded in the target device. However, it is also possible to use a 

virtual TPM (vTPM), which is a virtualized instantiation of a TPM 2.0 chip, and is deployed to 

the target asset as part of the Security Orchestration Worker. The methods presented in this 

Deliverable are applicable, regardless of the type of Root-of-Trust available. 

The PUZZLE Security Orchestration Workers also contain eBPF and XDP hooks, which are 

responsible for tracing and collecting the aforementioned configuration information from the 

Prover, i.e., the evidence based on which we can infer the software integrity state of a VF. The 

role of these tracing hooks is twofold: (i) to provide precise information about all the relevant 

state information of a VF, and (ii) to ensure the correctness of the collected data. The deployed 

eBPF and XDP hooks are capable of providing near real-time low-level code inspection, thus 

capturing the security requirements of the PUZZLE framework. Also, these hooks monitor the 

sequence of executed software commands, as well as the configuration of a targeted 

binary. This allows for the tracing of the configurational integrity of a VF while introducing 

very little computational overhead. The monitored data includes static properties, such as 

code and configuration integrity, as well as dynamic properties, such as control-flow and 

data-flow information. These measurements are expanded upon in further detail in Table 4. 

PUZZLE employs an Attestation Toolkit, which contains the main building blocks of the 

mechanisms employed by the Trust Assurance Services. This toolkit contains components 

that provide capabilities such as State and Event Monitoring (runtime tracing), State Storage 

and Compression, Reporting, Validation and Verification. 

Another component of the PUZZLE framework that is essential in terms of the provided Trust 

Assurance services is the Measurements Database (DB). This refers to a storage unit that 

operates in the PUZZLE framework backend, where the binary hashes that represent software 

binaries that are known to be free of vulnerabilities are stored, so that they can be used as the 

baseline of normal states against which the runtime configuration data will be attested. This 

implies that the legitimate control-flow footprints are identified a priori, during the 

initialization phase of the PUZZLE framework. Note that the Measurements DB is filled with 

trusted measurements, referred to as golden hashes, during the deployment of the 
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containerized VF. Also, it is important to note that the Measurements DB holds both the 

hashed binaries of interest, and the corresponding paths of the configuration. 

Next, we provide some information about the communication of the Security Orchestration 

Workers with the PUZZLE Security Orchestrator in terms of the attestation services. Each 

worker is deployed to a particular SME asset or PUZZLE component, and contains the 

microservices required in order to perform attestation. However, recall that communication 

between the Prover and the Verifier is required in order to perform the attestation schemes 

presented in the previous sections. To this end, each worker contains a Node Level Control 

Plane Agent. This is a control management framework, which essentially acts as a boundary 

API running at each endpoint device or asset, which enables communication between the 

worker and the PUZZLE Security Orchestrator. For example, the Orchestrator may send 

messages to a worker such as attestation requests or configuration update requests, and the 

information that is required to be sent between Prover and Verifier in the context of an 

attestation scheme. In order to keep message exchange to a minimum and to maximize 

efficiency, the concept of cumulative hashing is utilized, where the Attestation Agent 

performs verification assurance on the final hash, which corresponds to the hash of the 

attested binary. 

Note that, in addition to the aforementioned Node Level Control Plane Agent, the PUZZLE 

framework also utilizes a Kafka communication bus. However, this is not used in terms of the 

attestation services, but it is used so that the Security Orchestration Workers can send 

duplicated monitoring data from the eBPF and XDP workers to the Attack Validation 

Component, so that the attack path replication and forensics services can be performed. 

Further information regarding this process can be found in D2.1 [3]. 

5.2 System Model and Conceptual Architecture 
Taking into consideration the information regarding the attestation schemes and components 

provided by the PUZZLE framework, we provide a conceptual architecture of the Trust 

Assurance Services provided by PUZZLE, while integrating the available attestation schemes 

into a holistic model that aims to ensure the trustworthiness of the entire SME system, as well 

as the trustworthiness of the PUZZLE infrastructure itself. 
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Figure 5 - Reference Architecture of PUZZLE Attestation Services 

A high-level reference architecture of the PUZZLE framework in terms of the Trust Assurance 

services is given in Figure 5. The overall attestation process employed within PUZZLE is 

described in the following steps: 

1. The SME user or administrator logs into the PUZZLE Marketplace, where the desired 

security services are selected. If the Attestation service is selected, the following 

process is initiated: First, the PUZZLE Security Orchestrator is notified regarding 

which SME assets the Attestation agent needs to be deployed to, including all the 

capabilities analyzed in the previous sections (such as Attestation by Proof, 

Attestation by Quote). Also, the Orchestrator extracts the trust reference 

measurements as configuration policy hashes during the pre-deployment phase. 
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2. The administrator provides the correct configuration that each asset to be attested 

should have in terms of service integrity, which is afterwards expressed in the form of 

a golden hash. 

3. This configuration is passed to the PUZZLE Security Orchestrator through a JSON object 

containing configuration details about the remote attestation agents, configured so 

that the CIV property is enabled. The trusted measurements are passed to the Context 

Broker so that they can be stored in the Measurements Database, so that they can be 

accessible by the PUZZLE Security Orchestrator, which acts as the Verifier in the 

context of the attestation process. 

4. The Risk Assessment process is performed, following the methodology described in 

D2.1, D2.2 and D2.3. The result of this phase is the generation of the low-level 

enactment rules and policies, which contain the actions that need to be performed by 

the workers in order to fulfill the security requirements of the SME. One of these 

actions can be the attestation of a particular device. These policies are afterwards 

instantiated in the form of Security Orchestration Workers, and eBPF and XDP agents 

responsible for monitoring network and system-level traffic, as well as a local 

Attestation Agent, are deployed. 

5. The PUZZLE Security Orchestrator deploys the Security Orchestration Workers to 

their respective assets, where the network and system-level traffic are monitored in 

real-time. Note that the PUZZLE service integrity attestation services can be executed 

either on the assets of the SME, or the modules of the PUZZLE framework itself. 

6. In terms of traffic integrity, the XDP agents are responsible for monitoring Layer 7 

traffic, and extracting the cryptographic primitives. In this case, online attestation is 

performed in the form of Layer 7 checks based on the received payload and the online 

programmability conditions. For example, these checks may involve the correctness of 

the cryptographic protocol, the length of the key, and the validity of the signature. Note 

that these checks are performed locally in a local attestation approach, however the 

validity of the attestation result signed under the verified Attestation Key can be 

checked by the PUZZLE Security Orchestrator. A step-by-step description of the traffic 

integrity verification process is given in Section 5.3. 
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7. Service integrity attestation is performed through the Configuration Integrity 

Verification (CIV) process. Similarly to the above, a detailed, step-by-step description 

of this process is presented in Section 5.3.  

8. After the attestation process is completed, the result of the attestation is binary, 

meaning that it can either pass or fail. If it passes, then the attested device is in a 

trusted state, meaning that all of the software running in that asset is known to be 

good, and no further action is needed from the PUZZLE Security Orchestrator. 

9. However, if the attestation fails, this means that not all the software running is in a 

trusted state, therefore appropriate mitigation actions need to be taken. To this end, 

the Risk Assessment engine needs to be triggered so that the issue is addressed in the 

form of new policies and low-level enactment rules. In a nutshell, the replicated 

monitored traffic data is forwarded to the Working Memory, i.e., the Attack Validation 

Component. There, as it was analyzed in further detail in D2.1, the attack path that led 

to the failed attestation is recreated based on the replicated data in order to identify 

the attack path that caused the failure and is used in order to identify the nature of the 

attack, which may exploit a zero-day or newly identified vulnerability. For further 

information regarding this process, please refer to D2.2. 

In the following Section, we expand upon the traffic integrity and service integrity 

verification processes, and we provide graphical representations of the system architecture 

and action workflow tailored to each of these Trust Assurance services. 

5.3 Traffic & Service integrity 
Next, we expand upon the traffic integrity and service integrity processes employed as part of 

the PUZZLE Trust Assurance services, and were included in the conceptual workflow of the 

previous Section. 

A high level overview of the Traffic Integrity verification process is given in Figure 6, and 

consists of the following steps. Note that this process corresponds to the Attestation by 

Proof methodology presented in Section 4.2.1, yet a local attestation scheme is applied in this 

case. The Security Orchestration Worker deployed to the target asset to be attested act as the 
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Prover, while the PUZZLE Security Orcherstrator verifies the validity of the signed attestation 

result and act as Verifier: 

1. The PUZZLE Security Orchestrator deploys the Security Orchestration Workers, which 

contain XDP and eBPF monitoring agents, responsible for monitoring kernel and 

network traffic. This process has been presented in detail in D2.2[4], and involves the 

instantiation of the low-level enactment rules and security policies that have been 

generated during the Policy Recommendation process. 

2. The PUZZLE Security Orchestrator sends an Attestation Key template to the Worker 

built on the current policy. The key generated based on this template will be used for 

sealing the usage of that key to the correct state of the device. 

3. Upon reception of the key template, the Attestation Agent deployed to the asset 

generates the correct Attestation Key, which will later serve to perform the 

aforementioned signing operation. Then, it sends the public part of this AK back to the 

PUZZLE Security Orchestrator in the form of a JSON object, so that the correct creation 

of the key can be verified. 

4. The Monitoring Agents, along with the Root-of-Trust available in the asset to be 

attested, constitute the Trusted Computing Base (TCB), that will serve as the root of 

attestation for the operation of the Trust Assurance Services. Also, the incoming 

network traffic is received through the Network Interface Card (NIC). The NIC is also 

considered part of the TCB, since it is a part of the kernel, which is considered trusted 

by default. 

5. The traffic received by the NIC is forwarded to the Traffic Replication Filters, where 

the incoming traffic is replicated. Then, it is received by the Monitoring Agents in order 

to perform traffic monitoring actions. 

6. The Monitoring Agents are used to monitor network traffic at the target asset. This 

includes monitoring the network information which is used in order to perform 

cryptographic processes such as packet decryption, key storage, and in any processes 

of the software stack in the chain of key management that can have access to the 

cryptographic key. Note that while the key itself cannot be extracted, this step involves 

opening Layer 7 packets from the incoming network traffic and extracting relevant 
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information, such as key length, process name and ID, etc. For a detailed list of the type 

of information that can be extracted, refer to Section 5.3.1. 

7. The traced information is sent to the Attestation Controller for runtime analysis. 

Specifically, Layer 7 checks are performed based on the monitored data, and online 

verification is performed. For example, we may check if the selection of the 

cryptographic protocol is correct, if the length of the key is as expected, or if the 

signature is valid. These checks involve comparing the hashes of cryptographic 

primitives, to verify that they have not been changed by a potential attacker or 

adversary. The result of these checks is binary, meaning that the attestation can either 

be successful or not. 

8. This binary is signed under the verified Attestation Key that was previously 

generated, and it is sent back to the PUZZLE Security Orchestrator through the Context 

Broker in the form of a JSON object, after having been encrypted. 

9. The Verifier contained within the Orchestrator evaluates the validity of the signature. 

10. In case of a failed attestation, this constitutes an indication of a security event. In this 

case, the Attestation Controller signs the relevant information by using the Trusted 

Platform Module (TPM) of the asset, and the signed information is forwarded to the 

Working Memory, which serves as the Attack Validation Component, for forensics to 

be performed so that the nature of the security event can be identified. 

A sequence diagram of the action flow presented above in terms of traffic integrity validation 

is given in Figure 7. 
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Figure 6 - PUZZLE Traffic Integrity 

 

Figure 7 - PUZZLE Traffic Integrity Sequence Diagram 

A graphical representation of the Service Integrity assurance process is given in Figure 8 and 

consists of the following steps. Note that this process corresponds to the Attestation by 

Quote methodology presented in Section 4.2.1: 
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1. Recall that the PUZZLE Security Orchestrator has previously obtained, based on the 

input provided by the administrator, the set of trusted service binaries, which are 

stored in the Measurements Database. The Orchestrator is able to initiate the 

attestation process based on the defined control policies by sending a CIV Attestation 

Request to the Security Orchestration Worker deployed to the target asset to be 

attested, which will act as the Prover. 

2. The CIV Attestation Request is sent to the Attestation Agent of the Security 

Orchestration Worker via the Local Control and Management Framework. 

3. The PUZZLE Security Orchestrator sends an Attestation Key template in the form of a 

JSON object to the Worker. The key generated based on this template will be used for 

sealing the usage of that key to the correct state of the device. 

4. Upon reception of the key template, the Attestation Agent deployed to the asset 

generates the correct Attestation Key, which will later serve to perform the 

aforementioned signing operation. Then, it sends the public part of this AK back to the 

PUZZLE Security Orchestrator in the form of a JSON object, so that the correct creation 

of the key can be verified. 

5. Once the Orchestrator has the public part of the AK, it sends a JSON object to the 

Orchestration Worker, in order to trigger the Attestation Agent to collect the required 

configuration measurements, based on the existing expected trusted measurements. 

6. Once the Attestation Agent receives this message, the eBPF monitoring agents, which 

are part of the deployed Security Orchestration Worker, are responsible for monitoring 

system-level traffic. Therefore, they are able to trace the configuration 

measurements of the service software deployed. 

7. The aforementioned measurements are converted to golden hashes, then it is signed 

under the verified Attestation Key that was previously generated, and it is sent back 

to the PUZZLE Security Orchestrator through the Context Broker in the form of a JSON 

object, after having been encrypted. 

8. The Verifier contained within the Orchestrator evaluates the validity of the signature 

and verifies the golden hash received from the Prover against the stored trusted 

reference measurements. 
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A sequence diagram of the action flow presented above in terms of service integrity validation 

is given in Figure 9. 

 

Figure 8 - PUZZLE Service Integrity 

 

Figure 9 - PUZZLE Service Integrity Sequence Diagram 
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5.3.1 eBPF and XDP Monitoring Hooks 

As previously mentioned, the Security Orchestration Workers deployed to the SME assets 

contain the necessary components, in order to enable the PUZZLE Attestation Services to be 

performed. Recall that one of the main components of this process are the eBPF and XDP 

hooks. This component is responsible for monitoring the data required in the context of the 

Configuration Integrity Verification (CIV) process. Next, we present the conceptual 

architecture of this component, as well as its interaction with the PUZZLE framework. 

The purpose of the eBPF execution hooks that support the attestation process is twofold: 

● Provide the CIV mechanism with the measurements required for the attestation 

process, by monitoring and extracting the integrity measurement list of all binaries 

and configuration files, loaded in the SME asset or PUZZLE module to be attested. 

These measurements are intended to be verified against known and trusted reference 

values at the PUZZLE Security Orchestrator. 

● Monitor and decode the TPM command sequence, which is executed in order to sign 

the configuration and execution traces. Recall that the traced measurements should 

be signed using an Attestation Key by the underlying TPM at the Prover, so that their 

integrity and freshness is ensured. The purpose of this monitoring is to identify any 

possible object or sequence leakage, or any possible exploitation attempts. 

Specifically, an attacker may attempt to compromise the execution of these TPM 

commands by exploiting vulnerabilities regarding the underlying cryptographic 

primitives when creating the Attestation Key or signing the hashed integrity 

measurements. 

In order to construct a dynamic tracing tool, one needs to be aware of the kernel or application 

internals. To summarize the above, the eBPF tracing in PUZZLE in the context of attestation 

focuses on the hashes of the loaded binaries to be attested which are used to perform CIV, 

and on the tracing of the internal commands used for interacting with the TPM in order to 

ensure that the software stack interacting with the attacked TPM for signing the configuration 

state quote has not been tampered with. 
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The architecture of the eBPF tracing agents consists of three phases: Instantiation, 

Initialization and Tracing. In a nutshell, the attestation policies that refer to the attestation 

tasks have already been generated by the Policy Recommendation engine, which was 

described in detail in D2.2. These, along with the set of properties to be traced and the set of 

vTPM PCR registers where the hash representation will be stored, are sent to the Attestation 

Agent of the deployed Security Orchestration Worker. Recall that the expression of these 

policies is possible, thanks to the abstractions provided by the policy language and 

generation methodology used, which are capable of expressing policies for heterogeneous 

SME systems with different characteristics and technical specifications. 

A high-level graphical representation of the eBPF agent architecture is given in Figure 10. Next, 

we provide a step-by-step description of the workflow followed by the eBPF monitoring 

agents: 

● Initialization Phase: 

○ eBPF Initialization: The eBPF agents are compiled into bytecode with the LLVM 

compiler, after going through the Cilium pipeline, with the process that was 

outlined in D2.2. The initialization function provides a reference to the user 

space code which can be used for interacting with the kernel program and 

attach on-demand tracing functions. The eBPF agents are then deployed to 

their respective assets. 

○ Code verification: In the background, the kernel runs a Verifier on the bytecode 

to make sure the code is safe to run. 

● eBPF Instantiation Phase:  

○ Kernel probes creation: In order to enable dynamic tracing of a kernel function 

call running within the target asset to be attested, probes are created for the 

kernel function provided as input to the tracer. Probes can be created for the 

interception for both the function invocation and the function return. 

○ Attaching hooks: By attaching the aforementioned probes to the running 

program instance dynamically, the interception of events surrounding kernel 

function calls is instrumented. After the hooks have been attached, every 

function invocation will be traced and logged. 
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● Tracing Phase:  

○ Fetching traced events: The events captured by the tracing process are entered 

into a buffer. Afterwards, it is possible to pull traced events out of the buffer. It 

is important to note that, in order to convert the traced events into a structured 

representation of the executed commands, it is necessary to utilize the internal 

configuration of the asset, which should have been provided by the 

administrator during the creation of the corresponding policies. 

○ Unmask TPM commands: In order to acquire structured information regarding 

the traced TPM commands sequence, the tracer utilizes a library containing the 

TPM structure that parses the events. Afterwards, the tracer logs are stored, 

including data such as the header and TPM command details. 

 

Figure 10 - PUZZLE eBPF Monitoring Agent Conceptual Architecture 

In Table 4, we give a comprehensive list of the type of data that can be monitored by the eBPF 

and XDP probes that can subsequently be used in order to perform Level 7 checks during the 

traffic integrity verification process. 
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Table 4 - Data that can be traced by eBPF agents 

 Output Information 

Kernel 
Space 

● The amount of time passed since a kernel function was executed in 
seconds 

● The process name, which is limited to 16 bytes, and truncated if it is larger 
● The process id (pid) 
● The hooked Virtual File System (VFS) function: VFS Open, VFS Read and 

VFS Write operation (e.g. O, R, W) 
● The number of bytes read 
● The time of the operation to complete in milliseconds 
● The type of files. Note that the Linux kernel considers almost everything 

as a file, including devices and directories. For example, kinds of files can 
be the following: 

○ Directory 
○ Block Device 
○ Character Device 
○ Symbolic Link 
○ Socket 
○ Named Pipe (FIFO) 

● The device or file name (e.g. tpmrm0) 
● The parsed data from the kernel in ascii format, or in hex format for non-

ascii characters 

User 
Space 

The parsed TPM commands. Output is based on the TPM specification, such as 
the Command Header and Parsed Command. 

 

Note that, among the properties listed in Table 4, the information that is relevant to the 

attestation process and is used in order to create the quote structure that will be compared to 

the trusted reference data are the type of files, as well as the hashes of the files. 

In Figure 11, we present a multi-level tracing diagram, which depicts the information flow 

during the tracing process involving the eBPF and XDP monitoring agents. Specifically, the 

Operational Environment contains the SME assets and PUZZLE components, where Security 

Orchestration Workers are deployed. These workers deploy XDP tracing agents to monitor 

network traffic, as well as eBPF tracing agents to monitor system-level traffic. The workers 

contain methods to deploy these agents, as well as perform management actions on the 

monitoring probes. Also, by following the process that has been extensively analyzed in D2.2, 

the actions that need to be taken by the Security Orchestration Workers in terms of traffic 
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monitoring and attestation are determined by the policy creation process, as a result of the 

output of the Risk Assessment engine. In case of a failed attestation report, the PUZZLE 

framework utilizes the Edge Analytics Resource and the Attack Validation component in order 

to identify the underlying threats and vulnerabilities, so that new attestation policies can be 

created and new eBPF and XDP agents can be deployed. 

 

Figure 11 - PUZZLE Multi-level Tracing Diagram 

5.4 Implementation Aspects  

5.4.1 APIs, CIV Commands and Data Communication 

As it was analyzed in detail throughout the present Deliverable, at several points during the 

PUZZLE workflow and the attestation process, various messages are exchanged between the 

deployed orchestration workers and the PUZZLE Security Orchestrator, for example sending 

attestation requests, exchanging information regarding the verification of the Attestation 

Key, or updating the configuration of the Attestation Agent. To this end, in each of these 
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communication endpoints, a Local Control and Management Framework is employed as a 

communication interface, and the communication channel between them is instantiated with 

Kubernetes. In order to manage this communication, the necessary APIs have been 

implemented for managing the configuration of the Attestation Agent running in the target VF. 

The implemented APIs are listed in Table 5. 

Table 5 - Implementation APIs 

ID HTTP 
Method 

Endpoint Component 
offering the 
Endpoint 

Description 

AP1 GET /Deployed Agents Attestation 
Controller 

Provides a list of the tracing 
capabilities that have been 
deployed to the operational 
environment of the target VF. 
The required eBPF and XDP 
hooks have been deployed as a 
part of the containerized VF 
execution environment. 

AP2 GET /agent/stats Attestation 
Controller 

Measurements obtained by the 
deployed tracing agents, such 
as time passed since a kernel 
function was executed, 
process name, number of bytes 
read, type of files, etc. These 
are requested by the 
Attestation Controller in order 
to create the quote that should 
be formed in response to the 
attestation challenge. 

AP3 PUT /agent/{:agent_id} PUZZLE 
Security 
Orchestrator 

Sends a command to activate 
another eBPF or XDP tracing 
instance loaded to the target 
VF. 

AP4 GET /attestation/stats Dashboard, 
PUZZLE 
Security 
Orchestrator 

Information regarding the 
number of attestations that 
have been requested or 
initiated for the target VF. The 
number of attestation 
processes executed 
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corresponds to the number of 
hash operations that have been 
performed in the formation of 
the PCR quote of the underlying 
TPM, to represent the VF 
configuration status. This is 
used in the Attestation by 
Quote method, as outlined in 
the previous sections. These 
may also be requested through 
the Dashboard, so that the 
security administrator can 
obtain information regarding 
the resources that have been 
attested.  

AP5 PUT /attestation/TRash 

Values 
Measurement
s Database 

Sends a list of hash values 
representing the trusted 
configuration of the binaries 
that are known to be correct. 
This represents the correct 
state that needs to be 
considered in the CIV process, 
and is immediately followed by 
the creation of the Attestation 
Key binded to the new expected 
state as a trusted reference 
value. 

AP6 POST /attestation/AK 

Template 
PUZZLE 
Security 
Orchestrator 

Deploys a new AK template as 
part of a control policy 
circulated by the PUZZLE 
Security Orchestrator, so that 
the TPM of the target VF to 
create a new AK that will be 
used in subsequent attestation 
processes, and corresponds to 
an update of the expected state 
of the device to be attested. 

AP7 GET /attestation/chall

enge 
PUZZLE 
Security 
Orchestrator 

Triggers an attestation 
challenge. This is initiated by 
the PUZZLE Security 
Orchestrator to a target VF, 
when that particular device 
needs to be attested. This can 
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either be performed on demand 
or periodically, or when a 
specific condition is fulfilled, 
depending on the underlying 
attestation policies. 

AP8 PUT /agent/update PUZZLE 
Security 
Orchestrator 

After the workers have been 
deployed, it is possible that 
additional data needs to be 
traced, such as specific 
libraries of the kernel. In this 
case, the PUZZLE Security 
Orchestrator needs to send an 
update request to the target VF 
through the Local Management 
Framework, so that the 
configuration of the eBPF agent 
can be updated accordingly. 

 

The CIV process consists of various commands that need to be executed during each step of 

the attestation, as it has been outlined in the previous sections. For example, some such 

commands may be the following: 1) Initiate a CIV process based on the configuration and 

loaded binaries on a specific asset, based on the policies defined during the Policy 

Recommendation phase. 2) Configuration update of the Attestation Agent with a new set of 

trust reference values against which the state of the asset should be verified. 3) Configuration 

and activation of the monitoring probes that will be used in order to trace configuration data. 

These commands need to be executed by the host Trust Software Stack (TSS), by using the 

underlying TPM root-of-trust as the underlying trusted computing base of the target asset to 

be attested. In Table 6, we present the commands used by the PUZZLE Trust Assurance 

Services, as well as the corresponding leveraged TPM commands that correspond to each. 
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Table 6 - Commands used by the PUZZLE Trust Assurance Services 

Command Description Leveraged TPM commands 

CIV Attestation 
Request 

Initiates an attestation process for a 
VF corresponding to a specific asset 
based on the defined attestation 
policies. For service integrity, the VF 
will act as the Prover, and the 
PUZZLE Security Orchestrator will act 
as the Verifier. For traffic integrity, 
the VF will act as the Verifier. This 
action also includes the properties to 
be traced and attested, and the VF's 
attestation credentials. 

TPM2_Create_Primary 
TPM2_MakeCredential 
TPM2_Activate_Credential 

AK Creation This command aims to create the 
Attestation Key (AK) based on the key 
template sent by the PUZZLE Security 
Orchestrator. It enforces that the AK 
will be sealed under a specific policy 
representing the correct VF state, 
and the underlying TPM will not 
allow the use of the AK if the VF is 
not in the expected configuration 
state. 

TPM2_PCR_Allocate 
TPM2_PCR_SetAuthPolicy 
TPM2_PolicyPCR 
TPM2_PolicyAuthorize 

eBPF Tracing 
Configure 

This command configures the type of 
system data that needs to be 
monitored by the eBPF execution 
hooks, which are activated in the 
deployed Security Orchestration 
Workers, in order to record the state 
of the loaded binaries during 
runtime. 

N/A 

VF State Quote This command aims to trigger the 
system data tracing, based on which 
the PUZZLE Security Orchestrator 
can verify whether the current state 
of the VF corresponds to the trusted 
reference values. To this end, the 
deployed Runtime Tracing Agent 
monitors the current state of the 
loaded binaries, according to the 
corresponding attestation policies. 

TPM2_StartAuthSession 
TPM2_Quote 
TPM2_PolicySecret 
TPM2_PolicyNV 
TPM2_PolicyCPHash 
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This process leverages the eBPF 
execution hooks that are deployed by 
the Orchestration Worker. 

Protect in transit Targets the protection of the 
attestation data when sent back to 
the PUZZLE Security Orchestrator. It 
cryptographically protects the 
integrity of the traced data, and 
involves the execution of the 
required TPM commands so that the 
transmission is authenticated, as a 
result of a CIV attestation request. 

TPM2_Load 
TPM2_Sign 
TPM2_RSA_Encrypt 

Verify Triggers the verification process on 
received attestation data from the 
Verifier's side against a reference 
value. In the case of CIV, this is 
performed at the PUZZLE Security 
Orchestrator. 

TPM2_VerifySignature 
TPM2_PolicySigned 
TPM2_PolicyOR 
TPM2_PolicyTicket 

 

5.4.2 Release Planning 

The work performed so far in T3.1 have been concentrated on the design of the building blocks 

as the ground of the PUZZLE Trust Assurance Services. In particular, special attention has been 

given to the methodologies and algorithms to build efficient attestation mechanisms along 

with specific architectural designs and workflows to perform the traffic and service integrity 

verification processes.  

The next version will include a thorough analysis of the integration of the attestation services 

into the PUZZLE framework in terms of deploying the eBPF and XDP workers and agents at 

infrastructure edge assets. Also, it will cover the implementation of the Trust Services in the 

use cases of PUZZLE and the outcomes of the validation scenarios. 

Apart from the data integrity that is already developed at the time of writing this deliverable, 

the service integrity verification mechanism will be developed to attest to the correct 

execution behaviour of the PUZZLE framework components and the underlying edge assets of 

the SME infrastructure. Also, a formal security analysis will be performed to verify and prove 
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the correctness of the designed algorithms concerning specific formal properties using a set 

of mathematical proves.  

In parallel, the plan is to expand further the offerings of the Trust Assurance Services, namely 

the features and the security enablers, based on feedback collected through the Open Call and 

its demonstrations to third parties. It is expected that further needs and requirements will 

come up from the interaction with the invited SMEs, and the intention is to develop new 

features upon them and integrate them into the second release.  

This second release will be documented in the upcoming deliverable of this series (D3.2). 
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6 Summary and Conclusions 
In this document, we provided a detailed description of the PUZZLE Trust Assurance Services, 

highlighting the underlying attestation methodologies and algorithms. We first introduced the 

concept of attestation in general, and how it provides evidence of trustworthiness of the SME 

assets and the PUZZLE components to a centralized verifying entity. We also provided 

definitions for the concepts involved in the attestation process, as well as the components 

required in order to implement an attestation algorithm. Next, we provided an overview of the 

state-of-the-art in operational assurance services, aiming for the most suitable choice in the 

context of PUZZLE, taking into consideration the various security requirements. 

To this end, the methodologies presented are referred to as Attestation by Proof and 

Attestation by Quote. In a nutshell, Attestation by Proof involves a request from the Verifier 

that only consists of a fresh nonce, and the attestation is considered successful if the Prover 

responds with the nonce signed by using a verified Attestation Key. This method has the 

advantage of not utilizing configuration information of the device to be attested, thus 

enhancing the privacy of the scheme, and is utilized in PUZZLE for the attestation of traffic 

integrity. Conversely, Attestation by Quote requires the creation of a quote consisting of 

device configuration information by the Prover, which is afterwards verified by comparing this 

quote to a set of measurements that are known to be trusted. This methodology is used in 

PUZZLE for the attestation of service integrity, which is referred to as Configuration Integrity 

Verification (CIV). 

We conclude the Deliverable by providing details regarding the implementation of these 

methodologies, by taking into consideration the components available in the PUZZLE 

framework, and we present a comprehensive workflow of the actions that comprise the traffic 

and service integrity verification processes in the form of flow-sequence diagrams. We also 

present the architecture and operational modes of the eBPF monitoring agents, which serve 

to collect the measurements required in the context of the CIV process. Finally, we present the 

set of APIs implemented in the context of the Trust Assurance Services, and how they are 

connected to the relevant PUZZLE components. 
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