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Executive Summary
The specific deliverable entitled “Project Handbook” provides the definition of the processes and
mechanisms to be utilized and followed during the lifecycle of PUZZLE project towards the successful
execution of its tasks and achievement of its objectives. Its purpose is to identify the processes, the
metrics and the supportive documentation that is required and needs to be defined and deployed so as
to ensure the high-quality of PUZZLE deliverables and project management activities.
In PUZZLE project, complying with the project management procedures falls under the responsibility of
the Project Coordinator, as well as the Work Packages leaders and Tasks leaders. Effective channels of
internal communication have been established from M1 in order to exchange all the necessary
information for the project implementation among the participants. The means for remotely conveying
information for the PUZZLE purposes range from e-mail communication through dedicated mailing lists
and teleconferencing facilities to an internal collaboration space for document management and task
management activities. Regarding the project meetings, an analysis of expectations and responsibilities
has been performed while a tentative schedule of project meetings for the whole implementation of the
PUZZLE project has been prepared.
The implementation aspects regarding co-creation and consultation mechanisms, official and internal
reporting procedures, decision-making and conflict resolution processes to be applied during the PUZZLE
implementation have been defined in detail. Document control aspects regarding the documentation
requirements, templates and naming conventions and versioning have been also specified and agreed.
Emphasis is laid on quality assurance of results, which is achieved with the help of audit control
mechanisms internal to the consortium for the deliverables and appropriate corrective actions to be
taken. A specific quality procedure shall be followed at preparation time of all deliverables.
In order to facilitate the internal review process, reviewers (apart from the Project Coordinator and the
deliverable responsible partners) have been already assigned for each deliverable for early planning of
the necessary effort.
Finally, the current deliverable provides the definition of a risk management plan by defining a continuous
risk assessment and mitigation approach, as well as identifying an initial set of risks that will be monitored
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and further populated during the project execution.
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1 Introduction
The purpose of the present deliverable entitled “Project Handbook”, provides a quick overview of the
project management structure and the most relevant managerial aspects to be followed, based on a
proper implementation of the general mechanisms of work and setting the rules and responsibilities of
the PUZZLE consortium. The objective is to ensure a high-quality progress of the work during the project
lifetime. This includes the production of the deliverables and other project outcomes, the mechanisms for
their submission and the internal review process, and which are the communication means among
partners (i.e. meetings, mailing lists, project collaborative space).
In this context, the present deliverable aims to fulfil the following main objectives:
•

Establish a quality management system in accordance with the ISO 9001 (Quality Management
Systems - Requirements) standard;

•

Assure the quality of the project deliverables and project management activities;

•

Identify the quality responsibilities of all partners within the consortium;

•

Ensure proper co-ordination and communication channels among partners during the project
lifetime;

•

Identify the potential risks of the project and evaluate their impact and exposure; while
proactively designing risk elimination methods in order to guarantee the seamless and proper
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execution of the project’s tasks.
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2 Consortium Composition, contacts and management structure
2.1 Consortium and participants contacts
Official contact information of each of the Project Participants is included in the PUZZLE Grant Agreement.
The full list of project participants, along with subscription to mailing lists is maintained as a living
document in the PUZZLE Project Repository as a document restricted to the consortium. Partners are
responsible to inform about any modification of their representatives both the Project Coordinator and
the Project Management Steering Committee or the respective WP leader, who will be responsible for
informing the rest of members (if necessary).

2.2 Management Structure
The project management in PUZZLE will guarantee transparency and commitment to all engaged partners
and thus, facilitate an unobstructed and successful project evolution. The overall project management of
PUZZLE will comply with the following two major principles, namely the: (1) Principle of creating an
integrated project structure incorporating technical, scientific and partner coordination as well as issues
of commonplace business operation, based on the methodology of the Project Management Institute
(PMI) and supported with state of-the-art management instruments; and (2) Principle of achieving
agreement upon all partners and guaranteeing the arrangement of spot of decision making close to the
responsible levels of execution as well as elevate them if necessary, concealing the reliable and trusted
agreements in order to protect intellectual properties of all partners.
The project structure is designed to handle the most important aspects of management, namely decisionmaking, IPR policy, technical and administrative management, advisory functions and assessment. The
overall management of the project will be facilitated by a consistent and formal approach. In any event,
a detailed internal Project Plan will be defined in the preliminary stage of the project, to support the
contractual Work Plan and to form the basis of the administrative structures and procedures to be used.
The reporting lines and decision-making procedures are described in detail in the following sections.
The primary aim of this management structure is to be capable of responding to the needs of an
Innovation Action without being intrusive or costly. The building-in of flexibility was one essential aspect
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while defining this structure. The management structure is shown in detail in the following figure.
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Figure 1 PUZZLE Management Structure

2.3 Project Bodies and Main Roles
Description and duties of these entities (Figure 1) are fully described in the Grant Agreement and are thus
only briefly reported below.

2.3.1 PUZZLE General Assembly (GA)
PUZZLE GA will consist of representatives of each partner organisation. It will constitute the highest
decision board and its main task will be project governance. It will have the overall responsibility of all
technical, financial, legal, administrative, ethical and impact issues of the project. It will monitor and
assess the project’s progress and make amendments, where necessary. It will encompass the following
main roles:
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2. The Scientific & Technical Manager (STM) - Prof. Thanassis Giannetsos (DTU) - will have the
responsibility to coordinate and manage the integration and coherence of all technical results and
their industrial implementations. He will also ensure that the scientific objectives of the project
are met with quality and in time. The STM is expected to lead the scientific activities undertaken
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1. The Project Coordinator (PC) - Dr. Panagiotis Gouvas (UBI) - who will chair the GA, represent the
project at the Cybersecurity PPP and be responsible for the overall management, communication
and coordination of the entire project, emphasising on the assurance of all work-package
activities’ integration.
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within the project and will be responsible for resolving any issues of scientific and technical nature
that might occur.
3. The Quality and Risk Manager (QRM) - Dr. Marios Logothetis (INTRA) - is responsible for
implementation of quality procedures and quality assurance of deliverables. He will also act as
risks evaluator.
4. The Dissemination Manager (DM) – Dr. Diego Rivera (MONT) - who will be responsible for the
project results scientific and technical dissemination, the clustering and standardization activities.
5. The Communication Manager (CM) – Milan Šolaja (VOICT) - who will be responsible to raise public
awareness of the project, to ensure wide communication of the project results and engage
stakeholders.
6. The Innovation & Exploitation Manager (IΕM) - Justina Bieliauskaite (DSME) – is responsible for
innovation management, defining the innovation process to be followed in the project, ensuring
that it is being fulfilled, aligning the technical development of services and tools with the business
exploitation, so as to ensure a proper uptake of project results by the market, as well as for IPR
handling, market analysis and joint exploitation models and plan creation, and for supporting the
partners in setting up their individual business and commercialisation plans. She will have also the
responsibility to manage actions concerning exploitation and marketing of results coming out of
PUZZLE.
7. Work Package Leaders (WPL). The work package leaders are responsible for managing their work
package as a self-contained entity. The scope of their responsibilities includes coordinating,
monitoring, and assessing the progress of the work package to ensure that output performance,
budget, and timelines are met. In cooperation with the project coordinator, work package leaders
are responsible for the integration of their results into succeeding project activities.

8. The Project Manager (PM) - Dr. Sophia Karagiorgou (UBI) - will be responsible for all project
management issues. These include ensuring the timely and in-budget achievement of project
results, the timely submission of deliverables, the preparation of cost and progress reports, the
preparation of the Project Handbook (D8.1), and in general the adherence to agreed processes
and procedures within the project. She will lead the Project Office and as such also be responsible
for the implementation of administrative tasks.
The project management will also encompass an experienced Financial Officer (FO), who will be engaged
for the financial and administrative project management and supervision.

2.3.2 Management Bodies
2.3.2.1

Scientific and Technological Management Committee (STMC)
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STMC will work closely with the PC and will be responsible for the overall technical project management
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excellence of the project, while overseeing the organisation of technical workshops and meetings,
proposing the agenda in the technical workshops and meetings, supervising the quality of the Deliverables
produced by the WPs and cooperates with the PC to formulate PUZZLE strategic objectives in coordination
with the GA. It will be led by STM with the assistance of the WPLs, especially the ones dealing with the
technical tasks and with data manipulation.
2.3.2.2

Advisory Board

The Advisory Board (AB). It will consist of four well-known external, independent experts, covering mainly
the Cybersecurity PPP stakeholders’ domains, as well as selected vertical domains (e.g. Encrypted Voice
Communication Services, Personal Activity Tracking Infrastructure for the Internet of Things), to closely
monitor and directly provide consultation to the innovation and technological development activities
performed by the consortium participants throughout the project's lifecycle. The Advisory Board will offer
high-end consultation services to the consortium to ensure that the project’s results will match the
cybersecurity community and stakeholders needs. Dr. Sotiris Ioannidis (FORTH) will be responsible for the
AB Liaison. We have already received one (1) Letter of Intent (LoI) from Cluj IT Cluster, representing
Central and Eastern Europe with over 45 companies having more than 4000 employees, 6 universities
having more than 85000 students and 11 public institutions, expressing its interest to PUZZLE project.
Further, we will invite key beneficiaries from other EU projects to our Advisory Board and at the same
time offer similar service to other EU projects. This will allow more direct synergies among EU projects.

2.3.2.3

Sustainability Board (SB)

All beneficiaries will nominate (at the Project’s Kick-Off Meeting) a Market Evolution and Sustainability
Representative who will participate to the project Sustainability Board and represent her organisation in
sustainability matters. The goals of the SB include monitoring market evolution and steering the general
dissemination and exploitation actions within PUZZLE accordingly, to maximize the exploitation potentials
and sustainability for project results. The Representatives can also be invited to attend the GA meetings.
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PUZZLE Head of Sustainability Board will be appointed by MELL (Opher Reviv - CTO).
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3 Implementation Aspects
3.1 Decision Making
Decisions regarding the project implementation will normally be taken by the team members upon
reaching consensus with the WP leaders. Typically, agreement will be reached first by informal contact,
followed by official confirmation via electronic mail, letter or agreed written minutes. In case there is a
dispute between two or more team members, a conflict resolution procedure must be followed, as
presented in the specific document.
For important issues, the agreement may take the form of a short report that needs to be signed by the
Steering Committee. Non-technical factors such as resource allocation and contractual terms will also
need to be agreed and documented in writing.
The key driver on the decision-making procedures is the description of work to be performed as stated in
the Contract, the Consortium Agreement, the DoA and the Quality Plan, and as regularly communicated
within the consortium. Transparency of the implementation decisions and actions will be achieved by
adequate communication of the emerging issues on project meetings and e-mail communications.

3.2 Conflict Resolution
Generally, technical issues or conflicts within the contractual commitments that do not involve any
contract, budget, resource allocation or overall project focus changes will be discussed at work package
level first.
If the decision reached between team members is unacceptable by other partners, the conflict will be
resolved according to a conflict resolution procedure which can be summarized in the next steps:
1. The team members involved in the implementation of the work package will inform the WP leader
for the emerging conflict.
2. The WP leader will decide whether the issue needs to be discussed in a teleconference or a
dedicated WP Meeting. The WP Leader will inform the PM for the planned actions.
3. The result of the teleconference or the meeting will be communicated to the PM.
4. If no consensus has been reached so far, the PM will contact the responsible persons and will try
to resolve the conflict.
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5. In case that the disagreement remains, the issue will be escalated in the Steering Committee. The
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4 Reporting Procedure and Payment Arrangements
The project reporting is the procedure used by the EC to assess and follow up on the financed projects.
Therefore, it is of utmost importance, as it conditions in a very direct way the good image and good
assessment of the project by the EC. It is important to remark that the project reporting is a responsibility
of the whole Consortium and every partner has to be actively involved in it. The Project Coordinator is the
responsible for periodically gathering the information and reports from the different partners and
consolidating it before sending it to the EC.
There are two types of reporting documents including technical and financial information: the Project
Periodic Report and the Internal Activity Report. The Project Periodic Report refers to the official report
that must be submitted to the EC according to the EC guidelines and templates. The Internal Activity
Report refers to internal documents that will be used as control measures to effectively monitor the
technical and economic progress of the PUZZLE project. The Internal Activity Reports will also feed the
official reports.

4.1 Reporting Procedures
4.1.1 Internal Activity Report
PUZZLE Internal Activity Reports have to be prepared by consortium partners and provided to the project
coordinator two times per year (every 6 months). An Internal Activity Report shall contain: (a) Technical
Information about the WP progress as provided by the respective WP leaders, (b) Effort Information as all
partners will be requested to provide a breakdown of the effort spent in the related semester, per WP in
comparison to the planned effort.
The procedure to be followed is:
•

At the end of the 6-month period, the Project Coordinator will send to the consortium an email
with instructions and the template to be filled in;

•

Each Partner has to fill in:
a. Short description of work done (per WP and Task),
b. achievements and results,
c. problems occurred,
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d. Brief overview of planned activities for upcoming semester
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f.

An estimation of resources spent (PMs) per WP in the respective reporting semester
against the actual total PMs per WP

•

The partners send their report to the Project Coordinator; this has to happen 20 days after the
closure of the period.

•

Finally, the Project Coordinator consolidates the Internal Activity Report and shares it with the
consortium once finalised.

4.1.2 Project Periodic Reports
During the PUZZLE project, two official Project Periodic Reports must be submitted to the EC by the Project
Coordinator, covering the periods P1 (from Month 1 to Month 18), P2 (from Month 19 to Month 36). The
reports shall be submitted to the EC for each reporting period within 60 days after the end of the period
under assessment. The delay in the submission of these reports may cause the postponement of part of
the next payment to be received by the partner until the next reporting period. The technical part will be
managed through corresponding Project Periodic Reports. The Project Coordinator is in charge to prepare
the specific reports based on the information provided through Internal Activity Reports.
The financial status of the project and costs incurred during the period must be communicated to the EC
through meticulously prepared Financial Statements (FS) in order to justify the incurred costs and
expenses and qualify for the next/final payment. Each consortium partner has to upload financial
information to the EC participant portal (ECAS) based on cumulative information obtained from the
Interim Activity Report.
The procedure to be followed is:
•

The Project Coordinator will ask the partners to generate their individual Financial Statements in
the EC Participant Portal to officially declare the costs incurred for the reference period;

•

Each partner will complete the financial statements with the costs incurred during the period;

•

Each partner will submit and digitally sign the Financial Statement. This signature will be done by
the Project Financial Signatory appointed; and

•

The Coordinator will submit the financial report to the EC;

4.1.3 Project final report
In addition to the final Periodic report, a Final Report has to be submitted by the coordinator 60 days after
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the end of the last reporting period.
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4.2 Payment Schedule
The payment schedule, which contains the transfer of pre-financing and interim payments to Parties, will
be handled according to the following:
Given that the amount of the pre-financing payment will be 3,199,947.00 € (80% of the Maximum Grant
Amount) and the amount of 199,996.69 € corresponding to 5% of the Maximum Grant Amount will be
retained by the Funding Authority from the pre-financing payment and transferred into the ‘Guarantee
Fund’, funding of costs included in the Consortium Plan will be paid to Parties after receipt from the
Funding Authority without undue delay and in conformity with the provisions of the Grant Agreement.
Costs accepted by the Funding Authority will be paid to the Party concerned.
- For the payment of the balance (final payment); the provisions of the Grant Agreement will be followed.
- Costs accepted by the Funding Authority, pertaining to interim and final payments, will be paid to Parties
after receipt from the Funding Authority within 30 days and in conformity with the provisions of the Grant
Agreement.
- Payments shall be made following confirmation of each Party’s bank account details.
The Coordinator is entitled to withhold any payments due to a Party identified by a responsible
Consortium Body to be in breach of its obligations under this Consortium Agreement or the Grant
Agreement or to a Beneficiary which has not yet signed this Consortium Agreement.
The Coordinator is entitled to recover any payments already paid to a Defaulting Party. The Coordinator
is equally entitled to withhold payments to a Party when this is suggested by or agreed with the Funding
Authority.

4.3 Management of Knowledge and Intellectual Property
Knowledge and intellectual property issues will be addressed in compliance to H2020 contract template
/ contractual conditions. Such issues include ownership and protection of knowledge, dissemination of
knowledge, access rights, etc. as described in the Consortium Agreement that is dully signed by all
partners.
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The Steering Committee will be in charge of monitoring the proper implementation of the conditions

office@puzzle-h2020.com – www.puzzle-h2020.com
The work described in this document has been conducted within the project PUZZLE. This project has received funding
from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no
883540. This document does not represent the opinion of the European Union, and the European Union is not
responsible for any use that might be made of such content.

D8.1 Project Handbook

Special emphasis within the project will be given to the management of knowledge (whether background
or Results) and more importantly to the protection of IPRs, as well as to the management of ownership
of the project results. Upon the project success, the Project Coordination Team will develop a detailed
Exploitation Agreement which will be signed by all partners, regulating obligations and rights of the
participants. However, all partners have agreed to the following preliminary principles which will regulate
the issues:
Ownership of Background Knowledge. The general scope is to grant to the consortium partners
responsible to produce Results, all access rights to the background knowledge required both for the
implementation of the project, and for the use of the Results royalty-free. More specifically it is agreed
that: 1) Access rights to the background knowledge (pre-existing know-how) necessary for the
implementation of the project will be made available to the consortium members royalty-free; 2) Access
rights to the background knowledge for dissemination, research and academic purposes shall be granted
to the consortium members upon request from their owners; 3) All IPRs of the background knowledge
will be retained by the corresponding consortium partners after the completion of the project. Other
consortium partners may utilize background knowledge for exploitation and commercial purposes upon
request and agreement with the owners of the background knowledge.
Ownership of Results. All partners will be able to utilize it for future dissemination, research,
demonstration, interPUZZLEbility & academic purposes on a royalty-free basis. The commercial
exploitation of the PUZZLE Marketplace will be outlined by the exploitation plan that will be developed
during the project, which in turn will be based on the commercialisation perspectives of both the
consortium as a whole and the consortium partners as individual organisations. It is agreed that: 1) IPR of
the Results produced by the consortium partners during the implementation of the project, will be
retained by the corresponding partners and will be used freely by all developers of the Results; 2) Results
will be made available on a royalty-free basis to all project partners for dissemination, research,
demonstration, interPUZZLEbility of software and academic purposes only, both during as well as after
the project conclusion; 3) All consortium partners will retain exploitation rights of all corresponding
project results ("Results") for their intended, non-commercial use and will be granted access rights to
utilize it on a royalty-free basis. For commercial exploitation, access will be granted under a reasonable

components or by the exploitation or other interests (commercially as well as academic) of consortium
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members having generated said Results, said members will strive to release project results as open-source
services through Open APIs and will be protected most probably under the ASL open source license, to
facilitate their wider adoption by the industrial cybersecurity and the ICT communities. Otherwise, specific
algorithms and tools will be released under the commercial license selected by their owners.
Protection of Results. In order to promote adequate and effective protection of intellectual property
rights while ensuring that national laws enforcing such rights do not themselves become barriers to trade,
protection of the Results of the project will be based upon: 1) The Council Directive 91/250/EEC of 14 May
1991 on the legal protection of computer programs; 2) Directive 2009/24/EC of the European Parliament
and of the Council of 23 April 2009 on the legal protection of computer programs; 3) Directive 96/9/EC of
the European Parliament and of the Council of 11 March 1996 on the legal protection of databases; and
4) The WTO’s Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), taking into
consideration all corresponding International Legal Protection for Software Policies. It has been
preliminarily agreed amongst project partners that protection of the Results will be based on copyright
(and not patent) protection and that the project results which will be protected (most probably) under
the ASL open source license.
Transfer of Results. As Results are owned by the project party carrying out the work leading to such
Results, each project partner shall have the right to transfer Results to their affiliated companies without
prior notification to the other project parties, while always protecting and assuring the Access Rights of
the other project parties. Such use of Results will encourage competitiveness of the EU market by creating
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5 Deliverable Submission and Quality Management
5.1 Deliverable Submission
The different technical objectives set for the project have their correspondence within the work packages
and defined tasks. Compliance with these technical objectives is evident by on-time delivery the
corresponding Deliverables. Each deliverable is assigned to Lead Beneficiary partners who will be
responsible of its elaboration in due date. Every Lead Beneficiary is fully responsible for the deliverable’s
quality and is required to maintain adequate control of the participants’ contributions.
The deliverables shall be submitted to the EC in English, by electronic means (in pdf format in the
Participants Portal) or in any other format only if required by EC. The appropriate and updated deliverable
template can be found in the PUZZLE Project Repository.
All the deliverables must be finalized and submitted to the EC within the deadlines defined in Annex I of
the Grant Agreement.
The process to be followed for the deliverable preparation and submission is (see Error! Reference source n
ot found.):
1. Lead beneficiary responsible for preparation of first draft
2. Lead beneficiary sends the completed deliverable draft to the PM-team one month before the
contractual submission date (Mx-1)
3. The PM-team checks the quality of the report and forwards it to the assigned internal reviewers
4. Comments from the PM-team and the internal reviewer(s) to be sent to the editor within 7 days
5. Update done by the editor within 7 days
6. Approval by Coordinator and if necessary, by reviewer within 4 days
7. Final check/release and submission to the EC within 3 days and until the actual submission
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Figure 2 Deliverable submission timeline

The assigned internal reviewers will have available an Internal Review Report template, provided by the
Project Coordinator, to document in a structured way their comments and feedback. The review template
examines specific criteria addressing readability, structure and conformance to template categories.
Moreover, during the Kick-off Meeting, the Consortium has decided and assigned 2 internal reviewers in
each of the deliverables as presented in Table 1 based on partners’ expertise.
Del.

Deliverable Title

No.
D1.1

Lead

Type

beneficiary
Security and Privacy

Diss.

Due

Reviewer

level

Date

1

Reviewer 2

DTU

Report

PU

6

UBITECH

MI

SUITE5

Report

PU

9

VOICT

ICCS

UNIS

Report

PU

9

FORTH

AEGIS

UNIS

Report

PU

18

FORTH

AEGIS

Requirements Analysis
D1.2

PUZZLE
Demonstrators
Requirements,
Methodology & MVP

D1.3

SMEs&MEs Data Chain and
Open APIs Targeting at the
Services a

D1.4

SMEs&MEs Data Chain and
Open APIs Targeting at the

Page

18

Services b

office@puzzle-h2020.com – www.puzzle-h2020.com
The work described in this document has been conducted within the project PUZZLE. This project has received funding
from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no
883540. This document does not represent the opinion of the European Union, and the European Union is not
responsible for any use that might be made of such content.

D8.1 Project Handbook

Del.

Deliverable Title

No.
D1.5

Lead

Type

beneficiary
Legal, Ethical and

Diss.

Due

Reviewer

level

Date

1

Reviewer 2

FOGUS

Report

PU

9

UBITECH

DSME

FOGUS

Report

PU

18

UBITECH

DSME

UBITECH

Report

PU

12

ICCS

DTU

UBITECH

Report

PU

21

ICCS

DTU

FORTH

Report

PU

15

MI

UBITECH

FOGUS

Report

PU

15

VOICT

DSME

UBITECH

Other

CO

18

MI

MELLANOX

UBITECH

Other

CO

27

MI

MELLANOX

AEGIS

Other

PU

18

ICCS

UBITECH

AEGIS

Other

PU

27

ICCS

UBITECH

Compliance Requirements a
D1.6

Legal, Ethical and
Compliance Requirements b

D1.7

PUZZLE Framework
Reference Architecture a

D1.8

PUZZLE Framework
Reference Architecture B

D2.1

Risk Assessment
Methodology and Threat
Modelling

D2.2

Policy Modelling &
Cybersecurity, Privacy, Legal
and GDPR- Compliant Policy
Constraints

D2.3

PUZZLE Runtime Risk
Assessment Framework a

D2.4

PUZZLE Runtime Risk
Assessment Framework b

D2.5

Dynamic Trusted Consent
and Threat Intelligence
Sharing in Cybersecurity
Marketplaces, Contracts and
Rules a

D2.6

Dynamic Trusted Consent
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Del.

Deliverable Title

No.

Lead

Type

beneficiary

Diss.

Due

Reviewer

level

Date

1

Reviewer 2

Marketplaces, Contracts and
Rules b
D3.1

PUZZLE Collective

DTU

Other

PU

18

FORTH

MELLANOX

DTU

Other

PU

27

FORTH

MELLANOX

MELLANOX

Other

CO

18

MI

ICCS

MELLANOX

Other

CO

27

MI

ICCS

MI

Other

CO

18

FORTH

UBITECH

MI

Other

CO

27

FORTH

UBITECH

FORTH

Other

CO

18

ICCS

UNIS

FORTH

Other

CO

27

ICCS

UNIS

Attestation & Runtime
Verification a
D3.2

PUZZLE Collective
Attestation & Runtime
Verification b

D3.3

Release of the Network
Security Management
Service a

D3.4

Release of the Network
Security Management
Service b

D3.5

Release of the Advanced
Cybersecurity Analytics
Service a

D3.6

Release of the Advanced
Cybersecurity Analytics
Service b

D3.7

Release of the Collective
Threat Intelligence and
Blockchain Services a

D3.8

Release of the Collective
Threat Intelligence and
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Del.

Deliverable Title

No.
D4.1

Lead

Type

beneficiary
Release of the Cybersecurity

Diss.

Due

Reviewer

level

Date

1

Reviewer 2

SUITE5

Other

CO

18

S5

DTU

SUITE5

Other

CO

27

S5

DTU

ICCS

Other

CO

18

MI

INTRA

ICCS

Other

CO

27

MI

INTRA

DTU

Other

CO

18

FORTH

MELLANOX

DTU

Other

CO

27

FORTH

MELLANOX

UNIS

Other

CO

18

AEGIS

ICCS

UNIS

Other

CO

27

AEGIS

ICCS

INTRA

Report

CO

15

SUITE5

ICCS

Services Marketplace a
D4.2

Release of the Cybersecurity
Services Marketplace b

D4.3

Release of the Policy- based
Recommender and
Deployment Manager a

D4.4

Release of the Policy- based
Recommender and
Deployment Manager b

D4.5

Release of the Trusted
Resource Management
Agents a

D4.6

Release of the Trusted
Resource Management
Agents b

D4.7

Release of the Real- time
Monitoring and Complex
Event Processing Agents a

D4.8

Release of the Real- time
Monitoring and Complex
Event Processing Agents b

D5.1

Technical Integration Points,
Open APIs Specification and
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Del.

Deliverable Title

No.
D5.2

Lead

Type

beneficiary
SMEs&MEs Monitoring

Diss.

Due

Reviewer

level

Date

1

Reviewer 2

AEGIS

Other

CO

21

SUITE5

FOGUS

AEGIS

Other

CO

30

SUITE5

FOGUS

INTRA

Other

CO

21

FORTH

UBITECH

INTRA

Other

CO

30

FORTH

UBITECH

FOGUS

Report

PU

15

VOICT

DSME

FOGUS

Report

PU

24

UBITECH

INTRA

SUITE5

Report

PU

33

UBITECH

INTRA

UNIS

Report

PU

36

VOICT

MI

VOICT

Websit

PU

3

UBITECH

PU

18

VOICT

Dashboard and Interactive
Visualisations a
D5.3

SMEs&MEs Monitoring
Dashboard and Interactive
Visualisations b

D5.4

PUZZLE Integrated
Framework, Testing and
Refinement a

D5.5

PUZZLE Integrated
Framework, Testing and
Refinement b

D6.1

Evaluation Framework and
Demonstrators Planning

D6.2

First Demonstrators
Implementation Report

D6.3

Final Demonstrators
Implementation Report

D6.4

Performance Evaluation and
Adoption Guidelines

D7.1

Internal and External IT
communication

es

infrastructure and project
website
D7.2

Exploitation,

DSME

Report

FORTH
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Del.

Deliverable Title

No.

Lead

Type

beneficiary

Diss.

Due

Reviewer

level

Date

1

Reviewer 2

Communication Activities
Report a
D7.3

Exploitation,

DSME

Report

PU

36

VOICT

FORTH

MI

Report

CO

21

DSME

MELLANOX

MI

Report

CO

36

DSME

MELLANOX

FOGUS

Report

PU

36

UBITECH

DSME

FOGUS

Report

PU

21

UBITECH

DSME

Standardisation,
Dissemination and
Communication Activities
Report b
D7.4

Market Analysis, Business
and Sustainability Plan a

D7.5

Market Analysis, Business
and Sustainability Plan b

D7.6

Project’s Impact Assessment
b

D7.7

Project’s Impact Assessment
a

D8.1

Project Handbook

UBITECH

Report

PU

3

--

--

D8.2

Data Management Plan

UBITECH

ORDP

CO

6

--

--

D8.3

Quality Control and Risk

INTRA

Report

CO

12

UBITECH

UBITECH

Report

PU

18

ALL

UBITECH

Report

PU

36

ALL

Assessment Plan
D8.4

Publishable Midterm/ Final
Report a

D8.5

Publishable Midterm/ Final

H - Requirement No. 2

UNIS

Ethics

CO

6

FOGUS

DSME

D9.2

POPD - Requirement No. 4

UNIS

Ethics

CO

6

FOGUS

DSME

Table 1 Assigned Internal reviewers
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5.2 Document Control Management
The Document Control Management deals with the preparation of template documents, the identification
and the tracking of changes related to draft and final versions of documents circulated among the
partners.
The Project Coordinator is responsible for the necessary assessment of deliverables, while the Quality
Manager will be responsible for the overall monitoring of the entire document control and configuration
management activities described in this section.

5.3 Documentation Requirements
In the span of the PUZZLE project, a set of deliverables and relevant documented results are anticipated
as depicted in the following table. Such documents will be sent by e-mail and be uploaded in the restricted
PUZZLE document repository, as long as they comply with the following standards:
•

Word Processor: Microsoft Word 2007 and higher,

•

Spreadsheet: Microsoft Excel 2007 and higher,

•

Presentations: Microsoft PowerPoint 2007 and higher.

All files should be scanned for potential viruses before issue and screened on receipt. If an
acknowledgement is requested, an explicit request should be included by the sender at the top of the
message (e-mail, fax, etc.)
Type
Deliverable submitted to the
EC

Responsible
As per DoA

Deliverable Document Template

Internal Project Presentation

All partners

Project Presentation Template

Meeting Minutes

Project Coordinator &
Technical Coordinator

Meeting Minutes Template

Reviewed Document

All partners

A new version with track changes
on the original version

Internal Review Report

All partners

Internal Review Report Template

Final Activity Report
Final Management Report

Project Coordinator / WP
Leaders
Project Coordinator

As per Grant Agreement and
Commission guidelines
Αs per Grant Agreement and
Commission guidelines
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Project Coordinator

Page

Meeting Agenda

Template
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Type

Responsible

Financial Statement
Consolidated
Statement

All Partners
Financial

Financial Administrator

Template
Αs per Grant Agreement and
Commission guidelines
As per Grant Agreement and
Commission guidelines

Table 2 Types of Files

5.3.1 Naming Conventions and Versioning
Document configuration management will be ensured through tracking the versions and the history of
changes within the various project documents, such as:
•

Deliverables (as stated in the deliverables list in the DoA);

•

Presentations of the project results;

•

Meeting agenda and minutes; and

•

Internal audit reports and reviewed deliverables, including the corrective actions taken.

Document history will be tracked in each deliverable in a separate table describing the different versions
of the document and the reasons of change/updates on it.
Document versioning will be tracked through the monitoring of the Configuration Matrix in which all
versions of each document will be tracked.

5.3.2 Deliverables submitted to the EC
Name

A:
BB:

Where
Examples

PUZZLE_[Deliverable Code]-[Deliverable Title]-vA.BB

Major version of the deliverable (Submission to Commission)
Minor version of the deliverable for updates during the preparation phase
PUZZLE_D8.1-Project Management Handbook-v1.00 (for submission to the Commission)
PUZZLE_D8.1-Project Management Handobook_UBITECH-v0.30 (for internal updates and
submission for internal review)

5.3.3 Internal Project Presentations
Name
Where
Examples

PUZZLE-[Purpose] or [WP Number]_[Partner]-vA.BB
A:
BB:

Major version of the presentation (Presentation in the event / workshop)
Minor version of the presentation for updates during the preparation phase
PUZZLE_WP4_UBITECH-v1.00

Where

PUZZLE_[Meeting Number] Meeting_Agenda_[Place]-vA.BB
A:

Major version of the meeting agenda
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Examples

BB:
Minor version of the meeting agenda for updates during the preparation phase
Place:
Venue city
PUZZLE_KOM Agenda_Athens-v1.00 (final version)
PUZZLE_KOM Agenda_Athens-v0.10 (for internal updates and submission for internal review)

5.3.5 Meeting Minutes
Name

PUZZLE_[Meeting Number] Meeting Minutes_[Place]-vA.BB
A:
BB:
Place:

Where
Examples

Major version of the meeting minutes
Minor version of the meeting minutes for updates during the preparation phase
Venue city
PUZZLE_KOM Minutes_Athens-v1.00 (final version)
PUZZLE_KOM Minutes_Athens-v0.10 (for internal updates and submission for internal review)

5.3.6 Reviewed Documents and Internal Audit Reports
Name

A:
BB:
TR:
QR:

Where

Examples

PUZZLE_[Deliverable Code]-[TR/QR]_[Partner / Expert]-vA.BB

Major version of the deliverable / internal audit report
Minor version of the deliverable / internal audit report for updates during the preparation phase
Technical Reviewed document
Quality Reviewed document
PUZZLE_D8.1-TR_UBITECH-v0.31 (Technical Reviewed Document from UBITECH)
PUZZLE_D8.1-TR_ UBITECH -v0.31-Internal Audit (Review report from UBITECH)
PUZZLE_D8.1-QR_ UBITECH -v0.41 (Quality Reviewed Document from UBITECH)

5.3.7 Security Levels
Circulation of Deliverables, Internal Deliverables and Working Documents, inside and outside the PUZZLE
Consortium, is subject to the rules associated to the following security levels:
Responsible

Template

PU

Public

Free circulation inside and outside the Consortium

PP

Restricted
to
other
Free circulation in the community of PUZZLE participants
programme participants.

RE

Restricted to a group An accompanying circulation list specifies
specified by the consortium. organizations having access to the document

CO

Confidential

the

Circulation is limited to members of the consortium, the
Commission Staff and the Reviewers
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As a general rule, the European Commission Services have free access to all the Deliverables and Internal
Deliverables produced by the Project.

5.3.8 Code of Conduct
PUZZLE partners are expected to jointly develop new ideas, concepts, and architectures, as well as to
pursue, jointly or individually, relevant opportunities for dissemination and exploitation of the project
results. Therefore, in order to guarantee open and frank collaboration among the consortium members,
namely when this involves original contributions and information subject to some level of confidentiality,
the following principles shall be observed:
•

The partners shall comply to the rules set by Annex II to the Contract (General Conditions) and by
the PUZZLE Consortium Agreement, in relation to:
o

The Intellectual Property Rights (IPR), regarding any original contribution or background
knowledge brought in by any member; and

o

The IPR regarding any new knowledge (forward knowledge) generated in the framework
of PUZZLE as a result of any cooperative activity.

•

In all forms of use of the mentioned knowledge, proper recognition to all original contributors
should be made, namely through:
o

Proper references in publications. When the referenced piece of knowledge has been
published, standard referencing rules should apply. In case of draft ideas included in
working documents, a reference to the author and corresponding document should be
made; and

o

Otherwise, in the case that there is no written reference, a note stating: "personal
communication in the framework of the PUZZLE project" can be used (identifying the
contributor).

•

Similar rules should be observed when using copies of slides that include substantial original ideas
(figures or text).

•

When reporting RTD results, Deliverables and Working Documents will contain a list of the
contributing partners, intended as physical persons of the involved organizations who have
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6 Communication amongst Consortium partners
Efficient communication and collaboration structures are essential for the success of the project. Since all
project partners are distributed across European member states, the centrepiece of the overall project
communication will be a protected online collaboration platform, offering to each partner independent
access to important documents, code, meeting agendas, supporting materials, individual to-do lists and
other miscellaneous project information.

6.1 Meetings and Workshops
Regular and ad-hoc meetings will be held during the project lifecycle, including:
•

Project Plenary Meetings held every 3 months in order to ensure that all procedures are
understood and implemented in the proper way.
The Project Coordinator is responsible for the meeting formation (agenda of the meeting) and the
communication of the meeting details (time, place) at least 2 weeks before the date of the
meeting, in order to allow time to the participants for the scheduling and preparation of the
necessary information for the meeting.
Technical Partners Meetings held per case if required. Those meetings will be organised by the
Technical Coordinator.

•

Online Work Package Meetings held approximately every 15 days according to the workload and
performed through the teleconferencing facilities of the project.
Each WP leader will propose the meeting schedule according to his WP needs at least 1 week
before the date of the meeting and coordinate the necessary actions among the involved partners
for the implementation of the WP activities. Each WP leader will communicate the final agenda
of the meeting at least 1 day before the meeting date.

•

Regular Conference Calls, Plenary Calls will be held on a monthly basis.
Proposed Date: first Thursday of the month Time: 11.00 CET.
Regular or ad-hoc conference calls related to specific work packages will be requested by Work
package Leaders. The Coordinator will host the Plenary Meetings by GoToMeeting
environment(https://www.gotomeet.me/ubitech).
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Event

Date

Place

Kick-off meeting

September 2020

Remote

1st Plenary meeting

December 2020

TBD

2nd Plenary Meeting

March 2021

TBD

3rd Plenary Meeting

June 2021

TBD

4th Plenary Meeting

September 2021

TBD

5th Plenary Meeting

December 2021

TBD

6th Plenary Meeting

March 2022

TBD

7th Plenary Meeting

June 2022

TBD

8th Plenary Meeting

September 2022

TBD

9th Plenary Meeting

December 2022

TBD

10th Plenary Meeting

March 2023

TBD

11th Plenary Meeting

June 2023

TBD

Final and RP2

September 2023

TBD

Table 4 Tentative List of PUZZLE Plenary Meetings

6.2 Mailing Lists
necessary information for the project implementation, such as deliverables and relevant documentation.
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ensuring a common understanding among all partners regarding the required achievements during the
lifetime of the project as well as the procedures that have to be followed for fulfilling them.
A set of e-mail distribution lists have been created to facilitate the communication flows within the
different bodies of the consortium.
Subscription of each project member to a specific mailing list is managed and maintained by the Project
Coordinator. The updated subscription list is available through the PUZZLE Project Repository. Each
consortium partner is responsible to inform the Project Coordinator whether any modification of their
representatives is needed, and the Project Coordinator will be responsible for keeping the distribution
lists updated and informing the rest of members.

6.3 Project collaborative space – Infrastructure and Repository
UBITECH deployed and will continue to operate the internal Documents and Electronic Material
Repository.

Figure 3 PUZZLE File repository - Homepage

A brief summary of the documentation organization and content of the PUZZLE Project Repository with
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respect to the Document Management System:
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•

01 - Administrative Documents – it contains the created documents’ templates to be utilized, as
well participants’ contacts details and reporting folder.

•

02 - Legal Documents: Contractual documents, containing the Grant Agreement with EC and its
annexes and the Consortium Agreement with its annexes. Moreover, it encloses a financial
reporting folder is created where all financial related documents will be stored for the PUZZLE
reporting periods

•

03 – Work Packages: A folder per Work package is created. In each WP folder, separate folders
per Deliverable are also created. In each Deliverable folder, the consortium will store the material
files required, the various contributions, the deliverable’s editing versions, the review reports, as
well as the final draft and the submitted deliverable to the EC.

•

04 - Submitted Deliverables: The specific folder contains the list of the PDF files of the deliverables
as these will be officially uploaded to ECAS System.

•

05 – Meeting + Telcos: The specific folder contains the files that refer to Meetings Agendas,
Meetings Minutes, as well as Meetings Partners Presentations. Furthermore, it contains the folder
structure to support the storage of all Teleconferences Presentations and Minutes describing the
decisions made and action plans produced.

06 - How To’s: it contains the User Guide for PUZZLE repository. Furthermore, it will contain any other
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How-To’s or Manuals that will be produced in the frame of the project.
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7 Risk Management
7.1 Overview
Successful implementation of any kind of project relies, amongst others, on timely identification and
control of risks, foreseeing of the consequences and effective management of them via appropriate
proactive actions. Project risks describe the impact on the project of circumstances such as diminished
quality of the end results, increased costs, delivery delays, loss of community confidence, or even failure.
Risks’ possibilities as well as risks’ impact should neither be neglected nor overrated. Being efficient and
effective in identifying and performing all proactive actions regarding possible risks will aid towards
achieving the challenging PUZZLE objectives on time and according to budget; risk identification,
management and mitigation constitutes, therefore, an integral part of the overall project management
approach.
Risk management incorporates the following activities:
•
•
•

7.1.1

Assessing continuously what could go wrong (risks);
Determining which risks are important to deal with; and
Implementing strategies to deal with those risks.

Continuous Risk Management Approach

This risk management plan has been produced on the basis of existing risk management practices such as
the Continuous Risk Management (CRM) paradigm developed by the Software Engineering Institute (SEI)
as indicated in the following figure:
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This iterative roadmap for risk management contains the following elements:
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Figure 4 Continuous Risk Management (CRM) paradigm
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•
•
•
•
•
•

Identify: makes all known project risks explicit before they become problems;
Analyse: transforms risk data into decision-making information;
Plan: translates risk information into decisions and mitigating actions (both present and future)
and implements those actions;
Track: monitors risk indicators and mitigation actions;
Control: corrects deviations from the risk mitigation plans; and
Communicate: enables the sharing of all information throughout the project and is the
cornerstone of effective risk management.

7.1.2 Risk Exposure
Risk exposure is a measure created by combining the impact and probability of the risk. These terms are
identified below at the level of detail compliant to that of the SEI (four levels of impact and three of
probability, translating to different levels of risk exposure).
Effect / Impact: the effect of the particular risk on the project, which is determined on the basis of the
risk’s effect on the project (e.g. performance, cost, schedule). The levels of impact are: (4) Uncontrollable,
(3) Critical, (2) Marginal and (1) Negligible.
Probability: the chance that a particular impact will occur. The levels of probability are: (3) High, (2)
Medium and (1) Low.
Risk exposure as a function of probability and impact is computed in.
Probability
Effect / Impact
Uncontrollable
Critical
Marginal
Negligible

High

Medium

Low

HIGH
HIGH
MEDIUM
MEDIUM

HIGH
MEDIUM
MEDIUM
LOW

MEDIUM
MEDIUM
LOW
LOW

Table 5 Risk Exposure

For risks where exposure is high, specific mitigation strategies shall be put in place and acted upon.

7.1.3 Risk Monitoring
The project will continuously monitor and assess identified risks and pay specific attention to risks that

Page

33

have been ranked as with high and medium exposure.
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7.1.4 COVID-19 Risk Assessment
In the light of the coronavirus pandemic which began in early 2019, the PUZZLE consortium pays special
attention to the related developments and intents to monitor potential impacts and risks that may arise.
A COVID19-related risk template is available to all partners so as to document impact, risks and mitigation
actions to foresee and prevent possible delays and enable mitigation list of actions. The monitoring will

Page

34

be continuous so as to minimize potential impact.
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